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EVOLUTION OF SOF IN CONFLICT

Major Christopher M. Boss

When it comes to predicting the nature and location of our next  
military engagements, since Vietnam, our record has been perfect. We 
have never once gotten it right.

		  Secretary of Defense Robert Gates1

Special Operations Forces (SOF) are a military’s paramount agents of 
innovation in the implementation of technological and procedural strategies 
and yet they are inadequate to rapidly adapt during conflict.2 To remedy this 
shortcoming, the special operations communities must fully understand the 
aspects of organizational evolution that enable entities to grasp the changing 
environment and transform accordingly. Despite the provisions of Part II of 
this book, which outlines potential threats, and Part III, which offers insights 
on how SOF can tackle these threats, an excessive fixation on any single threat 
or approach is unwarranted. Moreover, technological advancements are highly 
unpredictable, and the unorthodox methods that adversaries will use to 
exploit these threats render any specific recommendation obsolete. Therefore, 
it is incumbent upon SOF units to systematize innovation internally in order 
to create the necessary conditions that normalize it, thereby facilitating 
rapid evolution. Without this ability to evolve, SOF units will remain highly 
vulnerable in high-intensity situations.
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This chapter aims to present an overarching framework that elucidates the  
how and why SOF elements evolve during conflict, thereby enabling them to 
adapt and transform during periods of peace. To achieve this goal, the initial 
section focuses on distinguishing between organizational adaptation and 
organizational evolution, emphasizing that while adaptation is critical, evo-
lution is essential. The triggers for organizational adaptation and, ultimately, 
evolution, arise from technological advancements and responses to an adver- 
sary’s way of fighting. These triggers can lead to technological, organizational, 
or doctrinal adaptations, contingent upon various organizational mechanisms 
such as financial limitations, cultural aspects, leadership style, and political 
exigencies driving the need for adaptation. When an organization compre-
hends and simplifies the navigation of these mechanisms, the likelihood of 
successful organizational adaptation increases significantly. 

To facilitate this process, the military unit must establish a systematic approach 
to innovation within its community. Among all military units, though, SOF 
units possess exceptional capabilities for institutionalizing innovation within 
their community owing to their smaller size, openness to unconventional 
thinking, and ability to research and develop novel ideas and practices in real-
world contexts. By following this streamlined innovation process, SOF units 
may effectively evolve in anticipation of the evolving pre-conflict environment, 
but this first necessitates a comprehensive understanding of organizational 
evolution.

Organizational Evolution

Comprehension of evolution on military entities holds critical significance 
as it empowers such organizations the ability to unravel the intricacies 
of evolutionary mechanisms and, consequently, expedite the process of 
organizational evolution. Evolution, hence, refers to the adaptation of an 
organization’s lineage in response to the environment. It distinguishes itself 
from simple adaptation, which encompasses any change to an organization’s 
structure or function that makes it more suited to its environment.3 
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The difference between evolution and adaptation is vital. Instances of 
“Combat Darwinism” frequently yield adaptations in military units, terrorist 
organizations, and insurgent groups, yet their lineage – their identity, mission, 
and vision – remains unaltered even after the alteration.4 Evolution, on the 
contrary, provokes a fundamental shift in how an organization perceives itself. 
An exemplary illustration of this can be observed in the transformation of the 
United States Navy SEALs. 

In April 2022, Rear Admiral Hugh W. Howard III delivered a statement  
before the United States Senate Armed Services Committee, highlighting the 
ongoing process of “urgent transformation” within Naval Special Warfare 
(NSW).5 The urgency of this transformation stems from the Navy SEALs’ 
significant shift over the past two decades, transitioning from a maritime-
focused commando force to a land-based one. Initially tracing their roots back 
to the Underwater Demolition Teams of World War II, the SEALs primarily 
served in a maritime support capacity for large-scale combat operations.6 
However, the landscape changed following the September 11th (9/11) attacks 
and the emergence of the Global War on Terror (GWOT) necessitating 
numerous simple adaptations for the Navy SEALs in order to remain pertinent 
in this new context. Ultimately, over time, these adaptations caused the SEALs 
to evolve their role and identity.

Presently, as the environment undergoes yet another transformation, the  
SEALs aim to rediscover their maritime heritage. But unlike during the 
GWOT, where the crucible of war propelled their evolutionary journey 
towards becoming a land-based force, the current shift back to a maritime 
force lacks similar immediate external catalysts. This predicament is not 
unfamiliar territory for the Navy SEALs, as evidenced by their experiences in 
the 1960s when the Vietnam War necessitated their evolution to a land-based 
force advising South Vietnamese units.7 Subsequently, it took several decades 
of gradual adaptations for the SEALs to reestablish their roots as a maritime-
oriented force once the war had concluded. Thus, it becomes imperative to 
comprehend the underlying mechanisms that drive evolution, enabling the 
desired transformations to take place swiftly and pre-emptively, even in the 
absence of war. 
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The biological connotations within this example indicate that organizational 
evolution is both a process and an outcome that are spawned through 
environmental causes. For this reason, the term “evolution” has been adopted 
in lieu of “military innovation” because it aligns more closely with this 
chapter’s intended goals: how and why SOF units can adapt to changes in 
warfare. Moreover, the absence of consensus within the innovation community 
regarding the precise definition of military innovation suggests that attempts 
to establish an acceptable definition may serve only to obfuscate the issue, 
thereby diverting valuable resources away from more critical analysis of the 
processes required to expedite the evolution of SOF organizations.8 Therefore, 
emphasis will be placed on both the process and outcome of organizational 
evolution, commencing with the environmental causes that instigate the 
evolutionary process of a military unit.

Process of Organizational Evolution

Organizational descendancy originates predominantly from technological 
revisions or in response to an adversary’s way of fighting. The magnitude of 
technological progress or degree of radicalness of the enemy’s approach to 
warfare is directly proportional to the probability of innovation adaptation, 
as illustrated in Figure 11.1. It should be noted, however, that these influences 
alone cannot ensure the evolution of an organization. There exist organizational 
mechanisms such as leadership style, financial constraints, organizational 
culture, and political pressures, which may accelerate or stagnate requisite 
changes needed to alter the military unit’s lineage. Nonetheless, given the 
appropriate conditions, a unit can evolve via technological, organizational, or 
doctrinal innovation. 
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FIGURE 11.1 – The Greater the Technology Innovation or the More Radical 
the Enemy’s Warfare, the Greater the Likelihood of Innovation Adaptation

Technological, organizational, or doctrinal adaptation emerge from the 
advent of technological or tactical invention, or from innovative uses of old 
technologies or tactics (i.e., exaptation).9 The inception of technological, 
organizational, or doctrinal innovation is seeded by inventions and inno- 
vative applications, exemplified in Illustration 11.1. The profundity of tech-
nological advancement or the radicalness of warfare is reflected by the roots, 
while the growth of an innovation’s adaptation is represented by the trunk of 
the tree. Sometimes, the emergence of only one type of adaptation occurs, as 
indicated in Tree A. However, unless such innovation is disruptive in nature, 
it may fail to catalyze sufficient change within an organization to generate 
evolution.10 

Oftentimes, though, the adaptation of one type of innovation spurs the 
development of complementary forms of innovation, as illustrated in Tree B.11 
In such instances, the likelihood of organizational evolution is heightened, 
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but again, not guaranteed. Much like a plant relies on multiple factors such as 
the soil, the sun, climate, and water, organizational adaptations rely on several 
pivotal organizational mechanisms.

ILLUSTRATION 11.1 – The Genesis of Adaptation

Mechanisms of Organizational Evolution

Organizational adaptation within a military unit is determined by a confluence 
of factors, including but not limited to financial limitations, organizational 
culture, leadership style, and political exigencies. These mechanisms present 
within an organization can be likened to a labyrinthine structure that any 
innovation must navigate in order to permeate the entirety of the organization, 
as visually depicted in Figure 11.2. Though each of these factors’ labyrinthine 
pathways may not be excessively intricate, the challenge for an innovation lies 
in the compounding effect that these mazes have on one another, resulting in 
a maze that is exponentially more complex. While prior research has tended to 
focus on one or two of these elements in isolation, it appears that a synthesis 
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of these factors is the key determinant of whether an organization will adapt 
successfully.12 To apprehend the intersection of these mechanisms, a thorough 
investigation of the preeminent theories for each element is imperative. Only 
by such an approach can one achieve a comprehensive understanding of the 
complex interplay between these multifaceted factors and their collective 
impact on the organization’s ultimate ability to evolve.

FIGURE 11.2 – Organizational Influence on Likelihood of Organizational 
Evolution13

Professor Michael Horowitz contends that there are two primary factors that 
determine successful implementation of innovative ideas: financial intensity 
and organizational capital.14 Financial intensity refers to the cost per unit of 
hardware and the extent of military-oriented technologies involved in the 
innovation. Horowitz hypothesizes that the higher the financial intensity 
required for implementing the innovation, the slower its diffusion will be at the 
system level.15 In other words, there is a lower probability that an organization 
will adapt to the innovation if it incurs significant financial costs.

The second crucial factor is organizational capital, which refers to the 
intangible assets that allow an organization to adapt and respond to presumed 
changes within the core ecosystem.16 The level of bureaucracy, age of the 
organization, and its culture of experimentation all impact the unit’s ability 
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to leverage its organizational capital. Horowitz hypothesizes that the “greater 
the organizational capital required to implement the innovation, the slower” 
its diffusion will be at the system level, and “the lower the probability that 
a state will attempt to adopt the innovation” in the first place.17 In essence, 
organizations must determine whether they have the financial resources and 
the organizational agility for adaptation to occur. If the answer is negative 
or inadequate for either of these factors, the diffusion of a new innovation 
will be sluggish or non-existent. However, diffusion may never occur if an 
organization cannot grasp the significance of the changing environment. 

The capacity to comprehend advancements in technology and warfare may be 
contingent upon the fundamental cultural and cognitive traits ingrained within 
the community. Dima Adamsky asserts that it is this aptitude to identify and 
comprehend a disjuncture in warfare – the swift transformation in techniques 
and modalities of combat – which constitutes perhaps the most pivotal facet 
of military evolution.18 Consequently, a comprehensive awareness of the 
underlying cultural traits becomes imperative in ascertaining an organization’s 
capacity to apprehend the ramifications of technological changes and paradigm 
shifts in warfare.

Political scientist Dima Adamsky has posited that variance among cultures 
stem from three cardinal features – social structure, time-orientation, and 
communication style – which exert a profound impact on a culture’s cognitive 
style.19 The cognitive style of an organization is a critical determinant of its  
ability to apprehend, arrange, and process information, with two predominant 
styles: holistic-dialectical thought and logical-analytical thought.20 Organ-
izations that have a natural inclination towards holistic-dialectical thought 
are better able to understand new shifts in the relationship between the 
focus point and its context than those who prefer logical-analytical thinking. 
Additionally, these organizations can explain occurrences by relating them to 
other concurrent events, even if they lack analytical coherence. Conversely, 
logical-analytical reasoning excels at decontextualizing entities into categories 
and perceiving the causal interconnections among their constituents. While 
both cognitive modalities offer advantages and drawbacks, it is vital to 
recognize the nature of the organization to avoid overlooking the advantages 
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of the alternative style. Since each cognitive style affects the methodology 
and, therefore, yields distinct outcomes, the type of leadership is essential for 
effective implementation. 

The presence of effective leadership across all levels of an organization 
serve as linchpins to the successful diffusion of innovation adaptations and, 
consequently, the evolution of the unit. According to Professor Tai Ming 
Cheung and his fellow researchers, the organizational leader holds the key 
to allocating financial, technological, and human resources towards the 
innovation, and plays a critical role in its acceptance or rejection.21 This 
concept is further expounded upon by military innovation expert Benjamin 
Jensen, who insightfully classifies these roles into two distinct categories, 
namely “incubators” and “advocacy networks.”22 Jansen views incubators as 
“informal subunits established outside the hierarchy,” providing officers with 
the freedom to explore novel approaches to understanding the environment.23 
Meanwhile, advocacy networks comprise leaders from all echelons of the 
organization, who serve to promote and legitimize the innovations generated 
within the incubators. Of utmost significance for the diffusion of ideas is 
leadership advocacy, as it engenders political exigency.

Innovation adaptation within military organizations during peacetime is 
typically contingent upon political exigency, which is often instigated by the 
concurrence of military leadership. Agreement of a good idea can prove to be 
a delicate matter, as the acceptance of novel concepts within certain military 
units may be subject to the influence of the hierarchical structure of service 
members. For this reason, it normally takes substantial political urgency 
for military units to implement an innovation. While the routinization of 
procedures can enhance efficiency and ensure current safety standards, 
neglecting beneficial proposals in the midst of evolving warfare necessitates 
military organizational evolution. To achieve this, it is imperative for leaders to 
utilize collective agreement to sway senior military officials and policy-makers. 
The pivotal role of advocacy networks lies in facilitating this process.

The current section expounded upon the complexities of each influential 
organizational mechanism, which can either complicate or simplify the 



190 PART III

CHAPTER 11

organization’s labyrinthine path towards adaptation. When each mechanism 
is understood, the overall maze becomes streamlined, thereby augmenting 
the probability of successful innovation diffusion, as depicted in Figure 11.3. 
But notice that even within the streamlined labyrinth, the route to successful 
adaptation remains unknown; an individual will still take wrong turns and may 
never locate the end point. Evidence that the labyrinth is becoming simplified 
is gauged by an increase in the number of adaptations an organization 
experiences. Therefore, a comprehensive understanding of the three aspects 
of organizational evolution – the catalyst that instigates innovation, the 
possible types of innovation, and the organizational mechanisms that affect the 
likelihood of innovation adaptation – enables organizations to rapidly identify 
the shifting environment and promptly adapt to it. This model of organizational 
evolution is applicable to both the military and civilian sectors. Hence, why is 
it essential for the military to prioritize the institutionalization of innovation, 
and what is the underlying reasoning for this emphasis?

FIGURE 11.3 – Impact of Understanding Organizational Mechanisms on 
the Likelihood of Innovation Adaptation24

The Problem with Military Problems

The problem with military problems lies in their inherent complexity (sticky 
information) and labeled significance (null problems).25 Consequently, the 
vast sums of money allocated by governments to the civilian sector meant to 
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identify solutions to problems containing sticky information – experience-
required knowledge – are futile since these corporations lack the necessary 
insight to fully grasp the problem.26 Moreover, most military issues are 
categorized as null problems, which may seem trivial but possess tactical 
significance capable of impacting operational and, potentially, strategic levels. 
This limited presentation of designated “critical” issues to civilian entities 
means that a multitude of problems are being overlooked. Thus, a systematic 
approach to innovation within the military is imperative to address military 
issues effectively.

ILLUSTRATION 11.2 – Sticky Information27
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Commercial entities persistently endeavour to uncover a solution to a pro-
posed problem they do not fully understand and cannot fully understand.  
While the difficulty level of the problem itself may not be insurmountable,  
there are numerous factors and variables that evade effective articulation  
to someone who lacks the requisite experience. In accordance with  
Illustration 11.2, civilian Research and Development (R&D) personnel strive 
to comprehend a soldier’s deployment experience via secondary means but 
are ultimately unsuccessful due to the inability that narratives, explanations, 
pictures, and videos provide of conveying all aspects of a military issue. 
Consequently, prototypes developed without actual experience led to pur-
ported solutions that often give rise to further problems, sometimes more 
detrimental than the original issue the company sought to remedy.

The scrutiny surrounding the adverse impact of civilian solutions is often 
attributed to a deficient demand-pull relationship, yet this overlooks the 
challenge of sticky information. According to Kendrick Kuo, when a military’s 
security obligations increase at a faster pace than its resources, ingenuity may 
actually diminish the military’s efficacy.28 Consequently, the military may lose 
its expertise in conventional abilities and may fail to deliver novel capabilities, 
thereby exposing vulnerabilities that the enemy can exploit during times of 
war. While this argument is not wholly inaccurate, it fails to elucidate the 
shortcomings of futile innovations such as bat bombs or tank balls. 

During World War II, the civilian sector endeavoured to tackle the obstacles 
encountered by military personnel on the battlefield through innovative  
means, but due to their lack of combat experience, these efforts proved 
ineffective. Among these initiatives was the proposition by Lytle Adams, a 
civilian surgeon, of attaching miniature explosive packs to Mexican free-tailed 
bats – bat bombs.29 This concept, which gained traction because of President 
Franklin Delano Roosevelt’s urgent backing (i.e., political exigency), proved 
disastrous when the bats inadvertently ignited an entire military facility. 
Another example is the invention of tank balls by civilian A.J. Richardson, 
which aimed to mitigate the challenges of navigating narrow terrain for tanks.30 
Regrettably, the design, resembling hamster balls with protruding guns, was 
poorly conceived, lacking any window ports and was prone to getting lodged in 
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the earth. Richardson failed to account for the criticality of a service member’s 
situational awareness and lacked the requisite experience to understand the 
hostile terrain. These examples illustrate that sticky information can cause 
civilian R&D to expend substantial resources on frivolous undertakings that 
can lead to significant financial losses and the endangerment of military 
personnel. Nevertheless, the impact of these shortcomings is limited to issues 
that are deemed of operational and strategic significance, while null problems 
are left unaddressed.

ILLUSTRATION 11.3 – Null Problems31
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Most challenges faced by service members never rise to the attention of senior 
leaders due to a lack of perceived significance. As depicted in Illustration 11.3, 
a senior military leader may become overly fixated on enhancing their drone 
technology, that they fail to recognize the operational impact of not addressing 
their soldiers’ injured feet. If such injuries are not remedied, it could result in 
their failure to arrive at their destination on time. And, if they do reach the 
battle in a timely manner, the soldiers will be combat ineffective which will 
ultimately lead to the Decisive Operation’s failure. These issues at the tactical 
level often have cascading effects on operational and, in some cases, strategic 
outcomes. It is important to note that these issues are not just hypothetical,  
but are widespread throughout military units.

Service members at the tactical level frequently encounter impediments to 
their training, which can lead to injuries and even defeat in battle, yet these 
challenges are often ignored. For instance, cleaning up expended brass  
casings following firearms training at an outdoor range may appear to be a 
trivial matter that does not warrant investment of time and resources. This 
perspective is a mistake. The prevailing view is that the shooters themselves 
should pick up the brass because this is how it has always been done and it 
is, essentially, free. However, this issue has serious implications as it wastes 
valuable training time, requires significant manpower, exacerbates current 
injuries while causing new ones, and dampens morale. It is worth exploring 
how this seemingly innocuous activity can have such a significant impact.

The task of cleaning up expended brass casings reduces combat readiness, 
wastes millions of dollars in training time, exacerbates injuries that con- 
tribute to the non-deployable status of service members, and leads to increased 
medical costs incurred by the Department of Defense upon their transition 
out of the military. Within the military, the paramount resource for a service 
member is time. As such, despite the financial cost of deploying an entire unit 
to engage in the tedious task of cleaning a range for an hour, such activities 
seemingly hold little operational or strategic significance. The true operational 
costs of such cleanup activities manifest in the form of reduced training time 
and the hours spent in uncomfortable and ergonomically unsound positions, 
both of which ultimately undermine the combat effectiveness of service 
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members. In fact, noncombat musculoskeletal injuries (MSKIs) account for 
nearly sixty percent of soldiers’ limited-duty status and sixty-five percent of 
soldiers who are non-deployable for medical reasons in the active component 
of the U.S. Army.32 

Further, in a single year, these MSKIs resulted in over $434 million in direct 
patient care costs. Low back pain alone, which is enough to make a soldier 
combat ineffective, affects over thirty-four percent of U.S. Army service 
members.33 The impact of these issues extends beyond immediate readiness 
concerns, as they can potentially affect long-term veteran disability and 
medical costs, as well as military recruitment, as over eighty percent of U.S. 
troops come from a military family.34 Despite these pressing concerns, senior 
leaders often prioritize developing the next generation military platform or 
weapon system over addressing seemingly minor issues like brass cleanup. 
Thus, a demand-driven innovation development process that involves military 
members is necessary to drive solutions to such null problems.

The inclusion of service members in the innovation development process 
serves to alleviate the predicaments posed by the civilian supply-push market, 
while simultaneously elevating the advantages of an internal demand-pull 
innovation market. Inventions originating from civilian R&D are often of 
a supply-push process in which presented solutions contain but a mere 
conjecture regarding their appeal to defense contractors and consumers 
(i.e., military members) due to the sticky information.35 Conversely, by 
engaging service members intimately in the development of an invention, the 
incubation process is strengthened, promoting a demand-pull process. The 
military’s challenges provide an inchoate demand that establishes overarching 
objectives, which are then refined and made more specific and pertinent by 
service members.36 Given their involvement, service members hold a critical 
role in the innovation process as they can sway the timing of implementation. 
Indeed, the psychological buy-in of the participants during the innovation 
process is particularly crucial. 

The involvement of individuals in the process of innovation has a profound 
impact on their behavioural framework, leading to increased buy-in and 
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advocacy. One of the main reasons why a large percentage – forty to ninety 
percent – of new inventions fail is due to the differing biases held by consumers 
and producers.37 These biases are in conflict, as consumers tend to evaluate new 
products based on the perceived value in comparison to products they already 
own, leading them to overvalue the losses associated with adopting the new 
invention by a factor of three.38 Conversely, producers tend to overvalue the 
benefits of their new invention by a factor of three, since they view old products 
in relation to the new product they have created.39 This discrepancy creates a 
significant mismatch, known as the “9x effect,” where a producer’s perceived 
benefits of an innovation are misaligned with a consumer’s desires to maintain 
their current product at a ratio of nine to one.40 However, this mismatch can 
be resolved by integrating consumers into the innovation process, since service 
members are the consumers of military innovations. By doing so, they also 
become the producers, mitigating the competing biases and eliminating the 9x 
effect. This increased buy-in and advocacy for the products produced enhances 
the likelihood of successful implementation and organizational evolution. 
Nonetheless, it is essential to note that such an institutionalized innovation 
hub cannot be established in the conventional force.

SOF as the Military’s Innovators

The modern military, like all bureaucracy, is an iron cage prone 
to crowding out innovation in an effort to promote efficiency and 
existing processes.	

Benjamin Jensen, Forging the Sword41

The ethos of SOF fosters the essential organizational elements needed to 
disseminate novel ideas within their ranks, leading to their widespread 
adoption by conventional forces. Unlike their conventional counterparts, 
who prioritize predictability of lethality by adhering to the status quo, SOF 
benefits by constantly conceiving of novel ways to accomplish their missions 
due to their small size and clandestine nature of their operations. Thus, the 
SOF mindset of experimentation allows them to take risks without fear of 
jeopardizing their careers, a privilege not often afforded to conventional forces. 



197PART I I I

CHAPTER 11

Additionally, SOF’s consistent global deployment provides them with access 
to diverse terrain, enabling them to test new technologies and processes in 
environments that mirror potential future battlefields. These dynamics, along 
with a tolerance for unconventional thinking, engender a culture conducive to 
simplifying the organizational evolutionary mechanisms outlined above.

The significance of culture’s role in organizational evolution cannot be 
overstated. As highlighted in the first section, the organizational culture not 
only helps in identifying problems, but also shapes the receptiveness towards 
innovative solutions aimed at addressing them.42 SOF boast of a highly 
selective and rigorous assessment process that results in a community of 
resolute individuals with an experimental mindset, who are constantly striving 
for improvement. 	

This pursuit of excellence is a continuous process that extends throughout 
their careers, with special operators being afforded opportunities for education 
beyond the traditional military training programs. These diverse educational 
experiences provide a valuable platform for incubating fresh ideas and insights 
into the challenges that militaries face. Moreover, the relatively small size of 
special operations communities borne out of this selection process increases 
the chances of the effective dissemination of innovative ideas.

The comparatively diminutive size and autonomous nature of SOF comm-
unities facilitates the execution of creative ideas, given that they minimize 
the number of entities an innovation must navigate through. Innovative 
success is contingent upon the agreement of all stakeholders involved, and  
this “interdependence risk” intensifies as the number of parties increases.43  
This predicament becomes more complicated when there is a shift in leadership, 
loss of incentives, or fiscal constraints, all of which can put the project in  
jeopardy. For instance, consider an innovation adaptation that originates 
from a U.S. Army conventional infantry platoon, as depicted in Figure 11.4. 
Despite having a ninety percent probability of success at the inception of  
the ecosystem, the probability can plummet to below twenty percent by 
the time it reaches the Corps level. This variation in approval ratings can 
be influenced by such trivial factors as leadership attitudes, concerns about  
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career impacts, or even leadership turnover which results in a lack of  
buy-in for the project. These ratings can also be impacted by the need to 
safeguard the unit’s budget or the inaccessibility to the additional requisite 
innovations it relies on. This may explain why an apparently sound investment 
of LED lights has yet to be implemented across the U.S. Navy.

FIGURE 11.4 – Conventional Interdependence Risk44

The implementation of successful innovations by conventional forces is 
impeded by various factors, including attitudes, culture, ideology, and 
interdependence risks. In a case study entitled “How many Admirals does 
it take to change a light bulb? Organizational Innovation, Energy Efficiency,  
and the United States Navy’s Battle Over LED lighting”, Professor Nick Dew 
and his fellow researchers provide compelling evidence in support of the  
use of LED lights over conventional lighting systems, such as Compact 
Fluorescent Lighting (CFL) and incandescent bulbs.45 Dew highlights the 
relative advantage associated with the longevity and significantly reduced 
energy usage of LED lights, as well as their potential to support the Navy’s 
Great Green Fleet (GGF) initiative, enhance combat effectiveness, reduce 
maintenance burdens, and save lives within the Navy. Despite the consider- 
able benefits of LED lighting, the U.S. Navy has been slow to adopt this 
technology, with less than ten percent of Navy ships transitioning to LED  
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lighting systems even after studying its advantages for over 15 years.46 
The researchers surmise that the principal impediment to the successful 
implementation of a well-conceived innovation lies in the insufficiency of 
endorsement garnered from the pertinent Navy stakeholders.47 In light of 
these challenges, it is clear that attempts to systematize innovation within  
the conventional force are unlikely to succeed. Even if cultural barriers 
to diffusion were overcome and competing biases between consumers 
and producers eliminated, the complex and interdependent nature of the 
innovation ecosystem makes success unlikely. Therefore, it is more prudent 
to focus on smaller markets with lower interdependence risks, such as  
special operations forces.

SOF comprise several small markets that are capable of deploying novel ideas 
and solutions within their own ranks. This process produces the necessary 
proof-of-concept to introduce such innovations across the conventional force. 
Compared to their counterparts in the regular military, the chain of command 
within special operations is significantly streamlined, reducing the risk of 
excessive interdependence and stagnation. Once innovation adaptation occurs 
within the special operations community and consistently deployed, its relative 
advantage and effectiveness may become evident among all leadership levels 
in the conventional forces. Such exposure could generate a robust advocacy 
network within the regular military, facilitating diffusion. However, for 
innovation to flourish within SOF and diffuse into the regular army, the special 
operations community must fully comprehend and adjust the organizational 
evolutionary mechanisms detailed above and institute a formal incubation 
approach.

To facilitate the expeditious evolution of SOF entities prior to and during 
conflict, it is imperative to establish a formal organizational structure that 
emphasizes the entire innovation process. This approach necessitates the 
creation of an innovation doctrine by SOF to function as a strategic playbook 
that guides the organization from ideation to deployment.48 Esteemed author 
Steve Blank stipulates that an innovation doctrine must emphasize the rapid 
deployment of new capabilities through an innovation pipeline.49 Additionally, 
it must outline the processes that drive innovation efforts and define the role 
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of innovation leaders within the organization. Almost as a litmus test, the 
efficacy of an organization’s design can be evaluated through the identification 
of individuals glorified as innovation heroes, which may signify a defective 
innovation doctrine.50 Innovation should occur regularly and organically, and 
such celebrated heroism denotes an unusual occurrence that, conversely, a 
robust innovation doctrine would expect. In the absence of a unique SOF-
specific innovation doctrine, the organization may not be able to adapt swiftly 
enough during conflict and consequently face defeat at the hands of their 
adversaries.

Conclusion

Success no longer goes to the country that develops a new technology  
first, but rather to the one that better integrates it and adapts its way 
of fighting. 

 2018 U.S. National Defense Strategy51

When a special operations unit is asked about their role, the customary 
response is, “We are whatever our nation needs us to be.” This response 
is commendable, yet its essence remains hollow unless the organization 
adheres to the comprehensive framework expounded in this chapter. Hence, 
understanding organizational evolution is of paramount importance for the 
purpose of adjusting to the ever-changing terrain, as well as for pioneering 
the transformation of the same, pre-conflict. In all likelihood, SOF are more 
likely to respond to variations in warfare rather than being the initiators of the 
said changes. However, the potential advantages of being the first mover in a 
disruptive innovation are monumental and strategically significant.

In the present landscape, disruptive innovations often hinge upon the 
widespread deployment of expendable materiel, such as swarm-capable drones 
for tactical operations. To effectively discern these developments and respond 
proactively necessitates the presence of an adaptive force that has successfully 
systematized innovation within its organizational framework. Notably, the 
civilian military-industrial complex exhibits limited interest for producing 
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cost-effective products on a large scale, amplifying the importance of poss-
essing a streamlined innovation process within the military itself. Unlike their 
civilian counterparts, most military organizations inherently exhibit rigidity, 
characterized by bureaucratic structures that hinder adaptability. The capacity 
to dynamically adapt during conflicts, and ultimately undergo organizational 
evolution, equips specialized units with the ability to exploit their adversaries’ 
inability to navigate the evolving environment, leading to their obsolescence. 
Consequently, fostering the mechanisms of organizational evolution that 
facilitate efficient adaptations to innovative advancements becomes an 
imperative pursuit in cultivating military units capable of agile adjustment 
both within and out of conflict scenarios.52
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BEYOND CONVENTIONAL WISDOM: 
SPECIAL OPERATIONS FORCES AND 
THE EVOLUTION OF RESISTANCE

Major Reuben Morris

The difficulty lies not so much in developing new ideas as in escaping 
from old ones. 

 John Maynard Keynes1

A chorus of voices have begun to call out the rising threat of violence in the 
modern day, both from within their borders and from amongst their threatening 
neighbours. The rise of domestic extremism, media disinformation, and acts of 
violence are a growing concern. While the end of the War on Terror appears to 
have passed with merely a whimper, states and their populations routinely hear 
that this has merely heralded a return to inter-state conflict and conventional 
large-scale combat operations. Liberal governments seek to build resilience 
in their populations but struggle amongst a cacophony of dissenting voices. 
While militaries seek to deter erstwhile threats, civilians are being prepared 
to resist if these options, and the defence that follows, fail. To succeed in this 
environment, Special Operations Force (SOF) professionals will need to be 
more than just adaptable, well-educated, and forward thinking. They must also 
be able to apply the lessons learned from a growing body of both military and 
academic writing to the challenges that they face in the future.
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As a part of the “resistance profession,” SOF must be prepared to both support 
and defeat resistance movements depending on the nature of the conflict and 
mission. This requirement has been transcribed in U.S. Army doctrine in the 
Special Forces Unconventional Warfare manual, ATP 3-18.1, which outlines 
the tactics of defeating these movements in detail.2 In denied territory, 
unconventional warfare seeks to grow these movements to disrupt, coerce or 
enable regime change in opposing countries. In friendly or neutral countries, 
SOF may seek to suppress hostile movements through the use of Foreign 
Internal Defense (FID) or Counter-insurgency (COIN). This dichotomous 
relationship with resistance movements requires both a detailed understanding 
of how they come to exist, to grow, and either achieve their ends or are thwarted 
in the attempt. While military doctrine seeks to answer these questions from a 
practitioner’s perspective, they are not the only ones to do so.

A growing body of research from scholars, activists, and researchers have 
sought to identify the conditions under which “weak” actors defeat their 
“stronger” adversaries. When viewed through an unconventional warfare or 
resistance lens, many authors highlight the advantages of employing indirect 
and opposing strategies from Arreguin-Toft’s seminal work How the Weak Win 
Wars.3 When these roles are reversed, however, these same insights apply to 
those adversaries who seek to overcome a conventional defence in an opposing 
country. Rather than directly targeting the strength of a well-prepared and 
determined military, they seek to take the indirect approach of targeting a 
vulnerable population. It is thus important to frame our conversation in terms 
of both offense and defence. 

Initially it is important to clearly define some of the terms that will be  
explored throughout this chapter. The NATO Comprehensive Defence Handbook 
and the Resistance Operating Concept (ROC) will be cited throughout this 
work as foundational documents for our discussion. These documents 
define resilience as “the will and ability to withstand external pressures and 
influences and/or recover from the effects of those pressures or influences.”4 
This capability can be developed both within an individual and in a society 
through civil preparedness and can be considered the first line of defence to 
an adversary. Resistance, then, is a “nation’s organized, whole-of-society effort, 
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encompassing the full range of activities from nonviolent to violent, led by 
a legally established government (potentially exiled/displaced or shadow) to 
reestablish independence and autonomy within its sovereign territory that has 
been wholly or partially occupied by a foreign power.” Support to resistance 
(STR), adjusted from ATP 3-18.1, will be defined as support to foreign 
resistance actors that offers an alternative to a direct military intervention or 
formal political engagement in a conflict.5

Fundamentally, the challenge to SOF of building both resilience and resistance 
is one of growing a movement capable of opposing a hostile force and its 
overtures. While individual resilience is important, SOF’s limited numbers 
suggest a greater focus on collective resilience and resistance, to achieve 
the greatest impact. Individual actors can be valuable to these objectives, 
but coordination and oversight will frequently be necessary to maximize 
their contribution to the national defence. Thus, by building more resilient 
organizations and societies, we lay the foundations for populations capable of 
resistance in the event of foreign interference, militarily or otherwise. With 
this mental framework in mind, we can begin to bridge the gap between the 
various military doctrines of our international SOF audience and the even 
more disparate fields of social movement theory (SMT), contentious politics, 
resource mobilization theory, and others. 

National security experts Doowan Lee and Glenn Johnson contend that 
social movements, and by extension social movement theory, is a valuable 
contribution to SOF’s understanding of the operational environment due to 
four trends in the contemporary operational environment.6 First, states are 
increasingly working with or through non-state actors against other states, 
taking advantage of internal conflicts in other countries. Second, while 
fewer in number, internal contests are frequently becoming more protracted. 
Third, insurgent movements are increasingly more likely to win than before, 
as war becomes increasingly about controlling perceived legitimacy. Finally, 
non-military tactics such as civil resistance and unrest, are becoming more 
effective and pervasive. Therefore, they argue, SOF must “capitalize on, co-opt 
and incorporate existing opposition groups and networks” utilizing social 
movement theory as an approach.
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While many explanations for movement success and failure have been 
proposed, they generally fall within three theoretical perspectives: political 
opportunity, cultural framing, and resource mobilization.7 Cultural framing 
theories look at the beliefs and meanings of a social movement that enables 
them to inspire, legitimate, and mobilize their campaigns. This approach 
may be most valuable for determining the construction of information and 
influence operations, due to its ability to shape the perceived legitimacy of the 
movement and its opponents. Resource mobilization (RM) theory, conversely, 
looks at the materiel, human, organizational, cultural and moral resources that 
are necessary for a movement to succeed. For SOF professionals looking to 
build crisis response capabilities, joint capacity building, or network analysis, 
this approach has much to offer. Finally, political opportunity theories look 
at the variable opportunities afforded these challengers by the institutional 
structures, political systems, and individual actors.8 Many SOF operators 
will find that these theories provide great insight into how and when their 
movements should execute the phasing of their operations for greatest success. 
Attempts will be made to incorporate each of these models in our discussion.

This chapter is structured in three parts. The first examines how SOF can 
contribute to enhancing resilience in friendly countries through the lens of 
recent research in the social sciences and especially social movement theory. 
The second section takes a similar approach to examining SOF’s ability to 
enhance resistance, both within the context of friendly, neutral, and hostile 
countries. Finally, a quick examination of potential impacts of STR in the 
European theatre will be analyzed as a practical exercise in applying the 
previous theoretical discussion. While this discussion will only encompass a 
small portion of the valuable research being conducted in these fields, the hope 
is that it will expand the scope of study for SOF practitioners and thus better 
prepare them for a messy world.

Enhancing Resilience

To begin, we will explore how SOF can support resilience within a population 
against weaponized information and terrorist attacks. These malicious acts 
and actors are highlighted in the Comprehensive Defence Handbook as some 
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of the potential threats that a society must counter prior to open hostilities. 
While far from the full range of potential challenges, they can serve as a 
springboard for conversation and employment of the previously described 
theories. By executing a comprehensive risk assessment, SOF will be better 
placed to identify the most relevant and likely threats within their own area  
of operations. 

Framing Theory shows how weaponized information, and more broadly 
disinformation, travels through a population farther, faster, and more broadly 
than the truth in nearly all categories of information, spreading fear, disgust,  
and surprise.9 While governments will seek to build trust, cohesion, and 
motivation between themselves and their population, disinformation 
frequently seeks to tear this apart.10 This negative framing of information 
attempts to shape an individual’s understanding of their world and influence 
their behaviour to sow division, destabilize populations, and influence 
elections. Current research indicates that by simply altering the way they 
present a political issue or event, actors can substantially influence the support 
of individuals for individual policies.11 Russian disinformation attempts in 
the 2014 Scottish referendum, the 2016 U.S. election, and the 2016 Brexit 
Referendum, show that these operations can shape political realities in even 
the most powerful countries.12

Russia and China have used this knowledge to their advantage in a myriad of 
ways. Drawing from its Soviet history of ‘active measures,’ Russia interweaves 
Tsarist, Soviet, and Russian narratives to belittle Ukraine and distract blame 
from Russia.13 China, while slower to leverage this arena, has now taken to 
contrasting its anti-U.S. messaging with campaigns that seek to promote China 
as the responsible great power.14 As authoritarian regimes and less scrupulous 
democracies look at the opportunities that this new strategy can provide, it 
will only become more appealing to interfere in the societies of those countries 
they compete with. Building upon societal divisions reduces the enemy’s 
capacity and will to respond, especially in times of crisis. It takes advantage 
of perhaps implausible deniability to prevent escalation while “allowing space 
for myth and fear to take hold.”15 It can be used with great scope, canvassing 
vast swaths of an enemy’s population, while costing comparatively little. Even 
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better, countries around the world frequently fail to respond in meaningful 
ways to these attacks, setting a frightening precedent.

Research indicates that the best way to combat this negative information is 
through the introduction of a competing narrative that minimize its effects.16 
Educating a population on the nature of misinformation, the narratives it 
employs, and its strategies through information literacy training has also been 
shown to effectively inoculate populations.17 Currently, with the explosion 
of large language models (LLM) and narrow artificial intelligence (AI), the 
potential even exists to employ them as an early warning radar and alert human 
analysts of incoming disinformation.18 Finally, the use of even small interagency 
organizations, like the Active Measures Working Group of the 1980s, can also 
be used to coordinate information sharing, expose disinformation and raise 
the costs of these hostile operations.19 This particular group leveraged a wide 
range of expertise, obtained senior leader support, and scoped their purpose 
to establish small successes that grew over time.

SOF’s historic strengths lend themselves well within this realm of influence and 
legitimacy. Christopher Maier, Acting Assistant Secretary of Defense (Special 
Operations and Low-Intensity Conflict), highlighted the importance of 
operators with detailed cultural knowledge and diverse backgrounds to address 
the broad range of modern threats in the information environment.20 Military 
Information Support Operations (MISO) have made huge organizational 
strides to address many of these challenges. However, SOF needs to leverage 
and support other actors including Public Affairs, Information Operations 
(IO), State Department, and the Intelligence Community (IC) to maximize 
their effectiveness.

The Resource Mobilization model, conversely, can be an effective framework 
for the examination of terrorism, an arena where SOF admittedly has a well-
established track record of success. Terrorism is a resource dependent activity 
that occurs under an externally constrained environment and is therefore 
inhibited by the ability to obtain men, money, and materiel.21 Terrorists, 
therefore, frequently seek to use jujitsu politics to elicit an overreaction 
from the government which then mobilizes sympathy and support for their 
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movement.22 While many analysts have concluded that these clandestine 
networks are fluid, adaptable and highly resilient to their opposing hierarchical 
states, this ignores the many vulnerabilities and inefficiencies of these threat 
networks.23 The reality is that the average terrorist is inexperienced, relying on 
a dubious faith in their ultimate success to persist, but rarely do they survive 
the struggle.24

The decision to resort to terrorism, therefore, can also be viewed through 
grievances and perceived outcomes. Studies indicate that while higher levels 
of the rule of law can decrease domestic terrorism, democratization and any 
resulting political exclusion can drive these attacks up.25 The openness of 
democracies provide these groups with the ability to operate freely, thereby 
lowering the costs of resorting to violence. Amongst democracies those with 
immature institutions, a deficient rule of law, and poor minority protections 
experience the highest levels of domestic terrorism.26 A rational actor theory 
may thus view the question of whether to join these terrorist organizations 
from a more transactional perspective. Gordon McCormick, a professor at the 
Naval Postgraduate School, posits that the decision to join an insurgency is the 
sum of the perceived current and future rewards for joining after weighing and 
subtracting the costs.27 Shifting this perceived calculus will correspondingly 
affect the ability of these organizations to attract and maintain members.

While this research may not advocate for a radical shift in policy for SOF, it 
does reinforce the decision to continue expanding their historical resilience 
building operations. MISO and IO can counter the narrative of perceived 
grievances and sway the mental calculus of potential recruits. The ongoing 
counter-violent extremist organizations (C-VEO) MISO operations against 
ISIS, Al-Shabaab and Boko Haram in Africa shows great promise in this 
regard.28 Civil Affairs can serve to build government and institutional capacity, 
better integrating disenfranchised minorities and contributing to national 
protections. Special Forces can execute train, advise, and assist missions to 
increase partner capacity and reduce the freedom of manoeuvre for terrorist 
actors. By executing these tasks in coordination, SOF support to resilience  
is effective.
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Political opportunity theory shows utility in explaining which networks are 
likely to exist in supported societies and when they are most likely to conduct 
operations. One study, for example, argued that countries with high levels of 
political freedom and civil liberties would see smaller revolutionary cells or lone 
wolf attacks, due to these societies’ ability to limit large-scale mobilization.29 
These countries saw no noticeable coordination of terrorist attacks with 
elections, though disinformation during this period did escalate.30 Countries 
characterized by middling levels of freedom, conversely, would see political 
partisans that employed violence and leveraged greater support networks, 
though without armed militias and/or concerted campaigns of violence. While 
disinformation around approaching elections remained high, terrorist attacks 
would also noticeably increase in frequency around elections. Terrorists, 
therefore, appear much more likely to strategically plan attacks during election 
periods in those democracies with less permissive electoral systems.31

Enhancing Resistance

If deterrence and defence should fail, SOF professionals must stand ready to 
assist a resistance movement within these newly occupied territories. Social 
movement theory can be a valuable tool to understand and shape how that 
resistance force is employed and to anticipate the ways that the incumbent 
force will seek to combat it. While STR covers a varied range of resistance 
scenarios, it will be used here as short-hand for both the application of 
SOF support to resistance in denied territory and prior to any incursion as 
envisioned by Comprehensive Defense and the ROC. Some of the most 
important decisions related to STR can draw from SMT to identify many 
factors, including: reasonable strategy outcomes for the campaign, type of 
tactics to employ, identification of the threshold of violence, and the means to 
maintain resistance support when confronted by hostile forces.

When deciding the objectives of the SOF STR, professionals should be aware 
of the most likely win-conditions for any potential operational objective. 
Studying U.S. STR from the 1940s to the present day, Army Special Forces 
Lieutenant Colonel (retired) Will Irwin found that those operations carried 
out under wartime conditions were nearly twice as likely to succeed as those 
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under peacetime conditions (63 per cent compared to 33 per cent).32 Similarly, 
support to resistance was found to be most effective when conducted in direct 
support of a military campaign as opposed to an independent or main effort. 
He hypothesized that this was a result of the opposing regime’s dilemma in 
simultaneously addressing both the internal and external threats to its power. 
Additionally, while most U.S. STR was conducted for the purpose of disruption, 
it was found to be most effective when conducted for coercive purposes. Sadly, 
although many movements will seek to overthrow their oppressive regime, 
this was only achieved in 29 per cent of the observed cases. While diverging 
interests between SOF and their supported resistance should be minimized, 
the research suggests that most movements’ desired outcomes do not typically 
end in success.

The decision to employ a peaceful, violent, or mixed method approach to 
resistance is potentially the next most significant decision following desired 
effects. While many resistance movements will inherently preference one of 
these options based upon their unique cultural sensitivities, the circumstances 
leading to the resistance, and the resources available to them, careful 
consideration should be given. SOF professionals have been raised in the shadow 
of Mao’s revolutionary warfare, advocating for a mix of mobile and guerrilla 
warfare, but this is far from the only approach.33 While undoubtably successful 
in a number of cases, current research is looking to identify if it produces the 
best outcomes compared to the alternatives. While not specific to the expulsion 
of a foreign power, recent work by Erica Chenoweth, professor at the Harvard 
Kennedy School, suggests that nonviolent resistance in broader maximalist 
campaigns may be more successful in both their probability of success and the 
outcomes for long-term stability they produce.34 These nonviolent campaigns 
lower the logistical and moral barrier to entry, increasing movement size, and 
enabling a more diverse and durable movement. This perspective, however, is 
actively debated, as new research looks at how a mixed-methods approach may 
increase government repression, but not effect success outcomes.35

Many scholars have attempted to document the range of strategies at a 
government’s disposal for dealing with troublesome social movements. 
Governments generally seek to demobilize their opponents through violence 
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and intimidation, control of information, imprisonment or judicial action, 
and political division. In his 1987 book, The State as Terrorist: The Policy of 
State Political Violence, George A. Lopez discussed how violence is frequently 
the most overt form of repression.36 Police brutality, political killings, 
disappearances, and torture are used to intimidate and silence opposition 
groups. Governments also shape the information space to change the public’s 
perceptions of both dissidents and the government to increase support for these 
repressive measures.37 Even the judicial arm of the government is weaponized, 
as courts frequently serve only to reinforce the supposed legitimacy of the state 
in relation to their rivals, ritualizing the punishment of dissidents to maintain 
loyalty.38 To further spoil their opponents’ cohesion, governments may also 
attempt to co-opt the movement by making concessions or by creating 
institutions that allow the movement to participate in the political process. 
However, these strategies can also backfire and lead to increased support for 
the movement, as well as international attention and condemnation.39 

While SOF’s ability to maintain support for the resistance movement will  
vary with the environment, their selected operational strategy, and a host 
of other factors, research suggests that some techniques lend themselves to 
success. As highlighted in the previous sections, backfire is the effect that turns  
a governments repression against itself in favour of both terrorists and  
resistance fighters. Study on Russian military operations in the North Caucasus 
from 2000 to 2008 identified Russian offensive operations in contested areas 
as being far less effective at containing violence than blocking operations, 
frequently leading to the amplification of violence in existing areas and the 
spillover of violence into new areas.40 The use of strategic nonviolence has also 
been shown to benefit from this backfire effect and may even more effectively 
separate elites and state security forces who begin to pressure the regime to 
assume more conciliatory policies.41 While violent campaigns appear more 
likely to receive external state support than their peaceful counterparts, 
care should be taken to ensure it does not alienate the resistance from the 
population.42
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SOF STRENGTH TO RESISTANCE in Europe

As a means to explore SOF’s theoretical effects with the application of SMT it 
is essential to examine how social movements are already shaping perceptions 
in the European theatre. The intent is to show how the theories discussed in 
the previous sections could be applied in the current real-world environment. 
While argumentative, this section will seek to show that social movements are 
positively impacting their countries’ respective leaders and their decisions not 
to escalate the war in Ukraine. SOF should read this section with a mind to 
applying the SMT already discussed and how this can positively contribute to 
similar coercive outcomes in the future.

Belarus

Critical to understanding the Belarussian context is the deeply unfavourable 
position of its President Aleksandr Lukashenko, who has routinely called 
himself Europe’s last dictator.43 While President Vladimir Putin is largely still 
popular with many in his home country, Lukashenko does not enjoy the same 
domestic security following stolen elections in 2006, 2010, 2015 and 2020. 
Marked by electoral fraud, deemed unfair by the Organization for Security and 
Co-operation in Europe (OSCE), and rejected by the European Union (EU), 
the 2020 elections saw opposition movements mobilize a claimed half-million 
protestors following the disputed results.44 Lukashenko’s position, therefore, 
is far from stable, with the U.S. already supporting the Belarussian opposition 
there in their attempts at replacing Lukashenko through the ballot.45

These nonviolent opposition movements have the potential to hinder the 
basing and support of Russian military forces in Belarus. Recent Chatham 
House polling showed that 42 per cent of Belarussians are opposed to Russian 
forces stationed there, while 39 per cent believe they should be immediately 
withdrawn from the country.46 Scholarly literature on Anti-Basing movements 
has historically focused on those opposing U.S. bases but highlights that 
even when foreign bases cannot be removed through protest, protestors can 
still be successful in hindering military operations there.47 Journalist Amy 
Holmes discusses six means of successful obstruction including disrupting 
access, preventing expansion, forcing temporary shut-downs, and creating 
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supply shortages.48 This action is separate from the widespread destruction of 
Belarussian railway which so deeply complicated the logistical challenges of 
Russian forces there at the start of the war.

Lukashenko’s frequent and public attempts to mobilize domestic support for 
an active Belarussian military campaign in Ukraine have so far failed dismally 
as well.49 Sviatlana Tsikhanouskaya, the leader of the opposition in the 2020 
Presidential elections, has even used Lukashenko’s support for the war to 
declare herself the national leader, publishing her Anti-War Manifest following 
the invasion.50 As of June 2023, only 4 per cent of Belarussians surveyed 
would support Belarus taking an active part in the conflict on Russia’s side.51 
Surprisingly, if Belarus did invade, only a fifth of respondents even believed 
that the Belarussian military would attempt to actively fight and only a quarter 
would oppose this refusal to fight. The active opposition of the Belarussian 
Anti-War Movement and Lukashenko’s deeply unpopular leadership make the 
commitment of Belarus’s 62,000 troops in Ukraine deeply unlikely.

Russia

While President Putin is significantly more popular domestically than his 
erstwhile friend in Belarus, he is still forced to divert military resources, 
grapple with the limitations of a ‘Special Military Operation’ and seek to 
overcome strong anti-nuclear sentiment due to domestic considerations.  
These place very real constraints on the range of options that Putin views as 
available to him in Ukraine, helping to prevent escalation. While the extent 
of these impacts are challenging to measure, they will be highlighted here  
for clarity.

Following a spate of unsuccessful anti-war protests in Russia in which nearly 
4,000 protestors were arrested, Putin was forced to return much of his premier 
pacification force, the Rosgvardiya, or Russian National Guard, to Russian 
territory.52 With a fearful reputation for crushing internal dissent, Putin has 
deployed them heavily into the occupied areas of Ukraine to ensure the local 
populations are kept in line.53 Hundreds of Rosgvardiya officers have already 
died in fighting there as they attempt to secure the notoriously overstretched 
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Russian logistical tails from Ukrainian partisans.54 Regardless of whether Putin 
ultimately chooses accommodation or repression of his domestic dissent, the 
diversion of resources and attention from adventures abroad will serve to 
advance NATO and Ukrainian interests. 

While several analysts feared that Russia would declare a formal war against 
Ukraine, enabling the mass mobilization of its population and the deployment 
of its conscripts into the warzone, Putin’s fear of domestic repercussions 
oppose this. In late April 2023, when the Northern Front had collapsed and 
Russian advances largely stalled, many commentators assumed that Russia 
would use May 9th, Victory Day, to declare formal war to fill the crushing 
gaps in its military personnel.55 While flush with tanks and missiles, the lack 
of dismounted infantry has frequently been viewed as the greatest factor in 
Russia’s inability to effectively employ combined arms warfare, leading to the 
destruction of its unsupported armored forces. With so much to gain from 
a formal war declaration, the best theory as to why Putin refrains from this 
escalation is the increased domestic resistance that it would cause. As the U.S. 
has also learned from its past, the death of professional soldiers from a small 
segment of the population is easier to stomach without damaging support for 
the government’s operations. 

Perhaps most striking of all is the idea that Russian use of nuclear weapons is 
strongly opposed by its domestic population under nearly all circumstances 
and that this distaste can impact the decisions of Russia’s elites. Published in 
July 2022, Professors Michal Smetana and Michal Onderco’s ground-breaking 
research showed “a strong aversion to nuclear weapon use among Russian 
citizens, with an overwhelming majority preferring to face the prospect of 
military defeat than to agree with a nuclear ‘de-escalatory’ strike.”56 Over 70 
per cent disapproved of a nuclear first use, even in the case of a limited use 
or demonstration scenario. While the Russian people and military may value 
the deterrence of their nuclear arsenal, they appear deeply opposed to its use. 
If Putin’s successful shaping of domestic opinion on nuclear weapon use is a 
prerequisite for their employment, then he has much more work to do.
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Conclusion	

SOF professionals can meaningfully contribute to resilience and resistance 
across a wide range of operational scenarios. By understanding social 
movements and the wider social movement theory, academic research and 
findings on these topics can be applied that significantly enhance the likelihood 
of future success. Social movement theory can be used to help build societal 
resilience, prepare for a potential resistance, or even effectively coerce opposing 
governments and their leaders. Special Operations Forces and the wider 
JIIM force should therefore look to enhance their knowledge of the vibrant 
theoretical discussions occurring amongst academics, scholars and activists, 
which can greatly contribute to their existing doctrine and research. These 
ideas have significant potential to benefit SOF operations and deliverables in a 
world that increasingly looks to their leadership and expertise. 
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PREPARING THE GRAY ZONE:  

EMERGING TECHNOLOGIES AND 
MARITIME IRREGULAR WARFARE 

THROUGH THE LENS OF THE 
UKRAINE WAR

Cecilia Panella and  

Lieutenant (Navy) Christopher Mears

As Chief of Naval Operations Admiral (ADM) Michael Gilday stated in the 
2021 Unmanned Campaign Framework, “Unmanned Systems (UxS) have and 
will continue to play a key part in future Distributed Maritime Operations 
(DMO), and there is a clear need to field affordable, lethal, scalable, and 
connected capabilities.1 This requirement is increasingly complicated by the 
proliferation of near-peer adversary “gray zone” operations, which require the 
U.S. Navy and our Allies and partners to deliver effects across the spectrum 
of conflict in all domains. Successful integration of UxS into the naval forces 
may allow the United States to successfully operate in a complex, denied, and 
amorphous environment. While totally seamless manned-unmanned teaming 
is a long-term strategic priority, the U.S. Navy must consider lowest barriers to 
entry within the Fleet and force for swift, low-cost, and agile integration in the 
short term. The enemy may not- and most likely will not- wait for the entire 
Fleet to be ready for conflict before testing the boundaries of the integrated 
deterrence concept. 
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Naval Special Warfare (NSW) has successfully utilized Unmanned Surface 
Vehicles (USVs) as well as Unmanned Aerial Vehicles (UAVs) in multiple 
mission sets. The increased development, experimentation, and operational 
agility that is ingrained in special warfare forces is a unique opportunity for 
the U.S. Navy to leverage in contested and denied environments. NSW may be  
the ideal test bed for successful, totally integrated man-machine teams in a 
hybrid fight. This chapter will begin with a review of available strategic 
guidance on unmanned and autonomous systems, focusing on the changing 
role for special operations forces (SOF) in a hybrid fight. To showcase how 
autonomous and unmanned systems might impact a high-end fight, this 
chapter will compare two types of autonomous systems: the unmanned 
surface vehicle (USV) and the unmanned aerial vehicle (UAV). These two 
platforms were selected due to their partial adoption into existing U.S. defense 
frameworks as well as their persistent presence in the Russo-Ukraine War. 

Overall, the Russo-Ukraine War demonstrates the dangers that emerging 
technologies like unmanned and autonomous systems can pose on and off 
the battlefield. Based on examples of successful Ukrainian employment in 
the Black Sea, the Kerch Strait, and Russian sovereign territory, it is clear that 
unmanned and autonomous systems can easily erode the strategic advantage 
of larger, exquisite military capabilities and impose costs on otherwise 
dominant adversaries. More specifically, unmanned, and autonomous systems 
are easily integrated into an “irregular” or hybrid fight, thus suggesting that 
American SOF might be the optimal test bed for using such technologies in 
other conflicts. Furthermore, while the Russo-Ukraine War provides several 
compelling examples of effective tactical employment of unmanned systems, 
the true value proposition for NSW and the U.S. Department of Defense (DoD) 
writ large is the research, development, and acquisition of commercial off-
the-shelf (COTS) technologies for hybrid problem sets. Simply put, winning a 
hybrid fight means prioritizing hybrid preparation, which this chapter defines 
as leveraging and integrating commercial industry best practices to build, test, 
and develop emerging technologies for use in all phases of competition. 
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Strategic Guidance for Unmanned and 
Autonomous Systems in Hybrid Envi-
ronments

In order to understand how unmanned and autonomous systems might 
contribute to successfully waging and winning a hybrid fight, it is critical 
to explore existing available strategic guidance on the development and 
deployment of these emerging technologies. Overall, these documents suggest 
increasing priority on research, development, and integration of unmanned 
and autonomous systems into existing mission sets and conventional force 
designs. Furthermore, they all contextualize the role of emerging technologies 
as a tool that the United States can use to “re-center U.S. grand strategy in the 
21st century around great power competition with Russia and China.”2 This is 
especially important for military planners who are seeking to use the strategic 
lessons of the Ukraine conflict for fights in other theatres. A review of accessible 
material on strategic development and employment of unmanned systems 
revealed that the similarities between the Ukraine invasion and a potential 
engagement in the Indo-Pacific region are similar but not truly analogous. If 
the DoD wants to leverage unmanned systems effectively, it must be willing to 
learn from the process and not the prosecution of the Ukraine conflict.

At the highest level, the priorities for development and deploying any  
emerging technologies for the purposes of national defense come from the 
National Security Strategy. In order for the United States to “modernize the 
joint force to be lethal, resilient, sustainable, survivable, agile, and responsive, 
prioritizing operational concepts and updated warfighting capabilities,” the 
DoD must be willing to invest in emerging technologies like “applications 
in the cyber and space domains, missile defeat capabilities, trusted artificial 
intelligence, and quantum systems, while deploying new capabilities to 
the battlefield in a timely manner.”3 By prioritizing a modern joint force 
capable of developing and employing emerging technologies, the National 
Security Strategy is sending a key message not just to the DoD but also to 
the commercial sector. The Defense Industrial base is explicitly called out as 
“critical” towards “innovate[ing] and creatively design[ing] solutions” for the 
future fight.4 The implication is that a separation between commercial and 



220 PART III

CHAPTER 13

public defense interests can no longer be tolerated when America is facing 
competition or conflict with a near-peer adversary. The U.S. must be willing to 
increase the size and scope of its innovative capacity and hybridize its research, 
development, and deployment methods to include commercial partners if it 
wants to be able to effectively field emerging technologies like unmanned and 
autonomous systems. 

This requirement is more clearly articulated in the National Defense Strategy 
that links the proliferation of emerging technologies with increased gray zone 
activities that fall below the threshold of war. Specifically, “new applications of 
artificial intelligence, quantum science, autonomy, biotechnology, and space 
technologies have the potential not just to change kinetic conflict, but also to 
disrupt day-to-day U.S. supply chain and logistics operations.”5 This instability 
is exacerbated by the fact that legacy systems for “force development, design, 
and business management” are “too slow and too focused on acquiring 
systems not designed to address the most critical challenge we now face.”6 
This assessment is significant for two reasons. First, it suggests that the United 
States is not currently organized to effect change or win a war with a near-
peer competitor. Second, the implications of this antiquated organizational 
model for research, development, and deployment of emerging technologies 
are catastrophic not just for the DoD, but for the U.S. writ large. Despite these 
massive consequences, the responsibility for innovating has historically fallen 
upon operational units. These two strategic documents seek to centralize 
the innovation arm of the defense industrial complex to better compete in 
the gray zone, but they do not address this mismatch of responsibilities and 
ramifications.

When invention outpaces adoption, unclear normative boundaries are 
increasingly blurred, thus putting pressure on the services if not individual 
commands to identify, leverage, and employ new technologies without the 
strategic support of higher headquarters. This situation can be both a danger 
and an opportunity. If left unchecked, it is possible that the gap between 
innovation and adoption could broaden, making it harder for the DoD to 
effectively provide the services with the capabilities they need in order to 
preserve the safety and security of the nation. In contrast, informal delegation 
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of innovation to the smallest and most agile units may imply an inevitable 
comparative advantage for U.S. Special Operations, and Naval Special Warfare 
(NSW) in particular. As Dr. Leo Blanken, Justin Davis, and Phil Swintek state 
in their article “Special Operations as an Innovation Laboratory,” “using special 
operations forces as (an innovation) laboratory could leverage the military 
community most comfortable with the rapidity, cognitive flexibility, and risk 
tolerance necessary for prototyping.”7

This comfort with, and perhaps affinity for, change and adaptation make 
implementing emerging technologies in complex environments a natural fit 
for special operations. The 2021 Unmanned Campaign Plan emphasizes this 
need for unmanned and autonomous systems to “increase lethality, capacity, 
survivability, operational tempo, deterrence, and operational readiness” and 
to “ability to adapt interactively to the dynamic maritime environment.”8 The 
Framework goes on to highlight the growing need for autonomous systems 
in unpredictable, complex, and denied or austere environments. This reality 
is another point of alignment with the historical functionality of special 
operations forces, as Dr. Eliot Cohen argues that these units can “try out new 
doctrines, test their validity, and then spread them to the rest of the force.”9 
The flexibility of hybrid operations also encourages this friendship between 
operator and machine, as the Unmanned Campaign Framework demands that 
the U.S. Naval Forces “incentivize rapid incremental development and testing 
cycles for unmanned systems” since the Department “cannot continue with 
a traditional force structure in the face of new warfighting demands” like 
strategic competition and hybrid warfare.10

This call to action is echoed in the National Defense Science and Technology 
Strategy, which calls upon the DoD to “accelerate the process of turning 
ideas into capabilities by creating new pathways to rapidly experiment 
with asymmetric capabilities and deliver new technologies at scale.”11 In 
fact, the Strategy lists Trusted Artificial Intelligence (AI) and Autonomy as 
one of its critical technology areas where the U.S. should seek to achieve 
“an enduring advantage” despite “theft, diversion, and exploitation by our 
strategic competitors.”12 This threat is another example of the necessity of 
hybrid preparation, and the DoD must be willing to leverage legal, social, 
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and economic means to support national security objectives surrounding 
these critical technologies. U.S. Special Operations Command (SOCOM)’s 
SOFWERX is explicitly called out in this Strategy as paving the way for this 
hybrid preparation by “actively engaging [with] commercial companies to 
identify opportunities to leverage their dual-use technologies for military 
applications.”13 In fact, SOFWERX has increased the number of proposals from 
emerging technology companies going to SOCOM for review, decreasing the 
time it takes to award funding to those companies to bring their technology to 
a warfighter, and awarded approximately $61 million USD to Small Business 
Innovation Research (SBIR) designed to increase resiliency and adaptability in 
the defense acquisition process for special operations.14

The implications of this hybrid preparation are significant in three ways.  
First, each of these documents acknowledges the changing strategic 
landscape and the need for the U.S. to be ready and willing to leverage 
emerging technologies to maintain strategic advantage. Second, they also 
imply a leadership role for special operations forces in developing, testing, 
and employing these technologies due to their familiarity with complex 
environments and their higher risk tolerance. Finally, these documents 
acknowledge that hybrid warfare and gray zone operations are not new 
developments in and of themselves, but the consequences of operating in these 
environments may exponentially increase in magnitude and uncertainty given 
the proliferation of new and emerging technologies. What these documents 
gesticulate towards but do not outright say, though, is that hybrid warfare is 
not just conflict, but a competitive process. While traditional definitions of 
“hybrid” warfare use the term to “describe the increasing complexity of conflict 
that will require a highly adaptable and resilient response from U.S. forces,” up 
to and including kinetic effects, the reality is that most of hybrid warfare as it 
pertains to emerging technologies takes place below the threshold of conflict 
in the research, development, testing, and evaluation arena.15 

For Naval Special Warfare, this delineation is a critical warfighting enabler. 
The naturally agile force design and “powerful, flexible tools that can be 
integrated across the full range of conflict and operations, as part of whole-
of-government efforts, and with partner nations and U.S. allies to deter 
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(…)” near-peer adversaries make NSW an ideal testbed and first adopter for 
emerging technologies like autonomy and unmanned systems that have an 
outsized role to play in gray zone operations.16 In the maritime environment, 
hybrid preparation and warfare provide operators with increased optionality to 
accomplish their mission. A 2016 article by Admiral (retired) James Stavridis 
highlights four benefits of maritime hybrid warfare: limited attribution, 
increased speed and likelihood of surprise, more positive control of mission 
tempo, and comparatively low cost of execution.17 For special operations, 
these tenets are baked into their force structure and already integral to their 
mission planning, thus making hybrid warfare a natural fit for these elite 
units. Stavridis clarifies that these benefits require the U.S. DoD to “develop 
tactical and technological counters,” which he states can most effectively 
be accomplished by “linking international partners, the interagency and 
intelligence communities, and even private-sector elements.”18

This approach is very much in line with the traditional “deliberate blurring and 
blending” of adversary means and methods that Dr. Frank Hoffman marks as 
integral to hybrid warfare.19 While “blurring” is usually understood as creating a 
more expansive, strategically gray area where adversaries can engage in conflict, 
the rise of malign information operations and cyber tactics can sharpen and 
increase the consequences of successful hybrid warfare activities by an order 
of magnitude at extremely low cost. As U.S. Army Lieutenant General Karen 
H. Gibson, the Deputy Director of National Intelligence for National Security 
Partnerships points out, hybrid warfare is now marked by “the unprecedented 
ability to use information as an element of warfare with much greater volume, 
velocity, breadth and depth and precision than previously possible,” thus 
possibly eroding trust between the defense sector, partners and allies, and the 
private sector.20 This possible outcome implies that hybrid warfare can have an 
isolating or strategically chilling effect. Therefore, it is insufficient to say that 
the SOF’s ability to employ hybrid warfare relies upon its operational capacity 
to deal with complex and complicated environments  – rather, a successful 
employment of hybrid warfare for NSW also requires the ability to operate in 
austere and denied “zero trust” environments and the endogenous ability to 
build connective tissue between relevant stakeholders. 
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Naval Special Warfare and Autonomous 
Systems: Emerging Technology as a Force 
Multiplier	

Sufficiently preparing to operate in evolving hybrid environments will require 
U.S. special operations to fully embrace Admiral Stavridis’ call to integrate the 
force with partners, allies, and key private industry stakeholders to achieve 
strategic advantage. Naval Special Warfare is uniquely positioned to accomplish 
this task, and even more strategically inclined to adopt emerging technologies 
like unmanned and autonomous systems. While SOF has always historically 
been the test bed for new doctrine, tactics, and equipment, unmanned and 
autonomous systems did not become battlefield ubiquitous until the Global 
War on Terror (GWOT). Partners, allies, and the U.S. leveraged unmanned 
and autonomous systems for kinetic strikes, intelligence, surveillance, and 
reconnaissance, and electronic collection against their adversaries while 
greatly reducing risk-to-force and exponentially increasing strategic effects. 
The world stood by and took notes.

Since then, autonomy has been transformational both on and off the battle-
field, as the DoD set aside “about $7.5 billion in fiscal year 2021 for a variety 
of robotic platforms and related technologies” for both the services and for 
USSOCOM.21 The naval services have been the largest proponent of research 
and development for autonomous and robotic systems, “with $1.76 billion 
USD” allocated towards the project.22 The ability of autonomous systems to 
“reduce soldier burden, improve the efficiency of operations and increase 
situational awareness” make them all the more palatable for SOF, who rely 
on lean and agile teams who operate in complex and denied environments.23 
This expenditure is supported by a more recent push for attritable autonomous 
systems that operators can build, use, and lose without incurring risk-to-
force – the sturdy paper plate and picnic silverware set of kinetic effects. As 
Christian Trotti, the Assistant Director of Forward Defense at the Atlantic 
Council’s Scowcroft Center for Strategy and Security points out, these new 
technologies “can be the crux of a new US force posture” so long as operators 
apply “new applications and concepts for using those technologies” and do not 
rely on the tech itself as an ameliorator for all tactical woes.24
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USSOCOM is particularly interested in avoiding the siren song of a single 
piece of technology. Culturally, the smaller, more insular, and agile SOF teams 
prioritize integration and operators over a single platform. Operationally, this 
means having “underlying autonomy software (working) the same on everything 
from a 3-D printer to a $10,000 drone.”25 It also means that autonomous systems 
and their underlying architectures must be baseline accessible to operators 
on the ground as opposed to more exquisite legacy systems with dedicated 
teams operating next to but not truly with the operational force. As a result, 
it may behoove the U.S. military to focus its development and integration of 
autonomous systems on USSOCOM, which already has a force geared towards 
distributed battlefield innovation. As Dr. Leo Blanken, Dr. Jason Lepore, and 
Cecilia Panella point out, organizations like USSOCOM that both incentivize 
innovation and scale and protect emerging solutions are more likely to be 
able to detect strategic gaps and have personnel who “empowered to engage 
in efforts to ideate, prototype, and collaborate around innovative solutions at  
the lowest level.”26 This is most evident in Naval Special Warfare, “given 
its unique mission set and smaller, more mature force, it is able to develop 
and field capabilities on significantly faster timelines than the services and 
traditional forces.”27 

Conceptualizing autonomous systems as accessible and flexible battlefield 
innovations not only speaks to NSW’s operational strengths, it also more 
accurately reflects modern kinetic operations. This observation is most evident 
in the Russo-Ukraine war, where the Ukrainians have leveraged unmanned and 
autonomous systems to gain relative advantage against a perceivably superior 
opponent both on the battlefield and in research and development. The Deputy 
Prime Minister of Ukraine, Mykhailo Fedorov, points out the necessary link 
between operational and preparational agility, stating that “in order to win in 
this fast-paced technological war, the government needs to think and act as a 
technology company, to be agile, to make fast decisions and to move faster.”28 
With this in mind, the Ukrainians have been using small expendable drones 
across multiple domains to gain advantage on the battlefield. Usually fashioned 
with zip ties, tape, and some homemade solders or welds, these small, cheap, 
and attritable drones allow small elements and Ukrainian SOF to conduct ISR, 
pre-assault fires, and harassing attacks on Russian elements.
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In the air, these UAVs are usually fashioned with a control arm to release  
small munitions on Russian combatants. Moreover, they are exceptionally 
cost-effective for a small military taking on a global power. Unmanned systems 
are also expensive for the Russian Federation to shoot down, and the benefits 
of doing so are slim to none. As Philip Ross states in his article “Budget Drones 
in Ukraine Are Redefining Warfare,” “For the most part, the price is right: 
China’s DJI Mavic 3, used by both Russia and Ukraine for surveillance and 
for delivering bombs, goes for around U.S. $2,000. You can get 55,000 of them 
for the price of a single F-35 (Joint Strike Fighter). Also, they are much easier 
to maintain: When they break, you throw them out, and there’s no pilot to be 
paraded through the streets of the enemy capital.”29 

The proliferation of robotics and autonomous systems on the battlefield is  
not limited to unmanned aerial vehicles. Ukrainians have also recently stood 
up the world’s first specialized explosive naval drone unit.30 This unit and its 
portfolio of USVs have held Russian vessels at risk and may have been able 
to conduct kinetic strikes on key Russian ground lines of communication. As 
of August 2023, Ukrainian sea drones were able to attack at least one major 
naval base in Russia, leaving a damaged Russian warship in the Black Sea.31 
Across both domains, these use cases speak to the evolving landscape of future 
warfare. The fact that the “Ukrainian Navy has a unit dedicated to a mode of 
warfare which essentially didn’t exist 1.5 years ago” showcases how quickly and 
unpredictably emerging technologies can change an operational environment.32 
In the next two sections, the authors will explore two use cases of unmanned 
and autonomous systems within the context of the Russo-Ukraine War: USVs 
for mine warfare and sea denial and Unmanned Aerial Vehicles for ISR in 
Ukraine. Overall, these cases will show how these emerging technologies, 
and the hybrid environment they exist within, have both complicated and 
democratized the battlefield. The authors suggest that hybridizing preparation 
for warfare will allow naval special forces to harness the processes of rapid 
innovation and the employment of novel technologies that will be paramount 
in the new age of conflict. 
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Unmanned Surface Vehicles:  
Two If By Sea

American NSW forces have been developing and evaluating unmanned 
surface vehicles for years. These low-profile, low-signature craft are designed 
to extend the operational reach of NSW while minimizing risk-to-force in 
complex and denied environments. Even as early as 2013, a RAND Report 
recognized the benefits of unmanned surface vehicles for defense purposes, 
stating that “USVs have greater potential payload capacity and endurance than 
comparably sized unmanned systems in other domains.”33 More importantly, 
the report notes the high level of interoperability that USVs can offer the U.S. 
Navy, highlighting them as “critical nodes for cross-domain networks” that 
can “overcome(e) adversaries’ anti-access and area-denial measures.”34 By 
using unmanned surface vehicles in complex and denied environments, U.S. 
NSW can apply lessons from recent Ukrainian engagements in the Black Sea 
to assist in further integrating emerging technologies into existing operational 
constructs. 

In 2007, the Department of the Navy released its first Unmanned Surface 
Vehicle Master Plan, as chartered by the Program Executive Officer for Littoral 
and Mine Warfare. Not only does this document prioritize aligning research, 
development, doctrinal and acquisition best practices to make these emergent 
platforms more available to warfighters, it also explicitly calls out special 
operations forces as one of the more prolific users of USVs. More specifically, 
the report lauds NSW’s inherent training, doctrinal, and operational flexibility, 
as “U.S. SOF are legendarily innovative in adapting the systems and equipment 
at hand to fit emergent mission needs and environment. The modularity 
inherent in USVs can be a great asset in support mission innovation.”35

While unmanned surface vehicles are now the purview of the Program 
Executive Office for Unmanned and Small Combatants, reliance on NSW’s 
inherent agility for adopting these platforms remains at an all-time high. 
Moreover, the “Big Navy” has started to use NSW’s innovation practices of 
quick, iterative technology testing and operational evaluation for unmanned 
systems integration across the fleet. As Chief of Naval Operations (CNO) 
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Admiral Gilday pointed out, “we are learning so fast and fielding these 
capabilities out to the fleet, or potentially fielding them quickly inside the 
[Future Years Defense Plan], we may be able to close capability gaps with 
small expendable unmanned [vehicles] off of any platform.”36 This broader 
application of SOF’s “fast learning” concept has two key implications. First, it 
recements the concept of naval SOF as the service’s preferred test bed for new 
and emerging technologies, especially when the service is considering using 
those technologies in the immediate future. In 2022, “the Navy (rethought) its 
planned portfolio of unmanned surface vehicles following testing of a variety 
of USVs in the Middle East,” a feat that ADM Gilday says was only possible 
due to close alignment of research, testing, and fielding priorities.37 In fact, 
“Task Force 59’s success using small USVs to sense the battlespace and create 
a common operating picture for the U.S. Navy and its partners “has changed 
[ADM Gilday’s] thinking on the direction of unmanned.”38

Second, increasing agility in naval technology development, evaluation, and 
deployment is clearly connected to the ability of the services to integrate best 
practices from COTS products and as a result, these unmanned surface craft 
are explicitly designed to have an impact in a hybrid operating environment. 
Platforms like the Mariner, a recent deployment of the Navy’s Ghost Fleet 
Overlord vessels, offer the Navy unparalleled abilities to test autonomous 
systems in the field. The Mariner features “wide array of commercial systems 
– like sensors, satellite links, radars and communications suites – that the 
Navy is experimenting with across its fleet of USVs,” a capability that the U.S. 
Navy’s Program Maritime Systems Unmanned Office states is a huge fleet force 
multiplier for deployed carrier strike groups.39 Specifically, “we can take two 
of our USVs and go out and do multi-vessel [operations] and control and 
not necessarily have to take a [Destroyer] DDG off of actual fleet operations 
to go do that,” thus expanding the operational control that U.S. and allied or 
partnered forces might have in a complex environment.40 By diversifying the 
number, type, and scope of platforms employed for a particular mission, the 
U.S. Navy may be able to operate more effectively in competitive escalation 
scenarios with a near-peer competitor. This increases optionality for the fleet 
while reducing risk-to-force in a gray zone. 
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These hybrid options should not overshadow the very real kinetic impli- 
cations of unmanned surface vehicles. Ukrainian forces have used small, 
unmanned craft to gain access to larger Russian naval fleet emplacements, in 
many cases inflicting disproportionate damage than their low profiles might 
otherwise indicate. These examples are significant for two reasons. First, they 
showcase how unmanned craft can level the battlefield, enabling smaller 
forces to have outsized operational impacts. Second, they emphasize how the 
emerging technologies like unmanned vehicles have become ubiquitous with 
modern warfare, implying that future combatants may need to integrate these 
platforms into their operational plans if they wish for any kind of success. 

For the Ukrainian military, punching above their weight class is an operational 
imperative. Early reports after the Russian invasion clearly highlight Ukrainian 
ingenuity while also emphasizing the two previously mentioned maxims of 
economy of force and ease of COTS integration. Just seven months after the 
February invasion, a small, unmanned Ukrainian surface vessel washed up on 
the beach near Sevastopol, a Russian naval stronghold in Crimea. The craft is 
described as “small but purposeful,” with a remarkably diverse sensor suite of 
“a mast mounted camera and forward looking infrared (FLIR) type device. 
This equipment is likely the main sensor for steering and situational awareness. 
There is a flat antenna behind the camera, possibly for navigation and/or 
communication. There is a smaller camera or sensor at the bow which appears 
to be fixed forward. There are two forward facing sensors in the bow.”41

The USV is assumed to have been designed for ramming a target and 
exploding on impact, a feature that author H.I. Sutton describes as similar to 
remote-controlled USVs used by Iran-backed Houthis in the Middle East.42 
The comparison between this vehicle and those used near Iran speaks to the 
transient effect of hybrid warfare. Just as the Houthis sought to use USVs 
to expand their operational reach and put themselves on par with a larger, 
legitimate military, the Ukrainians are coopting techniques typically used by 
insurgencies to impose cost on the Russian military. This methodology implies 
that modern warfare can simultaneously be hybrid and conventional.
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These small unmanned surface vehicles also have a deterrent effect. Ships 
not targeted by the exploding sea drones have huddled back in Sevastopol, 
reflecting “recent Russian Navy trends to keep their warships in port” after the 
discovery of these new platforms.43 Furthermore, an analysis of the beached 
drone revealed that the parts were made by Sea-Doo, a maritime “company 
(that) sells its products worldwide, aimed mostly at the civilian market. This 
means that a Sea-Doo would be relatively easy to source.”44 Not only are these 
small boats deterring the tactically superior Russian fleet, but they are also 
able to shape Russian maritime behaviours for a fraction of the cost in terms 
of time, manpower, and money. To put this into perspective, the October 
2022 USV strikes to Sevastopol “scored direct hits on Admiral Makarov, the 
fleet’s flagship, and two other vessels, damaging all three. That was followed on 
November 18th by a big explosion at a Russian oil terminal in Novorossiysk, 
also reported to have been the work of the same type of naval drones.”45 
The Admiral Makarov alone is estimated to cost approximately one billion 
U.S. dollars.46 A brand new, 2024 Sea-Doo jet ski costs approximately seven 
thousand U.S. dollars, meaning that if the Ukrainians were purchasing name 
brand materials at full retail cost, they could purchase nearly 143,000 jet skis. 
The deterrent and kinetic benefits far outweigh the attritable costs of losing a 
single unmanned surface vehicle in this invasion. 

Finally, unmanned surface vehicles are more dangerous and more widely 
applicable than their aerial or subsurface counterparts. As Dr. Scott Savitz 
states, USVs can conduct waterline strikes with larger payloads, longer ranges, 
and more diverse ability to re-task the boat once it has left positive control 
of the operator.47 In Ukraine, this has dramatically increased the lethality 
of small, irregular maritime units like the new 385th Separate Brigade for 
“Special-Purpose Naval Unmanned Systems” and shaped Russian behaviour to 
prevent their exercise of larger, more tactically-destructive naval platforms.48 
When combined, these features strongly suggest that USVs will soon become 
synonymous with maritime irregular warfare. Lower signal profiles, higher 
payloads, increased operator standoff, and natural applications with existing 
U.S. NSW mission sets all demonstrate the utility, if not necessity, of maritime 
drones on the battlefield. While one robotic boat may not be decisive in a high-
end fight, “USVs complement the other (options), contributing to attrition 
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of adversary forces and disruption of plans” and increasing allied abilities 
to manipulate risk and increase optionality when operating in complex and 
denied environments.49

When taken together, Ukrainian operational use cases and recent U.S. Navy 
testing for USVs demonstrate a clear value proposition for robotic and 
autonomous systems in the maritime domain in both competition and conflict. 
While it is important to note that the Ukraine War is not a perfect analogy for 
the operational constructs that most concern the United States and her partners 
and allies, this is the example that both friendly and adversary militaries are 
learning from in order to shape their forces for the next fight. It is possible 
that incorporating these platforms into special operations forces is an absolute 
necessity for operational superiority and integrating them with the larger 
conventional fleet forces may prove strategically decisive in both competition 
and conflict. Simply put, employing emerging technologies can affect not just 
the units in the gray zone, but also the enabling support commands, policies, 
doctrine, training, and military strategy that informs the global order. 

Unmanned Aerial Vehicles: Eyes in the 
Sky 

The U.S. Navy has been using unmanned aerial vehicles in some form since 
approximately 1917, where operators experimented with remote control 
aircraft. Later iterations surfaced during the Second World War, where the 
Curtiss N2C-2 “shadowed” other manned aircraft to expand naval force 
projection.50 Even at this time, naval strategists were considering using UAVs 
as multidomain tools for kinetic strikes, ISR, and general force augmentation. 
“Project Option” focused on integrating these UAVs with the manned fleet, but 
had limited success due to technical constraints on drone span of control, flight 
times, and fuel capacity.51 In fact, the major success of this early program was 
not a drone at all but rather, Project Option is said to have been the birthplace 
of the guided missile.52 Despite these unintended consequences, unmanned 
aerial vehicles continued to sophisticate and proliferate and have since been 
used in every major conflict, particularly by special operations forces. In 
2011, Director of Technical Special Reconnaissance and NSW Command 
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(WARCOM), Commander Robert Witzleb, highlighted the depth and scope  
of UAV integration with NSW forces, stating that “I can think of nowhere 
where SEALs are operating today where they are devoid of UAS support.”53

While unmanned surface vehicles are more recent additions to the battlefield, 
the longstanding relationship between naval special operators and UAV 
technologies has cultivated a sense of trust in the technology as well as 
willingness to experiment. Exercises like Rim of The Pacific (RIMPAC) 2022 
heavily featured unmanned systems across multiple domains, with UAVs key 
to “improving command and control within kill chains.”54 Central to this 
effort was the SeaGuardian, a UAV that Navy Captain Dan Brown, the head of 
experimentation at 3rd Fleet, says is designed with “multi-intelligence payloads 
for maritime domain awareness and for anti-submarine warfare operations. Its 
payload includes a synthetic-aperture radar/inverse synthetic-aperture radar, 
electro-optical/infrared sensors, communications intelligence and electronic 
intelligence tools, and sensors to look for submarines and then share that 
information via a Link 16 connection to the rest of the fleet.”55 

A payload this modular and this sophisticated is significant for two reasons. 
First, it speaks to the level of technical complexity that UAVs have already been 
able to integrate with major U.S. Navy fleet exercises and on the battlefield. 
Second, the proliferation of these systems and their payloads has the capacity 
to democratize the battlefield. Bryan Clark from the Hudson Institute 
substantiates this, suggesting that “unmanned systems provide a way for less-
advanced militaries to remain more interoperable with U.S. forces because 
the unmanned systems can incorporate new technologies more quickly than 
manned platforms and be common between partners.”56

This leveling of the battlefield and ease of integration with smaller, agile  
forces make UAVs the technological partner of choice not only for special 
operations forces, but also for traditionally “weaker” forces like the Ukrainian 
military. Since the beginning of the Russian invasion, Ukrainian forces have 
used UAVs as ways to augment friendly ground forces, conduct ISR, aid in 
tactical support to direct assaults, provide logistics and communications,  
and aid in psychological warfare. Recent use cases of these airborne drones 
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showcase the value proposition that smaller, commercially-available systems 
bring to hybrid and conventional battle spaces. 

The primary function of UAVs in Ukraine in the conflict has been ISR missions. 
While the Russian Federation has its own satellite systems (GLONASS) to 
leverage for surveillance and reconnaissance, Ukraine has no such endogenous 
constellations. In contrast to the highly compartmentalized Russian approach 
to ISR, the Ukrainians have been able to leverage U.S. space assets, DoD 
small UAVs, and various commercial drones to scout troop movements, 
fortifications, and equipment (Figure 13.1).57 These platforms are usually 
equipped with high-definition cameras and other sensors that provide real-
time data back to command-and-control elements on the ground to “execute 
surprisingly effective tactical-range strikes and, even more lethally, to acquire 
targets for artillery fire of unprecedented precision and speed.”58

FIGURE 13.1 – Additional Reported Private/Commercial UAV Transfers to 
Ukraine June-September 202259
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These aerial drones have also provided crucial tactical support by designating 
targets for artillery and other long-range weapons systems. First, unmanned 
aerial vehicles serve as “spotters” to enable the Ukrainian forces to execute 
precision strikes. Second, UAVs have been used in ground element conducting 
direct assaults, which Senior Stimson Fellow Dr. Kelly Grieco highlights 
as “actually (…) one of the most effective uses of drones. So, they spot for 
artillery so that they’re able to make the fire more accurate. The drone can 
fly over and identify targets and then send back coordinates so that artillery 
can be adjusted,” a combination she describes as a “mix of old and new on 
the battlefield.”60 This usage speaks to the high impact that UAVs have had, 
and will continue to have, on modern warfare. As Dr. J. Phillip Craiger and 
Dr. Diane Maye Zorri suggest in their work on trends in unmanned systems 
for special operations, improvements in technology increase the likelihood 
that these drones will be force multipliers and force levelers on the battlefield, 
where this will be of “particular concern in gray zone conflicts.”61

In many instances, the Ukrainians have augmented their drones with additional 
controls and different payloads. This additional layer of capability highlights 
the incremental nature of battlefield innovation. While larger countries might 
focus on bringing a large, exquisite weapon to bear against and enemy, the 
Ukrainians are either adding or subtracting material from COTS technology 
to innovate at the unit level. Not only does this capability allow Ukraine to hold 
the adversaries at risk, conduct pre-assault fires, and sow confusion in enemy 
ISR detection processes, it also forces the Russians to consider each drone at 
an individual level instead of as a “class,” thus complicating and extending the 
targeting Observe-Orient-Decide-Act (OODA) Loop.62 As Dr. Adam Lowther 
and Dr. Mahbube Siddiki point out, “For Russian soldiers already struggling to 
rationalize their experience in Ukraine with the justification they were initially 
given for the war, adding the fear of attack from unseen drones only makes the 
anxiety of war more challenging.”63

The significance of this cannot be overstated. One of the primary functions 
of psychological warfare is to destabilize the adversary decision-making 
process or to sow distrust. Since some of these drones have been modified 
to nonstandard specifications to increase battlefield ambiguity, it is possible 



235PART I I I

CHAPTER 13

that UAVs can exert psychological pressure on adversary forces.64 This effect 
has a compounding consequence of slowing Russian troop movements and 
targeting cycles, thus eroding the tactical advantage of a larger fighting force 
while increasing Ukrainian fire mobility. For example, “small drones have 
changed the operational tempo of artillery, shortening time-critical targeting 
and firing cycles from about half-an-hour to three to five minutes,” thus 
“help[ing to] increase precision and pace of artillery fires and keep soldiers 
safe.”65 More powerfully, video footage has been released that shows a Russian 
soldier actually surrendering himself to a Ukrainian UAV, and the clip has 
made its rounds on the internet with instructions for more Russian soldiers 
to follow suit.66

UAVs also have profound effects on a military’s capability to supply its forces 
and sustain its operations. The Ukrainians have taken advantage of expansive 
UAV capabilities to augment their battlefield supply lines. This approach is 
neither unprecedented nor warfare unique. In 2019, scholars from Ukrainian 
Aviation University presented drones as a potential answer to civilian logistical 
failures, citing that “the degree of UAV involvement in freight traffic will 
continue to grow rapidly as the range of UAV flight and carrying capacity 
increases, and the air law is liberalized.”67 

While some skeptics have cautioned military planners against relying on 
UAVs for battlefield logistics, arguing that “drone technology is not ready for 
wartime” and “expressed concern about well-meaning outsiders with unproven 
technology creating risks borne by those on the ground,” it is clear that drones 
have at least enabled existing Ukrainian supply efforts in the past year of the 
invasion.68 As Marcin Frackiewicz notes, drones have had a revolutionary 
effect on the Ukrainian “ability to deliver supplies to troops on the front lines, 
often under heavy enemy fire, [proving] to be a vital asset in the ongoing 
conflict” by providing water and food as well as expanding mesh networks 
and extending lines of communication.69 In all, the conflict between Ukraine 
and Russia has been a proving ground for the tactical use of UAVs in modern 
irregular warfare. Ukrainians have demonstrated that even a technologically 
outmatched military can effectively employ UAVs for a variety of roles, from 
ISR to psychological warfare. These “eyes in the sky” have been essential to 
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many of the tactical successes against Russia and will likely be instrumental  
in the outcome of the war. 

Warfare as a Consumable: Attritable 
Unmanned Systems and the Gray Zone

While autonomous systems have permeated the battlefield, the U.S. SOF 
enterprise is more used to exquisite and expensive systems than Ukrainian 
drones built en masse in the European theatre. As a result, unmanned systems 
in all domains are valuable assets that force commanders of accept a certain 
amount of risk when planning for their employment. The expectation is that 
expensive autonomous platforms, like the U.S. Navy’s Mariner, will always 
come home. Operations are shaped accordingly. The Ukrainian conflict has 
added nuance to this perspective, offering that autonomous systems can, and 
in some case should, be disposable assets. 

This realization is incredibly significant for gray zone warfare due to the 
emphasis that gray zone operations place on non-attribution and domain 
awareness, as disposable autonomous systems could enable the DoD to “to meet 
the needs that emerge in naval warfare areas such as mine countermeasures, 
anti-submarine warfare, or anti-surface warfare” at a lower risk to force and 
risk to mission in the maritime environment.70 In other domains, these smaller, 
cheaper systems provide smaller units like SOF with the ability to punch above 
their weight  – sometimes literally. Examples of cardboard UAVs and small 
“kamikaze” USVs allow Ukraine to inflict damage at exceptionally low costs. It 
is possible that attritable systems, which this chapter defines as autonomously-
delivered, one-way payloads for military use, can both multiply and diversify 
operational effects in the gray zone, particularly for special operations. 

In order to multiply the effects and utility of UAVs on the battlefield, the 
Ukrainian military has turned towards low cost, easily attainable materials 
that can get through embattled supply lines. While previous examples like the 
customized DJI Mavic drones have “have been so effective at combat that most 
of the drone rotors and airframes that filled the basement workshop would be 
gone by the end of the week,” Paul Mozur and Valerie Hopkins point out that 
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for Ukrainian units, “Finding new supplies has become a full-time job.”71 The 
Russians are not the only ones who have degraded Ukrainian drone supplies. 
The New York Times also conducted an “analysis of trade data and interviews 
with more than a dozen Ukrainian drone makers, pilots and trainers,” 
ultimately showing that “Chinese companies have cut back sales of drones 
and components to Ukrainians” while maintaining supplies to the Russian 
Federation.72 73 In response, the Ukrainians have necessarily diversified their 
unmanned systems repertoire to include units made of wooden dowels, rubber 
bands, and cardboard.74

Originally produced by Australian firm SYPAQ, these disposable drones called 
Corvo Precision Payload Delivery Systems (PPDs) are flat-packed and shipped 
off in the hundreds to the Ukrainians.75 As Insider notes, these systems are 
confusing to radar, easy to build and launch, and easily augmented to meet 
the needs of the warfighter on the ground.76 Allegedly, these units have already 
been used for swarming attacks on Russian airfields, but they also represent a 
strategic shift in the process and prosecution of conflict for two reasons. First, 
these drones are intended to be disposable, thus placing emphasis on supplying 
commercial off-the-shelf, low-cost replacement units rather than maintenance 
and supply lines for skilled repair of exquisite units. This practice suggests 
that the battlefields of the future might be more democratic and consequently, 
more complex than those of the past. Stakeholders interested in the outcome 
of a conflict could feasibly spend the money to send a drone like the Corvo 
PPD to a future battlefield, thus making war the purview of the individual as 
well as the purview of the state – essentially making the gray zone more “gray” 
than ever before.

This increased democratization may also increase the rate and efficacy of 
adopting battlefield innovations writ large. As Dr. Steven Biddle states, the 
war in Ukraine is “an interactive, two-sided competition” where adversaries 
modify, employ, and re-modify their technologies and force designs with deadly 
effects.77 Michael Partridge, SYPAQ’s general manager, supports this when he 
states that the inventive ways the Ukrainians have used their platform have 
led to “significant feedback that the company is using to improve the mission 
planning system, user interface and ground control station for the whole 
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family of Corvo drones.”78 Instead of developing an exquisite system, testing it, 
evaluating it, and then deploying it, this example showcases a strategic shift in 
risk acceptance and shorter decision-making times for operators. This method 
has dangerous implications for increased gray zone activity, including a lower 
barrier to entry for conflicts and “more deadly but less decisive” wars, will 
require forces to be able to adapt and innovate outside of traditional research, 
development, and procurement cycles to be able to survive let along thrive in 
a future fight.79

Overall, the concept of warfare as a consumable process may have far-
reaching implications for hybrid warfare and special operations. As emerging 
technologies become more widely available at lower costs, fighting forces need 
not depend upon traditionally superior forces in order to achieve operational 
effects on the battlefield. Willingness to use and lose these systems represents 
a strong departure from previous dependencies on expensive systems to a 
more democratized, more competitive environment that will likely favour 
more adaptive and agile forces like special operations. While Russia’s invasion 
of Ukraine demonstrates innovation for survival, it is possible that future 
consumable platforms, payloads, and tools may increase quality of life for 
forces on the ground and increase optionality for commanders while reducing 
risk-to-force. 

Conclusion

Over the past five years, NSW has shifted back towards its maritime mission 
set instead of counterterror. Relevant guidance material from USSOCOM, 
INDOPACOM, WARCOM, and Pacific Fleet (PACFLT), as well as recently-
released technology-oriented strategic documents from the headquarters level, 
suggest that emerging technologies like autonomous and unmanned systems 
can be force multipliers for special operations forces across the spectrum 
of conflict. In fact, these strategic documents are nearly unanimous in their 
position that special operations forces are uniquely selected, positioned, 
and trained to leverage autonomous systems in a hybrid environment. More 
specifically, Naval Special Warfare’s contributions to developing, testing, and 
evaluating unmanned and autonomous systems for use in maritime irregular 
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warfare may provide a template for the SOF community and the military writ 
large to adopt promising innovations and make them more accessible to the 
United States Department of Defense and its allies and partners.

The Russian invasion of Ukraine provides a timely but bloody lesson on how 
emerging technologies can increase the scope, scale, and accessibility of the 
battlefield. In particular, employing UAVs and USVs has allowed the Ukrainian 
military to compete with the traditionally superior Russian Federation. These 
systems increase Ukrainian intelligence, surveillance, and reconnaissance 
capabilities, extend and support supply lines, and provide valuable overwatch 
for Ukrainian forces in the field. These systems can inflict outsized damage and 
casualties on opposing forces with lower risk to mission and force than their 
manned counterparts, but they are not without their flaws.

Unmanned systems have become more disposable, but they cannot replace 
good tactics and appropriate, informed training on the nuances of emerging 
technologies. Despite several compelling examples of effective tactical 
employment of unmanned systems, the true value proposition for NSW and 
the DoD writ large is the research, development, and acquisition of commercial 
off-the-shelf technologies for hybrid problem sets. Overall, it is clear that high-
tech warfare is only as cutting edge as the operators that are required to employ 
these systems, which may often mean warfare is more accessible, but less 
advanced than one might presume given recent conflicts. Using autonomous 
systems in warfare may be faster and less expensive than an operator, but it is 
not a smarter choice if those systems are used as replacements for their human 
counterparts. Preservation of the culture, training, and willingness to innovate 
in Naval Special Warfare is necessary for the United States and her partners 
and allies to succeed in a future fight.
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THE SPECIAL OPERATIONS  

CYBER FORCE

Lieutenant-Colonel Mathieu Couillard1

On April 24, 1980, U.S. President Jimmy Carter authorized a bold rescue  
attempt of 52 American hostages from the chaos of the Iranian Revolution. 
Operation Eagle Claw should have been a confidence-building success for  
the U.S. Army’s newly formed 1st Special Forces Operational Detachment – 
Delta, commonly known as Delta Force. Instead, the failure of the operation 
delivered a harsh lesson on the importance of joint planning and the integration 
of joint assets within special operations forces. Today, as we confront the 
emerging challenge of cyberwarfare, similar lessons can be drawn from the 
tragedy of Operation Eagle Claw. What joint effects do Special Operations 
Forces (SOF) require and how can they be optimally delivered? This chapter 
explores the broad categories of cyber operations which are most relevant to 
SOF and proposes the integration of cyber forces to SOF organizations. This 
recommendation is supported by a case study of Operation Eagle Claw and 
the subsequent birth of special operations aviation within the United States 
Special Operations Forces Command (USSOCOM). 

Background and Context

Dr. John Arquilla and RAND researcher David Ronfeldt foresaw a revolution 
in military affairs that would result from the effective application of networked 
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technologies. In 1993, the authors predicted that the information technology 
revolution would give rise to cyberwar, the conduct of “military operations 
according to information-related principles.”2 Russia’s coordination of land, air, 
naval, and cyber operations against Georgia in 2008 has been posited as first the 
instance of cyberwar.3 However, the relative importance of cyber operations in 
this conflict has also been questioned.4 In the context of the current Russian 
invasion of Ukraine, academics have once again debated the impact that cyber 
operations may have on a potential conflict.5 Defence leaders are keenly aware 
of the challenges and opportunities presented by cyberwarfare, if expenditures 
are any indication: the Pentagon’s cyber budget is expected to reach $13.5B in 
fiscal year 2024.6 General Bryan P. Fenton, commander of USSOCOM, stated 
in 2023 that the command would “heavily invest” in cyber effects to support 
operations.7 

General Fenton and other senior USSOCOM leaders have frequently spoken 
of the “SOF, Space, Cyber triad.”8 This discourse often suggests a partnership 
between organizations, rather than an integration of capabilities. For instance, 
General Fenton offered in testimony to Congress that special operations  
forces could provide “placement” and “access” to support the U.S. Cyber 
Command’s operations.9 Conversely, U.S. Cyber Command could provide 
intelligence and other strategic effects to support USSOCOM operations. 
While many benefits could result from this collaboration, the focus of this 
chapter is on the integration of cyber capabilities to SOF. 

In the same way that SOF does not hold a monopoly over the conduct of 
special operations, the national cyber forces need not hold a monopoly over 
cyber operations. As an example of the former, a highly sophisticated cyber 
operation such as the Stuxnet attack can be conceived as a “special operation 
in cyberspace,” even though it was not conducted by SOF.10 The explosive 
growth of digital networks across the military simply renders it impossible 
for a single organization to execute on all cyber operations. Hence, many 
U.S. Armed Services have created service cyber components, such Army 
Cyber Command, Sixteenth Air Force (Air Forces Cyber), Marine Corps 
Forces Cyberspace Command, and Fleet Cyber Command (Tenth Fleet).11 
In many smaller nations, cyber operations are primarily centralized within 
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a single command and/or government agency, but these structures may be 
challenged as a result of the growing need for cyber effects across all warfighting 
domains. 

Cyber Effects in Support of Special  
Operations Forces

Broad cyber effect requirements for SOF may be deduced from special 
operations theory. In 1993, William H. McRaven authored a graduate thesis 
at the U.S. Naval Postgraduate School that would lead to the publication of 
Spec Ops: Case Studies in Special Operations Warfare Theory and Practice.12 
Supported by his analysis of eight 20th century case studies, he argued that 
the key to success was relative superiority, gained when SOF “have a simple 
plan, carefully concealed, realistically rehearsed and executed with surprise, 
speed, and purpose.”13 While McRaven’s theory chiefly applies to direct action, 
the concept of relative superiority remains essential to other types of special 
operations (e.g., special reconnaissance, special warfare, etc.) as SOF typically 
operate with smaller forces to achieve an outsized effect.14 

Today, digital networks are essential to the coordination of special operations 
and often critical to their execution. Therefore, their protection underpins 
the attainment of relative superiority and the success of special operations. 
Meanwhile, degradation of the enemy’s information systems can act as a 
crucial force multiplier for SOF by disrupting the enemy’s ability to execute a  
response, potentially extending the duration of relative superiority. While these 
effects may be desired by other forces, SOF’s imperative to achieve relative 
superiority reinforce and specify the requirements. 

This work proposes three categories of cyber effects which are required by 
SOF: defensive, offensive, and partner force capacity-building. Defensive effects 
include traditional cybersecurity, which aims to preserve the confidentiality, 
integrity, and availability of digital networks, but also more advanced 
capabilities that aid to conceal the force. Offensive effects are tactical in nature 
and once again aimed at preserving the element of surprise. Finally, SOF’s 
partner forces may also require assistance to develop their cyber capabilities, 
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which protect both the partner force and SOF. The remainder of this section  
will further expand on each of these categories of cyber effects and their  
specificity to SOF. 

While every network needs its defenders, stakes for SOF’s information 
systems are higher given SOF’s strategic employment and its vulnerability as 
a small force. Thus, defensive effects include cybersecurity and more exquisite 
capabilities such as deception and obfuscation. For instance, deceptive cyber 
defence can help prevent network breaches and alter the digital signature of 
a special operations team to help it blend in the noise of local internet traffic. 
The deception could consist of employing network protocols, devices, and 
encryption that are widely used in a target area. With obfuscation, deployed 
elements reach back to their higher commands through an intricate network 
path with multiple redirector nodes to prevent the detection of command-
and-control traffic. Both capabilities represent powerful tools to preserve 
the element of surprise, often crucial to special operations. Yet, neither are 
particularly useful or even achievable for large conventional forces due to their 
scale and divergent operational demands. 

SOF, as any modern tactical force, will benefit from offensive cyber support. 
In the planning phase of an operation, strategic effects may be required to gain 
intelligence. While conventional units may for instance seek information on 
the disposition of enemy manoeuvre elements, SOF could require much more 
precise information on individuals or infrastructure of singular importance. 
As an operation progresses to the execution phase, tactical cyber effects 
directly support relative superiority through the degradation of the enemy’s 
information systems. In this context, SOF are typically employed as a precision 
force and will require equally precise offensive cyber effects. Thus, more 
stringent time and space considerations may be a key differentiation between 
offensive cyber effects that support SOF and other tactical cyber operations.  
In addition, the employment of exquisite capabilities, which are less likely to 
be detected by the adversary, may be required to increase the odds of success, 
and avoid detection. 

SOF operate closely with foreign irregular forces, in which case developing 
the capabilities of that partner force may well be a key task for SOF. In such 
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scenarios, cyber training could represent a useful contribution to a broader 
capacity-building effort. Beyond the partner force’s own need for defensive and 
offensive cyber effects, fortifying their abilities in this regard also protects the 
SOF force as a partner force network could contain information regarding the 
SOF force. Democratic governments often prefer to provide non-lethal aid to 
their partners, hence cyber assistance could be more politically palatable than 
typical forms of training (e.g., weapons handling). Conventional cyber forces 
will also conduct capacity-building missions but may be unable to do so with a 
partner nation’s irregular forces due to political or cultural sensitivities.  

Leveraging the concept of relative superiority, it’s clear that secure and 
concealed digital networks and the ability to disrupt adversarial systems are 
key force multipliers for a small force seeking outsized effects. Further, SOF’s 
partner forces in a capacity-building operation should require similar effects 
to succeed. As shown in Table 14.1, SOF’s high-level cyber effect requirements 
align with those of other forces. However, these vary significantly on a more 
granular level based on unique operational characteristics of SOF. The question 
of how these effects should be delivered, and by whom, remains. 

Cyber Effect Description SOF Requirement

Defensive
Cybersecurity and other 
measures to protect digital 
networks.

SOF require more sophisticated tech-
niques like deception and obfuscation 
to preserve the element of surprise 
and protect a smaller force.

Offensive
Disruption or degradation 
of adversarial information 
systems. 

SOF, being a precision force, require 
much more precise information 
and undetectable offensive cyber 
effects with stringent time and space 
considerations.

Capacity-
Building

Developing the skills and 
cyber capabilities of a 
partner force. 

SOF, due to their unique access and 
flexibility, can effectively engage and 
enhance the cyber capabilities of 
irregular forces.

TABLE 14.1 – Summary of SOF Requirements for Cyber Effects
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OPERATION EAGLE CLAW

In November 1979, as the Iranian Revolution intensified, militants stormed 
the U.S. embassy in Tehran and took 66 Americans hostage.15 Senior leaders 
in the Pentagon began to assess special operations assets that had the ability 
to conduct a rescue, including the U.S. Army’s new counterterrorism unit: 
1st Special First Operations Detachment – Delta. Colonel Charlie Beckwith, 
Delta’s first commander, seized this opportunity to deploy the unit he  
had fought for decades to create. Beckwith had been profoundly influenced 
by his time embedded with the British Special Air Service (SAS) in 1962  
and had relentlessly championed the need for an elite counterterrorism 
force in the U.S. military.16 Yet, Delta was only created two years prior to the  
hostage crisis and had not been tested on the international stage.17 In fact, 
Colonel Beckwith had just returned from a validation exercise when he was 
awakened by the news of the hostage crisis.18 He immediately dispatched a 
planning team to Washington D.C., hoping to carve out a role for Delta in  
an eventual rescue. 

The rescue plan rapidly took form and Delta was assigned a central role in 
the operation. Major General James Vaught took command of the Joint 
Task Force while Colonel Beckwith was responsible for the ground force in 
Iran.19 The hostages were held in several buildings within the U.S. embassy’s 
massive complex in Teheran. Delta was confident in its ability to overcome the 
occupiers and rescue the captives. However, from the early planning stages 
of Operation Eagle Claw, planners struggled with the challenge of inserting 
the ground force at the embassy. Having ruled out suggestions varying from a 
parachute insertion to the use of bicycles, planners selected a highly complex, 
if feasible, course of action. 

Operation Eagle Claw brought all major service branches of the U.S. Armed 
Forces to contribution.20 Three U.S. Air Force MC-130s transporting the 
ground force and three EC-130s transporting fuel bladders would depart 
from an island off the coast of Oman to land at an austere airfield some 200 
miles southeast of Teheran, designated as Desert One. In parallel, eight U.S. 
Navy RH-53D helicopters would take off from an aircraft carrier in the Gulf 
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of Oman, USS Nimitz, to link up with the ground force at Desert One. A  
company of U.S. Army Rangers would secure the airfield while the heli- 
copters refueled and boarded Delta operators. The RH-53Ds, selected by 
planners mainly due to their range and size, would transport Delta to a  
hide located closer to Teheran.21 After the embassy had been cleared, the 
helicopters would pick the rescue team and the hostages up at the embassy. 
Meanwhile, the Rangers would clear an airfield just south of Teheran, 
designated as Desert Two, where U.S. Air Force C-141 strategic airlifters would 
transport all troops and the hostages back to safety.22 

Throughout the winter and spring of 1980, units with a role in the operation 
conducted rehearsals and exercises to prepare. However, because these 
units were based in different locations and to preserve operational security, 
no full rehearsal with all elements was ever conducted.23 C-130 crews from 
Europe and Japan familiarized themselves with night-vision goggles. Initially, 
U.S. Navy pilots were tasked with flying the RH-53Ds, normally used for 
minesweeping operations. These pilots were found unsuitable for the task and 
replaced by pilots from the U.S. Marine Corps.24 Colonel James H. Kyle, the air 
component commander on Operation Eagle Claw, opined that U.S. Air Force 
pilots would be better qualified for the mission.25 General Vaught brought  
this recommendation to the Chairman of the Joint Chiefs of Staff, but no 
change was made. Meanwhile, Delta continued to stage rehearsals in a mock-
up of the embassy complex and perfected their component of the plan.26 On 
16 April 1980, U.S. President Jimmy Carter authorized the rescue operation, 
frustrated by months of failed negotiations with Iran.27

Late in the afternoon on April 24, 1980, Operation Eagle Claw kicked off  
with the departure of the ground force from Oman.28 All was smooth 
from their perspective aboard EC-130s high above the desert storms. The  
RH-53Ds, however, were experiencing severe effects from the weather, such 
that two helicopters did not make it to Desert One and the remaining aircraft 
were delayed. Meanwhile, C-130s landed at Desert One but were rapidly met by 
incoming traffic. The U.S. Ground Force captured civilians that were traveling 
to a wedding by bus and destroyed a refueling truck. As troops began to  
board the RH-53Ds, a third helicopter was declared unfit to fly. Given the  
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limited lift capacity of the helicopters, the task force had previously  
determined that at least six of the eight helicopters needed to be in flying 
condition at Desert One to continue the operation. Consequently, Colonel 
Beckwith radioed to task force headquarters and ordered all aircraft back to 
base. In the ensuing chaos, eight American service members died when an 
RH-53D collided with a C-130. The remaining RH-53Ds were abandoned 
at Desert One, as flames consumed the wrecked aircraft and detonated the 
explosives on board.   

Applying lessons from Operation Eagle 
Claw to the SOF Cyber Force 

Operation Eagle Claw may have ended in failure, but it also led to the birth 
of modern SOF aviation.29 In the aftermath of the operation, the Holloway 
Commission highlighted a series of deficiencies which ultimately led to the 
reorganization of SOF. The 160th Special Operations Aviation Regiment (160th 
SOAR) stood up in 1981, within the newly created Joint Special Operations 
Command (JSOC).30 Working closely with other special operations units 
while maintaining a technical relationship with U.S. Army Aviation, the unit 
has been highly successful. As a potential consequence, the concept has been 
replicated in other SOF organizations. For example, in Canada, 427 Special 
Operations Aviation Squadron (427 SOAS) is generated by the Royal Canadian 
Air Force (RCAF) but embedded to the Canadian Special Operations Forces 
Command (CANSOFCOM) under an operational command (OPCOM) 
relationship.31 The RCAF conducts personnel management and other aspects 
such as air worthiness and safety standards, and air procedures. Meanwhile, 
CANSOFCOM manages all operational tasks and provides SOF-specific 
training. 

Cyber forces should be integrated to SOF organizations in a similar  
manner to optimize operational effectiveness. Just as the 160th SOAR was 
formed in response to identified gaps during Operation Eagle Claw, the 
absence of integral cyber units within SOF may constitute an important gap. 
Filling the void would enhance the coordination of cyber operations, foster the 
tailored development of capabilities, and ensure a cultural alignment. As with 
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427 SOAS, the integration of cyber forces within SOF can benefit from a joint 
management approach. The national cyber command could be responsible 
for personnel management and technical oversight while SOF would  
assume OPCOM, ensuring that cyber forces are aligned with their specific 
needs. Further, successful integration of 160th SOAR and 427 SOAS offers a 
blueprint for the process through which SOF organizations can effectively 
incorporate cyber forces within their operational context. Just as events at 
Desert One led to the creation of specialized SOF aviation units, the challenges 
and opportunities of today’s cyber landscape should similarly drive the 
establishment of dedicated cyber units within SOF, ensuring a responsive, 
tailored, and coordinated approach to cyber operations.

The SOF cyber force is a necessary complement to a national cyber com-
mand. While the complete unification of cyber resources may offer certain 
efficiencies, effectiveness must be prioritized over efficiency in the context 
of special operations. The unique operational context and requirements of 
SOF require specialized cyber support that a dedicated cyber element can 
best provide. Nonetheless, national cyber forces would still provide essential 
support to special operations, in the same way that conventional aviation 
complements SOF aviation. For instance, through the routine monitoring 
of networks or the development of advanced capabilities beyond the scope 
of SOF cyber units. National cyber forces would also conduct technical 
oversight of the SOF cyber force and coordinate the delivery of effects in an  
area of operations. Considering the increasing reliance on digital resources 
within special operations, the cost of a SOF-specific cyber unit should be 
viewed as a strategic imperative to enhance operational effectiveness. 

Conclusion

The closing pages of Colonel Beckwith’s memoirs delve into the aftermath 
of Operation Eagle Claw. When asked in Congressional hearings how the  
military could avoid such a tragedy in the future, Beckwith responded:

Sir, let me answer you this way (…) if Coach Bear Bryant at the 
University of Alabama put his quarterback in Virginia, his backfield 
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in North Carolina, his offensive line in Georgia, and his defense in 
Texas, and then got Delta Airlines to pick them up and fly them to 
Birmingham on game day, he wouldn’t have his winning record. 
Coach Bryant’s teams, the best he can recruit, practice together, live 
together, eat together, and play together. He has a team.32

Beckwith concluded, “My recommendation is to put together an organization 
which contains everything it will ever need, an organization which would 
include Delta, the Rangers, Navy SEALS, Air Force pilots, its own staff, its own 
support people, its own aircraft and helicopters.”33 And so, the Joint Special 
Operations Command (JSOC) was formed before the end of 1980. With it, 
modern SOF aviation and other enabling units were created.

Today, SOF have a strong requirement for cyber effects which is distinct  
from that of conventional forces. This chapter described SOF-specific 
offensive, defensive and capacity-building cyber effects, which are crucial to 
the attainment of relative superiority in the current era. Thus, one can imagine 
that if Operation Eagle Claw and the ensuring upheaval had happened 
more recently, then a cyber unit may have been created alongside the other 
enablers that were integrated to JSOC. Cyber capabilities may already exist 
at various levels of maturity within SOF organizations across the globe and 
could ultimately take a multitude of different forms. However, lessons from 
Operation Eagle Claw indicate that the personnel and equipment required 
to provide SOF-specific cyber capabilities should be integrated within SOF 
organizations. Military leaders must not wait for a similar event to occur  
and impose this change. 
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THE FIGHT FOR THE FUTURE:  

EVOLUTION OF SPACE AS A  
WARFIGHTING DOMAIN AND 

THREATS, ROLES, AND  
OPPORTUNITIES FOR NAVAL  

SPECIAL WARFARE 

Cecilia Panella,  

Lieutenant Commander Hans Lauzen,  

Lieutenant (JAG) Charles Bibbs,  

Lieutenant (Navy) Austin Dumas and  

Lieutenant (Navy) Lloyd (Forrest) Hansen

After more than two decades of fighting the Global War on Terror (GWOT), 
Special Operations Forces (SOF) have finely tuned their staffing, technical, 
and operational capabilities to fight and win irregular, low-intensity conflicts 
in multiple theatres. With the introduction of information, cyber, and space 
as warfighting domains and the rise of near-peer adversaries, the parameters 
for ensuring the safety and security of the United States (U.S.) have changed. 
Threats to command and control, information superiority, and exploitable 
gaps between warfighting domains have forced the joint services to consider 
shifting the primary mission sets of their most flexible and adaptive forces 
– SOF. Despite changes in rhetoric, force structure, and resourcing, tightly 
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tailored GWOT mission requirements limited SOF’s capability to adapt  
under austere conditions. In particular, Naval Special Warfare (NSW) was  
forced to rely upon a bare-bones operational structure that has negatively 
impacted their force resiliency and focused on traditional “black hat” 
adversaries. At the political level, general reliance on American military 
superiority has also bred complacency; winning against an operationally and 
tactically inferior adversary is a much more forgiving endeavour than fighting 
a peer. Simply put, SOF has been forced into brittleness. 

Where some policy-makers have seized upon this opportunity to consider 
gutting the SOF community of its resources and bastardizing its mission  
set, we see the resurgence of near-peer competition and the increased 
importance of space as a warfighting domain as a critical opportunity for  
NSW. Recent developments in command, control, computing, commun-
ications, cyber, intelligence, surveillance, reconnaissance, and targeting 
(C5ISRT), complex mission sets, and increased emphasis on over-the-horizon 
capabilities have proven crucial for operating in a distributed maritime 
environment against a potential peer adversary threat. More specifically, 
NSW may be able to increase the likelihood of mission success for U.S. forces 
operating in complex, denied environments by exploiting their ability to both 
operate in and mitigate exogenous sensory “darkness,” which this chapter 
defines as the deprivation or denial of traditional C5ISRT infrastructures.

The significance of NSW cultivating and enhancing these capabilities is 
twofold. First, SOF can innovate and adapt to emerging circumstances in space 
technology development and changing environments quickly, thus allowing the 
United States to maintain operational and strategic advantage. This proficiency 
is especially important as the prevalent view in strategic planning suggests that 
the U.S. Department of Defense (DoD) will lack space-based capabilities in a 
future conflict with a peer competitor. Although in a conventional sense, it is 
plausible or perhaps unavoidable that most space-based communications will 
be impaired if the U.S. engages in a major conflict in Indo-Pacific Command 
(INDOPACOM), it is dangerous to assume that the absence of ‘space’ will 
make it futile to pursue commercial off-the-shelf solutions or render naval SOF 
ineffective. Recent technological advancements and exercise implementations 
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show that numerous methods exist for augmenting infrastructure and 
communications resilience, which NSW could employ to preserve an 
operational edge. The NSW’s key value proposition lies in its capacity to 
operate in a contested environment: conventional beliefs about the possession 
or lack of ‘space’ overlook the complexity of the full conflict spectrum.

Second, space-based capabilities may not constitute a conventional win-
lose dynamic, but more of a lose-lose situation. If a peer competitor were 
to dismantle global space-based systems, it would consequently hamper its 
own operational effectiveness. Though an adversary might selectively target a 
specific U.S. asset, a widespread communication ‘blackout’ is a more probable 
outcome, necessitating U.S. forces to counter sensory deprivation or denial. 
NSW could leverage the value-neutral nature of space-based hardware to 
enhance force resilience, potentially facilitating strategic competition and 
integrated deterrence in a beneficial way. This perspective adds nuance to the 
standard assumption that ‘space’ will be completely unavailable, emphasizing 
that many space-based communications could face degradation, and rigid 
operational electromagnetic control (EMCON) may be enforced in certain 
areas of operation (AO).

This chapter will begin with a strategic and operational overview of  
NSW’s current role in strategic competition, with emphasis on the initial  
rise of the Space-SOF-Cyber Triad and the necessity of developing and 
effectively employing space-based assets. The next two sections will com- 
pare and contrast space capabilities development during the Cold War with  
the more recent competition with the People’s Republic of China (PRC), 
ultimately highlighting that both assets and operational forces must be 
designed, organized, and employed effectively together to achieve desired 
end states. This section will also emphasize the outsized role that NSW may 
play when engaging with China across the spectrum of conflict in terms of 
two specific capabilities designed to combat sensory darkness: Position, 
Navigation, and Timing (PNT) capabilities, and contributions to Combined 
Joint All-Domain Command and Control (CJADC2). Finally, this chapter will 
confront the assumption that space is not an attainable or manipulable asset 
for future engagements in the Indo-Pacific AO, ultimately arguing that in a 
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conflict with China, space will be the most important and most dangerous 
warfighting enabler. 

Strategic and Operational  
Infrastructure

It is important to note that NSW’s contributions to strategic competition 
and integrated deterrence do not happen in a vacuum. In fact, SOF are 
increasingly prioritizing integration across services as well as within specific 
warfighting domains. In 2022, the Senate Committee on Armed Services 
(SASC) Subcommittee on Emerging Threats and Capabilities received 
testimony on Special Operations Command (SOCOM)’s “efforts to sustain 
the readiness of special operations forces and transform the force for future 
security challenges.”1 One of the commonalities between service statements 
was a renewed commitment to integrating SOF for strategic competitive ends. 
Specifically, Lieutenant General Jonathan P. Braga highlighted Army Special 
Operations Forces (ARSOF)’s commitment to build the “SOF-Space-Cyber 
Triad,” stating that “this is a convergence of trans-regional, multi-domain, 
and joint capabilities to exponentially increase the holistic strategic effects of 
each capability across the spectrum of conflict now and in the future.”2 Then 
NSW Command Commander Rear Admiral Wyman H. Howard echoed this 
sentiment saying, “our objective is to invest in capabilities that can provide all 
domain effects from maritime access vectors to solve the Joint Force’s hardest 
problems” by “continuing to invest in exquisite, cross-domain capabilities to 
increase advantages in the gray zone where SOF’s forward footprint provides 
effective access for holding adversaries’ critical targets at risk.”3

This alignment of people, processes, and capabilities across services and 
warfighting domains signals two things. First, NSW’s promise to effectively 
resource integration across warfighting domains implies a necessary 
interoperability of technical and operational expertise that has traditionally 
been kept in service-specific silos. Simply put, NSW is putting its money – and 
personnel strength – where its mouth is. Second, it commits NSW and SOF  
writ large to a new value proposition: expanding irregular, integrated deterr-
ence options to establish warfighting advantage across the conflict continuum.  
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Gone are the days of SOF as a hammer to achieve national, kinetic objec- 
tives. The service chiefs have created strategic and organizational room to 
manoeuvre and better compete against a near-peer adversary.

In creating this organizational room to manoeuvre, the creation of the Space-
SOF-Cyber “Triad” may also expand the range and utilization of options that 
the United States has for implementing integrated deterrence. As Brigadier 
General Guillaume “Will” Beaurpere and Colonel Ned Marsh suggest in 
their article “Space, Cyber, and Special Operations: An Influence Triad for 
Global Campaigning,” space, SOF, and cyber capabilities “…provide a much-
needed menu of options for scenarios in which national security interests 
are potentially threatened but when hard power options that risk escalation 
are less preferable.”4 Their article goes on to articulate the utility of “less 
escalatory, more politically palatable, and more appropriate to competition 
and low-intensity conflict” capabilities that are “already significant in and of 
themselves” at the individual service level.5 

The scope of this chapter focuses on two broad space-based capability 
categories that have demonstrated operational utility specifically for NSW: 
PNT capabilities, as well as Joint All-Domain Command and Control (JADC2). 
Given its distinctive and irregular capability set, NSW is uniquely positioned 
to identify, develop, and utilize specific technologies in these categories to 
increase mission success in “dark” environments. In doing so, NSW will be 
able to increase the plasticity of its force and mission set, thus contributing to a 
more resilient DoD and increasing optionality across the spectrum of conflict 
in integrated deterrence.

Historical Context

In order to understand the importance of space for special operations, it is 
crucial to contextualize the historical, technological, and strategic significance 
of space capabilities for both the United States and prominent near-peer 
competitors like the Russian Federation (RF) and the PRC. This section breaks 
space capability development into two main periods, with the first focusing 
on the Cold War and U.S.-Soviet great power competition. For the Americans, 
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space was a symbol of Cold War technological superiority over an amorphous 
Communist threat. The most common goal for American research and 
development expenditures over this period focused on intelligence collection 
through increasingly accurate imagery, with the goal of understanding Soviet 
capabilities throughout multiple proxy wars in the late 20th century. Similar 
to American sentiments at the time, the Soviet Union’s space capabilities 
development during the early Cold War era reflected its desire to establish 
technological dominance over its peer adversary. Despite these motivations 
and large commitments in resourcing and personnel from Moscow that led to 
initial successes, the Soviet space program lost both momentum and funding 
during the second half of the Cold War, possibly due to domestic political 
destabilization issues. 

The second section focuses on post-Cold War technological development and 
increasing American military advantage in the space domain. Comparisons 
to the Russian space program Roscosmos and the Chinese space program 
managed by the China National Space Administration (CNSA), particularly 
in areas like commercial industry, highlight the primacy of cultivating and 
maintaining space-based capabilities for employment across the competitive 
spectrum. When combined with the recent strategic pivot to INDOPACOM, 
a push for increased capabilities to plan and execute distributed maritime 
operations, and the articulation of the Space-SOF-Cyber Triad, new advances 
in command and control, targeting, and reconnaissance space-based 
technologies can be easily leveraged by NSW. 

When comparing these two eras of space capability development, two key 
lessons arise: First, political commitment to technological advancement 
must be equitably matched with consistent resourcing for testing and 
experimentation down to the component level for a program to be successful, 
especially for special operations. Second, employment of space as a war-
fighting domain specifically for special operations is not new. Rather, space 
intelligence, surveillance, reconnaissance, and targeting capabilities have been 
integral for SOF since states could maintain orbit. Both lessons suggest that 
there is ample foundation for developing SOF-familiar, if not SOF-peculiar, 
space-based capabilities for utilization across the spectrum of conflict. 



257PART I I I

CHAPTER 15

American Cold War Space History

For the Americans, the history of military space capabilities began in 1958 with 
the first satellite reconnaissance program developed by the U.S. Air Force – 
Weapon System 117L (WS117 ARPA).6 This technology was groundbreaking 
for the time because it provided new concepts of intelligence collection with 
a wide range of applications and was difficult to detect and impede. The WS 
program, funded with $163.9M (adjusted to $1.02B today), involved the launch 
of SAMOS reconnaissance satellites into low-earth orbit. The SAMOS satellites 
could provide optical reconnaissance products (photographs and video), and 
electronic intelligence (ELINT) and transmit these products back to Earth. 

From a more bureaucratic perspective, some of the success of these early 
Cold War missions can be attributed to the consistent executive attentionand  
resourcing for space research and development. This was partially a con- 
sequence of the Second World War – as former Director of Policy Develop- 
ment for the National Aeronautics and Space Administration (NASA),  
Dr. Sylvia Katharine Kraemer, points out in her paper “NASA, Monopolies, 
and the Cold War: The Origins and Consequences of NASA Patent Policy, 
1958-1996,” continued military equipment requirements resulted in “federal 
dollars becoming the fuel that powered a vast enterprise of post-War  
industrial research and development.”7 This investment institutionalized and 
routinized the relationship of industry and defense after the cessation of 
World War II hostilities, essentially allowing the United States to continue 
to shape civilian research and reap the benefits of substantive technological 
developments during this time frame. NASA’s portion of the federal budget 
skyrocketed to a peak 4.5 percent of the annual budget in 1966, and the United 
States also continued to provide for the establishment of private companies 
developing space-based capabilities throughout the 1960s and 1970s.8 

Despite the success of the Apollo 11 mission in 1969, federal investments in 
space-based research and development dwindled into the 1970s. It is important 
to note that this reduction in federal spending did not indicate a lack of 
interest in space capabilities; rather, it demonstrated a shift in the strategic and 
economic value proposition of space. As Dr. Trevor Brown highlights in his 
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article “The American and Soviet Cold War Space Programs,” the transition to 
a focus on “practical economic and security space applications” gave the United 
States a substantive lead in depth and breadth of program development over  
the Soviets.9 American willingness to focus on less sexy commercial programs 
like communications satellites and space imagery resulted in around “$38B 
(saved) for its economy by the achievements of applications satellites by the end 
of the 1970s.”10 Dr. William Schauer’s book The Politics of Space: A Comparison 
of the Soviet and American Space Programs substantiates this, pointing out 
that while Communications Satellite Corporation (COMSAT) was founded by 
federal act in 1962, the company was privately owned and eventually privately 
paid for a large portion of NASA’s satellite launches by the mid-1970s.11 

The traction of the American space program was not limited to its hybrid-
ized, consistent funding model. Early satellites were quickly superseded by  
a joint Central Intelligence Agency (CIA)-Air Force program called  
CORONA (codename DISCOVERER), providing improved satellite image 
clarity and increasing the proliferation and quality of American surveillance 
of the Soviet Union.12 The CORONA program put large cameras into orbit 
to illuminate U.S. understanding of Soviet strategic bombers and nuclear 
capability. Once high-quality images were captured, a capsule of the exposed 
film was parachuted to Earth and caught in midair over the Pacific Ocean by 
the Air Force’s C-119 Flying Boxcar.13 The first 13 CORONA missions were 
unsuccessful due to camera malfunctions, spacecraft errors, and missed 
recoveries. Mission 14 was an incredible success for space-based intelligence 
collection, providing more photographic coverage of the Soviet Union than all 
previous U-2 missions combined.14 The U.S. Air Force conducted an additional 
30 CORONA missions until 1972. 

While CORONA was not a SOF-specific mission, the strategic implications of 
the program’s success were massive. As Drs. Dwayne Day, John Logsdon, and 
Brian Latell point out in their book Eye in the Sky : The Story of the Corona 
Spy Satellites, CORONA set the new standard for intelligence, surveillance, 
and reconnaissance for DoD.15 By providing high quantity and quality 
satellite imagery, CORONA provided defense leaders with the ability to refine 
intelligence estimates and pass that information to components for action, 
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as is made evident by American reliance on satellite programs during the  
Vietnam and Korean Wars.

The DoD was also increasingly willing to leverage smaller, more proliferated 
space-based capabilities significantly affecting how American SOF prepared 
for and conducted operations. Meteorological satellites equipped with day and 
night vision capabilities presented invaluable intelligence data that informed 
SOF mission planners of flooded rice fields used to conceal booby traps or 
burning rice paddies that would obscure helicopter pilot vision. Contributions 
such as these enabled the 1970 So’n Tây Prisoner of War Raid, a daring special 
operations attempt to free prisoners of war outside Hanoi, North Vietnam’s 
capital city. When planning the mission, the Defense Intelligence Agency 
(DIA) used “a dedicated team of experts to analyze photos of So’n Tây being 
produced by satellite reconnaissance, SR-71 reconnaissance aircraft, “Buffalo 
Hunter” low-altitude drones, and RF-4 aircraft missions” since the dense 
and inhospitable jungle environment and a savvy adversary made traditional 
human intelligence (HUMINT) and signals intelligence (SIGINT) methods of 
collection impossible.16 

Commanders also used satellite imagery provided by weather satellites to 
forecast ideal weather conditions for the rescue, allowing a substantial air 
package of 25 aircraft to enable the operation.17 While Benjamin Schemmer, 
a retired Army paratrooper and owner, editor, and publisher of Armed Forces 
Journal International magazine in Washington, D.C. for 24 years, highlighted 
that the team was “almost totally dependent on photographic reconnaissance 
for the intelligence so vital to the success of the raid.” He continued, the mission 
is still regarded “as arguably the preeminent model of all special operations 
missions conducted by the U.S. military.”18

Military satellite communications (SATCOM) have also been critical to  
special operations for many decades.19 Like remote sensing, SATCOM 
originated in the Cold War era when the U.S. and Soviet Union sought to secure 
communications between their respective military forces. During the Korean 
War, U.S. Army Satellite Communications Agency (SATCOMA) deployed 
the first ever satellite communications terminal in Korea, the AN/TSC-54. 
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According to SATCOMA recorded history, AN/TSC terminals “w(ere) also  
the last voice out of Saigon at the end of the (Vietnam) War.”20

Since the Defense Satellite Communications System (DSCS), one of the  
earliest operationalized systems, communications satellites have significantly 
evolved to provide two-way tactical communications, global coverage, 
increased security, increased resilience to interference and jamming, and 
increased bandwidth and data transmission rates. The customization and 
bandwidth characteristics associated with current SATCOM systems, such 
as the Wideband Global SATCOM (WGS), are essential for SOF to support 
unique mission requirements.

The development of global positioning system (GPS) technology in the 1970s 
and 1980s further enhanced the American military’s use of space-based 
capabilities. The predecessor to GPS originated out of necessity to provide 
nuclear submarines an accurate fix on their location – a requirement to launch 
ballistic missiles.21 A collaboration between the Defense Advanced Research 
Projects Agency (DARPA) and Johns Hopkins’ Applied Physics Laboratory 
produced the first satellite positioning systems to provide this capability (the 
Transit Program) to submarines. While this system would later be superseded 
by what we now refer to as GPS, the original Transit system proved the longevity 
and utility of integrating civilian and defense research institutions to directly 
enable operations.  

From this early era in American space exploration, we can clearly see the 
importance of tying resources to clear research and development priorities 
and programs. President John F. Kennedy’s address to U.S. Congress in 1961, 
exemplified this call to action, stating that “before the decade is out” the United 
States should “land a man on the moon and return him safely to Earth.”22 From 
that moment on, the United States mobilized its newly integrated defense, 
research and development, acquisition, and industry team towards achieving 
this end. Despite this mobilization for scientific purposes, it was not the 
landing of the man on the moon that changed the strategic and operational 
context for the U.S. DoD. As is evident throughout the Cold War, specifically 
in Korea and Vietnam, U.S. special operations relied heavily on space-based 
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capabilities to be able to land on, fly over, and navigate through degraded and 
denied environments in service of the nation. 

Soviet Space History

In contrast to the American willingness to diversify their space portfolio  
into smaller, more achievable projects, the Soviet Union focused on the 
grander aspects of manned space flight. Moreover, the Soviet space program 
was more obviously dual use in terms of research, funding, and develop- 
ment when compared to the United States. While this might seem like a  
natural consequence of a centralized, Communist economy, the reality was  
that early American estimates of Soviet expenditures only marked a five-
percentage point difference in space spending between the two countries. 
Early reports from the CIA’s Directorate of Intelligence substantiate this, 
pointing out that Soviet space programs were also largely derivative of one 
another when compared to more diverse American options.23 This report also 
highlights the fact that “Soviet applied satellite programs – communications, 
meteorology, and navigation – appear to be considerably behind similar U.S. 
efforts.”24 When taken overall, the Soviet space program had lower funding 
points and a comparative lack of diversification of projects and infrastructure 
to American efforts. It is important to note that these shortcomings did not 
stop either side from investing heavily in space capabilities throughout the 
Cold War – the margin of error was small enough that both nations committed 
the brunt of their research and development dollars to space development  
and exploration. 

Russia’s history of space activities dates back to the Soviet era, when it launched 
the first artificial satellite, Sputnik 1, in 1957. For some Americans, “the success 
of Sputnik seemed to herald a kind of technological Pearl Harbor” and a clear 
sign of burgeoning Soviet national prestige.25 For others, American delay was 
strategic: a memorandum of a meeting between then-President Eisenhower 
and his advisors on 8 October 1957 explicitly stated that while “Redstone (an 
early American Intercontinental Ballistic Missile (ICBM)) could have been 
used and could have orbited a satellite a year or more ago (…) it was better 
to have the earth satellite proceed separately from military development.”26 
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But by the time the U.S. published its first National Intelligence Estimate on 
the Soviet space program in 1962, “the Soviet approach has contributed to an 
impressive record of pioneering achievement in the past five years,” citing the 
heaviest satellites in orbit, successful manned orbit, and the reliability of the 
first-generation Soviet ICBM boosters as indicators of a “well-planned, long-
term program.”27

Soviet commitments to space superiority are further demonstrated by plans 
in the late 1960s and early 1970s to develop and launch a secret military space 
station. This expansion came swiftly at the heels of the successful launch of 
Salyut, the first space station. Despite these early successes and lofty plans, 
the Soviet space program of this decade was largely seen as a “failure of hasty, 
scattered, and underfunded Soviet attempts to catch up with the Apollo 
lunar program,” where Massachusetts Institute of Technology’s Dr. Slava 
Gerovitch notes “numerous failures of automatic systems and unsuccessful 
manual dockings in the absence of onboard guidance computers” plagued 
Soviet efforts.28 These failures combined with increasing internal political 
pressures, ultimately indicating to American intelligence officials that future 
space endeavours would need “demonstrable economic or military benefits to 
be derived for any sort of budgetary support” when they issued their official 
National Intelligence Estimate on the Soviet program in 1971.29 By further 
entangling space exploration with military ends, Soviet leadership’s attempts 
to regain earlier international prestige via grand projects were somewhat 
rewarded – they were able to successfully launch six space stations, Salyut 1 
through Salyut 6, before the end of the 1970s.30 

It is important to note that this entanglement of civilian and military space 
endeavours was not without issue. In 1975, the CIA released an Interagency 
Intelligence Memorandum that stated “three out of four” Soviet satellites 
were associated with explicit military or intelligence activities that “support 
the operations of military forces either directly or through the national level 
decision making apparatus.”31 This memorandum assesses Soviet dependence 
on space-based capabilities as “very high,” specifically citing the use of 
space-based assets in space reconnaissance. While integrating military space 
capabilities with national strategic ends was a salve to the USSR’s wounded 
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political legitimacy, that same report notes that this dependence might in 
fact pressure the Soviet Union to cooperate with the United States rather 
than out-compete it. This prediction is consistent with then-Soviet Premier 
Leonid Brezhnev’s declaration in 1973 that “peaceful coexistence was the 
normal, permanent, and irreversible state of relations between imperialist and 
Communist countries.”32  

History tells us that this air of positivity was not to last. The Soviet-Afghan War 
began in 1979 after Premier Brezhnev ordered the invasion of Afghanistan 
to support a struggling pro-Soviet government, spawning a conflict that 
eviscerated the political and military will of the Soviet Union for a decade.33 
During the entirety of the conflict, the Soviet Union had over 100 satellites 
in orbit, performing collection of communications, photo-imagery, and 
meteorological patterns to contribute to the war effort. Despite repeated 
National Intelligence Estimates in 1983 and 1986 that heralded the quality 
and quantity of space-based assets available to the Soviets, these tools were 
largely insignificant during the conflict.34 Preeminent scholar of Russian 
history Dr. Lester Grau highlights this point, stating that “impact of high-
technology weapons (…) can be negated by camouflage, heat shields, decoys 
and dispersion.”35 

The importance of this relegation of “high-technology weapons” to the 
operational and tactical periphery cannot be overstated. Soviet failure to 
successfully and reliably employ space-based capabilities during the Afghan 
invasion and occupation showcases that space assets – and emerging 
technologies writ large – are not a panacea for operational failures and tactical 
mistakes. As casualties in Afghanistan rose, Dr. Grau emphasizes that Soviet 
forces were often mismatched to tactical needs. More specifically, Soviet SOF 
(Spetsnaz) were relegated to “convoy interdiction,” essentially zeroing out 
their combat efficacy.36 This outcome implies two key lessons. First, SOF must 
appropriately employ emerging technological assets like space-based tools 
as well as be appropriately employed themselves. Second, the willingness to 
subordinate scientific exploration to military ends that transcended borders 
and adversaries was not necessarily a bad thing. In fact, some strategic planners 
might simply call that alignment. 
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Overall, when compared to Soviet efforts during the Cold War, the Americans 
focused on smaller, iterative projects that were immediately accessible 
downrange for SOF. By moving from prestige towards practicality in the face 
of conflict, the U.S. was able to maintain a more consistent budget for space 
development and link operators with the technologies that they would need 
to successfully wage the nation’s wars. While neither the Soviet foray into 
Afghanistan or American entanglement in Vietnam could ever be mistaken 
for long term strategic success, both conflicts set a powerful precedent for 
developing and utilizing space-based assets for explicit military purposes – 
one used with increasing regularity and sophistication in the post-Cold War 
era and current competition between the West and China.

Post-Cold War Strategic Reality:  
The World Order in Conflict and 
American Space Primacy

Despite the proliferation of space-based capabilities during the Cold War, 
NATO only declared space a warfighting domain in December of 2019. 
More recent publications from NATO declare space to be “essential to the 
Alliance’s deterrence and defence,” highlighting emerging technologies as 
having the most potential for “new risks, vulnerabilities and potential threats” 
in this domain.37 The 2022 NATO Strategic Concept states that the Alliance 
must “maintain secure use of and fettered access to space” and that they “will 
enhance our ability to operate effectively” in order to meet those goals.38 The 
formal articulation of space as a warfighting domain and NATO’s commitment 
to maintaining its freedom and security is significant for two reasons. First, it 
acknowledges the dependency that many NATO allies already have on space 
and provides strategic infrastructure for continued support, thus matching 
space policy and strategy to the ground truth of military operations in the 
21st century. Second, this commitment to enhancing space-based capabilities 
as a cornerstone of deterrence sends a clear signal to peer adversary nations 
that NATO will not let them operate with impunity. In fact, “hostile actions 
to, from, or within space (…) could lead the North Atlantic Council to invoke 
Article 5 of the North Atlantic Treaty.”39 
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To be clear, NATO is not advocating for unchecked escalation in space. 
Rather, these cumulative policies indicate that NATO is now cognizant of 
the importance of space and acknowledges the danger of neglecting it or 
abandoning it to a near-peer adversary. This realization is widely agreed to 
be a step in the right direction, but the simple reality is that peer adversaries 
like China and Russia have sought to leverage the space domain and space 
operations to achieve their own strategic ends, often by, with, and through 
accepted international security processes. For example, “Russia and China 
attempted to define a space weapon in their proposed treaty, “Prevention of the 
Placement of Weapons in Outer Space, the Threat or Use of Force against Outer 
Space Objects” at the UN Disarmament Conference in 2008, as referenced in 
a more recent Congressional Research Service Report.40 While on the surface 
this may seem to be a collaborative attempt to organize space for the good of 
the international order, this proposal was critiqued because it “lacked language 
that would prevent the development, testing, or deployment of ground-based 
anti-satellite (ASAT) weapons, which China currently has in its counter-space 
arsenal.”41 The United States went a step further, stating that the proposal was 
“a diplomatic ploy by the two nations to gain a military advantage.”42 

These condemnations should be taken with a grain of salt. To this date, the 
United States has refused to ban space-based weapons altogether. In 2020, “the 
First Committee (Disarmament and International Security) (...) approved 14 
drafts, among them several aimed at stemming the spread of illicit weapons 
on Earth and at preventing a celestial arms race, and also defeated a motion 
questioning its competence to approve a text on reducing threats in outer 
space.”43 This action came at the heels of months of Russian direct-assent 
missile system testing, with multiple American signals that these activities 
“represent an ever-increasing threat to U.S. interests,” and further describing 
an April ASAT Test as “potentially threatening and similar to those conducted 
by Russian satellites with characteristics of space weapons.”44 This international 
bickering suggests that while the world’s major governing bodies have 
attempted to legislate space to prevent an arms race or future kinetic conflict, 
these methods rely on compliance by all parties and are largely ineffective 
against revisionist adversaries. Furthermore, such legislation might also 
limit the strategic optionality for the U.S. to develop a space-based weapons 
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of its own. For this reason, the Alliance, and the U.S. in particular, must be 
knowledgeable of emerging threats in the space domain and be prepared to 
combat them. 

Post-Cold War Operational Reality:  

The Changing Value Proposition for NSW  

and Near-Peer Adversaries 

For the U.S., the technological advantages provided by space-based capa- 
bilities provided a unique augmentation to SOF mission sets, ultimately 
contributing to special operations successes in the Iraq and Afghanistan 
campaigns.45 This increased efficacy came with increased responsibility, as 
SOF units became the hallmark of the Global War on Terror, exploding in 
size, increasing operational tempo, and ballooning the SOCOM budget.46 
Specifically, increases in satellite-provided capabilities due to improvements 
in situational awareness, dynamic command and control (C2), encryption 
techniques, intelligence gathering and sharing, and data transmission rates that 
could even enable video teleconference ensured American forces had reliable 
lines of communication in an austere operating environment. It is important 
to remember that not all of these capabilities were endogenously developed 
by DoD. The Iraq and Afghanistan conflicts highlighted the extent to which 
American forces worked with and relied upon commercial industry to meet 
their operational needs.

This requirement for fast, reliable, resilient, and secure communications has 
only been amplified in competition with near-peer adversaries. As of the 
end of GWOT, the U.S. special operations community is now larger than 
the entire German army, with a larger wallet than all of Poland’s defence 
budget.47 Investments in space-based capabilities and architecture have also 
been on the rise over the past decade. According to the Journal of the U.S. 
Bureau for Economic Analysis, “national defense (space gross output) has 
been growing much faster than nondefense (space gross output) in recent 
years, increasing 11.4 per cent for 2019–2021, compared with 2.4 per cent for 
nondefense.”48 These parallel increases are significant because, as discussed 
previously, budgetary commitments that mirror national priorities have the 
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highest chance of maintaining strategic relevance. When taken in combination 
with SOF’s decrease in operational tempo and the rise in importance of 
demonstrating SOF contributions to the “Space-SOF-Cyber Triad,” the U.S. is 
uniquely positioned to attain and maintain space military advantage in ways 
our adversaries are not. 

This unique positioning is not without tradeoffs. At the operational level, every 
American SOF commander will have to make their own decision whether to 
fight with or without the use of space. This decision is especially acute for NSW, 
which is the tip of the spear for maritime domain awareness and distributed 
maritime operations in INDOPACOM. On one hand, by using space, a naval 
special warfare operator can achieve a clearer picture of the mission, through 
clear communication systems, relevant and timely operations intelligence, 
or even pertinent weather information. Yet, on the other hand, by utilizing 
space, a commander accepts the risk of geolocation and counter-targeting, 
putting operators at risk. Overall, in order to compete in the 21st century 
battlespace complete with an ever-changing scenario, those same commanders 
must determine and accept at least some space assets to compete against an 
adversary. As good practice regardless of the amount of risk, a well-rehearsed 
and well-tested Primary, Alternate, Contingency, and Emergency (PACE) plan 
will prove valuable in the face of threats to the joint space domain. This action 
is not a suggestion; it is a necessity. As Assistant Secretary of Defense for Space 
Policy John Plumb points out, “space-based missions are essential to the U.S. 
way of war.”49

Post-Cold War Operational Reality:  American 

Adversaries 

When the U.S. and her allies and partners consider future operations in the 
space domain, they must take into account the motivations and actions of  
an adversary. While the U.S.’ most recent experiences with GWOT have 
hardened SOF to operations in urban, denied, and austere environments, 
competing in space is much different than fighting a terrorist insurgency. 
The most dangerous and most capable competitors in space are the Russian 
Federation (RF) and the People’s Republic of China (PRC), both of which can 
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be considered near-peer adversaries. While the previous section highlighted 
space positioning and opportunities for American SOF, this next section 
emphasizes that the U.S. faces challenges both in type and scale of the threats 
posed by Russia and China in very different ways. 

The 2022 invasion of Ukraine follows a decades-long pattern of Russian 
aggression, marking President Vladimir Putin’s autocratic regime with 
instability and a declining reputation on the world’s stage. This decline has also 
had disastrous consequences for the Russian space program, which has faced 
decreasing investments and fading attention. Despite these shortcomings, 
Russia has demonstrated the ability and willingness to use space-based 
intelligence, surveillance, and reconnaissance (ISR), organic navigation, 
and signals intelligence (SIGINT) capability-enabled systems to disrupt 
communications and degrade foreign militaries’ ability to leverage satellite-
based capabilities.50 This seemingly low technological and normative barrier 
to entry for employing space-based assets in a competitive or conflict scenario 
makes the Russian Federation a dangerous adversary. 

In contrast, the PRC’s space program is young, well-funded, and unencumbered 
by a grueling land war in Europe. In fact, China has developed a strong civil 
space program, producing the Tiangong Space Station and deploying its own 
global navigation satellite system (GNSS), the BeiDou Navigation Satellite 
System. China is also an increasingly capable launch provider with a host of 
space launch vehicles, including the Long March 5 rocket. When combined 
with Chinese aggression in INDOPACOM and the Chinese Communist Party 
(CCP)’s increasing willingness to publicly challenge the global order, it is clear 
that enhanced Chinese ISR capabilities are anything but benign. In fact, there 
are many aspects of the PRC’s space program that should concern military 
planners, particularly special operations. 

While thoroughly exploring every space-based threat would be a dissertation 
in itself, there are two technological capabilities that highlight the type and 
method of common space-based threats currently utilized by near-peer 
adversaries. The first technology capability to consider is Position, Navigation, 
and Timing, or PNT. This capability is significant in that militaries have not 
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always relied upon space-based assets to meet mission requirement. The 
evolution of small, proliferated satellites reflects a subtle shift in intelligence, 
surveillance, and reconnaissance that is indicative of the increasingly dual-
use nature of these technologies. The second technological capability is 
less concrete. CJADC2 is the optimistic instantiation of author Christian 
Brose’s warning that militaries should seek to increase the “efficacy, speed, 
flexibility, adaptability, and overall dynamism of its kill-chains” by integrating 
space-based assets, autonomous systems, and more agile acquisition practices 
into battle networks.51 While space-based assets are insufficient for CJADC2 
on their own, no discussion of closing the kill-chain is complete without 
considering this cluster of technologies and their implications for special 
operations. 

The Ukraine War is an example of the successful use of both these referenced 
technologies, and nowhere else in recent memory have military technologies 
and the men and women who employ them evolved so quickly to meet the 
needs of an autonomous, space-enabled, and robotics-heavy battlefield. It 
is important to note that the Ukraine War is not a glass ball for NSW when 
planning future engagements in INDPACOM. Spectating and learning from 
the European theatre is key to understanding how, where, and why near-peer 
adversaries might employ space-based assets against the U.S. and its allies 
and partners, however, this observation is not a Band-Aid for good military 
planning. More dangerously, the U.S. must assume that the PRC is learning 
from the Russo-Ukrainian War as well and could be willing to apply those 
lessons closer to home in a conflict over Taiwan.52 Overall, the PRC poses a 
substantively different threat than the Russian Federation, and naval special 
operators must be prepared to adapt should their services be required in  
the Pacific. 

Specifically, China’s space investments and accomplishments have seen 
exponential growth in recent years. Perhaps the most strategic investment 
in the eyes of Chinese policy-makers is the ambitious China-Pakistan 
Economic Corridor (CPEC) and Belt and Road Initiative (BRI) economic 
connectivity projects that aim to strengthen its political influence in its 
immediate neighbourhood and around the world. China sees CPEC and BRI 
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as opportunities to expand its space program. Today, China manufactures, 
launches, and provides communication, PNT, and remote sensing satellite 
application services to several participating partner states. Chinese intent is 
to enter the global satellite manufacturing, launching, and servicing industry 
market dominated by the U.S. and its European allies. BRI and CPEC provide 
the impetus, connectivity, and markets for the Chinese space industry to break 
the International Traffic in Arms embargos on its satellite-related industries, 
enlarge Chinese economic activity at the regional level and expand Chinese 
soft power and political influence globally.53 

Overall, China’s commitment to becoming a world-class space power is  
systemic and methodical, backed by substantive commercial industry 
involvement, increasing government investment, and military pursuit of  
high-level prestige projects that the Russians could not dream of considering 
as they hemorrhage resources into Ukraine. These commitments can be a 
threat to American access and placement in INDOPACOM. When considering 
future force design and acquisition structure for special operations, the U.S. 
should monitor near-peer adversary space activity, particularly as it applies  
to PNT and CJADC2.

Position, Navigation, and Timing for SOF

Naval Special Operations Forces require the ability to infiltrate and exfiltrate 
without compromise. To achieve this mission essential task, American SOF 
and their supporting assets rely on the Global Positioning System (GPS). A 
part of the broader PNT space mission, GPS uses a constellation of satellites to 
deliver metre-level position accuracy around the globe and provides USSOF 
with precision PNT data for operations, including geolocation of targets, ISR 
imagery, and data collection for targeting and precision fires. When operating 
in remote and hostile environments, this precision PNT data can be the 
difference between mission success or failure.

Using GPS for PNT has not always been standard operating procedure for 
special operations. Operators relied on more primitive navigation methods 
such as map and compass navigation before space-based systems were made 
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available to SOF in the 1990s.54 However, map and compass navigation has 
many disadvantages especially in low light and low visibility terrain, a common 
feature of many special operations. Map and compass navigation relies on 
either terrain association or using lines of bearing to navigate from point-to-
point. Many special operations, in the maritime domain for example, do not 
have the necessary conditions for this method of navigation because of limited 
visibility or terrain.55 These limitations made GPS an appealing PNT solution 
for U.S. SOF adoption. 

It is important to note that GPS is not the only tool for satellite-informed  
PNT. Broadly, these constellations of satellites are called Global Navigation 
Satellite Systems, or GNSS. They are identified by two main characteristics. 
First, they provide PNT to an entire region or perhaps the globe. Second, 
they tend to be associated with one particular nation state. While GPS is 
most common, the U.S. Space Force’s reference documents for GNSS point 
out that “other nations are fielding, or have fielded, their own systems to 
provide complementary, independent PNT capability.”56 For the purposes of 
this chapter, the two main competitive GNSS are BeiDou Systems from the 
PRC (35 satellites), and Globalnaya Navigatsionnaya Sputnikovaya Sistema 
(GLONASS), from the RF (24 satellites). 

With these caveats in mind, American SOF have heavily integrated GPS into 
their systems and tactics. NSW operators became accustomed to the ease of 
use and reliable accuracy that GPS provides during recent engagements in U.S. 
Central Command (CENTCOM). Currently, operators are issued personal 
GPS devices that can be preprogrammed with route data. Active GPS tracking 
instantly displays the operator’s position and navigational data to the desired 
waypoint. Additionally, SOF hardware, vehicles and unmanned systems also 
have embedded GPS receivers to enable operators to find, fix, and finish 
targets appropriately and effectively. If the receiver has a clear view of the sky, 
it will reliably acquire GPS signal regardless of environmental conditions.57 To 
operate at the speed and reliability of required of modern combat operations, 
this fast and accurate PNT data is a necessity.
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Position, Navigation, and Timing Vulnerabilities

During the initial deployment of GPS, leveraging the speed and accuracy of 
GPS PNT data gave the U.S. military a tactical advantage over less capable 
adversaries. It was first used in major combat during the First Gulf War, where 
Operation Desert Storm became widely considered the first “space war” due 
to the technological superiority provided to American forces by space-based 
capabilities.58 More specifically, GPS improved friendly force navigation and 
delivery of precision munitions to enemy targets to devastating effect, as shown 
by SOF reliance on GPS to navigate the desert on scud-hunting operations. 
Following the location of the missiles, aircraft received accurate position data 
for scud launcher targeting and destruction.59 

GPS PNT was ultimately so impactful that a Congressional Report on the 
conduct of the Persian Gulf War said “perhaps one of the more important 
new items issued was the global positioning system.”60 Also outlined in the 
Congressional Report is a special operation night helicopter strike that “was 
possible because of technological advances in night- and low-light vision 
devices, precise navigational capability resulting from space-based systems 
such as the GPS satellites.”61 Despite this praise, the tactical advantage of 
GPS has diminished as adversaries adopt it as their own standard for PNT. 
Space-based PNT is now a tactical necessity rather than a tactical advantage, as 
individual nationally accessible constellations could allow a country to target 
an adversary network without availing itself to attack. With this knowledge, 
degradation of PNT data presents an exploitable vulnerability for an adversary 
looking to disrupt military operations. 

There are many ways for an adversary to degrade GPS including destruction 
or jamming of satellites, receivers, or ground control stations. The GPS 
constellation consists of relatively few satellites; 24 satellites are required to 
provide the basic coverage of Earth with six satellites in reserve already in orbit 
around the earth.62 GPS is not only critical for military operations but for the 
United States’ economy. A report published in 2019 on the economic benefits 
of GPS for the U.S. found “that GPS has generated roughly $1.4 trillion in 
economic benefits (2017$) for the private sector in the years since it was made 
available for civilian use in the 1980s. Most of those benefits have accrued  
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since 2010.”63 Considering recent increases in Russian and Chinese anti-
satellite weapons, the GPS constellation is insufficiently resilient for such  
a critical service.64

In addition to the threat to the GPS constellation, GPS signal jamming 
threatens special operations forces on the battlefield. According to the 
Government Accountability Office’s report on GPS alternatives, “jamming is 
the most common and prevalent threat to GPS, largely because jammers are 
cheap and easily accessible.”65 Due to GPS’s high altitude Medium Earth Orbit, 
the signal to the receiver is a low power signal and “a 1-watt jammer, about 
twice the power of a LED night light, can prevent the continuous tracking of 
the military GPS signal at a distance of about two miles and can prevent the 
initial acquisition of that signal at about 10 miles.”66 This low-power signal 
means that jammers can be easily produced and disseminated at a low-cost 
to disrupt SOF’s ability to operate effectively. In addition to these low-cost 
jammers, China, Russia, North Korea, and Iran have all developed extensive 
jamming capabilities.67 

One of the best examples of PNT vulnerability is the Russian invasion of 
Ukraine. Since the fighting began, GPS interference has “expanded on a scale 
that hasn’t been seen before (…) What we’re seeing now (…) is GPS jamming 
bubbles covering hundreds if not thousands of kilometers around tactical 
cities.”68 Russia is jamming GPS to prevent the use of GPS reliant systems such 
as unmanned drones and missiles against their cities. Additionally, Ukraine 
has also been using PNT signal manipulation to defend from incoming  
Russian attacks. Using a tactic known as spoofing to fool the PNT receiver 
onboard, Ukraine has been able to trick Russian controlled drones into 
accepting the wrong PNT signal that caused the drones to rapidly descend.69 

These jammed signals are many of the same signals that are used by SOF. 
Whether it is unmanned systems (UxS) or handheld GPS receivers, SOF 
will be affected by any GPS jamming or spoofing, regardless of the intended 
target. According to General David Thompson, the Space Force’s Vice Chief 
of Space Operations, “Ukraine may not be able to use GPS because there are 
jammers around that prevent them from receiving any usable signal”.70 As seen 
in Ukraine, if SOF want to operate in a GPS-degraded environment, they must 
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adapt their PNT tactics to account for this growing jamming and spoofing 
threat posed by near-peer adversaries.

More dangerously, GPS is entirely based on ground-controlled infrastructure. 
Referred to as the Operational Control Segment (OCS), this infrastructure 
“includes a master control station, an alternate master control station, 11 
command and control antennas, and 16 monitoring sites.”71 In the event of a 
major conflict, GPS satellites and the OCS become a major target not just for 
SOF and DoD but also as a point of failure for civilian transport, financial, 
and communications systems. Future military planners must consider 
the ramifications of weaponizing GPS on civilian populations, which may 
complicate the definition and employment of force near or towards non-
combatants. In particular, using non-kinetic cyber weapons that leverage GPS 
can still have kinetic effects. In this way, future employment of PNT has the 
ability to change the nature of warfare entirely.

The Future of SOF PNT

In previous conflicts, GPS could be relied upon because of the adver- 
saries’ lack of ASAT capabilities and wide-scale jamming capabilities. This 
situation is no longer the operational environment for SOF. When examining 
the Russian electronic warfare capabilities, the American Security Project  
noted “the evolution of Russian EW is especially important as the U.S. turns 
to deal with new threats.”72 SOF need to find redundant PNT systems to limit 
the risk of operating in GPS-degraded environments. For mission critical 
equipment, it is common for SOF to have a PACE plan for redundancy.  
SOF training and equipment are lacking this level of redundancy for PNT. 
Currently, map and compass navigation is the main backup used by dis-
mounted SOF. There is a need for alternative PNT systems that can bridge the 
capabilities gap between GPS and traditional map and compass to complete 
the PACE plan for SOF preparing to operate in GPS-degraded environments.

There are steps SOF can take in the immediate future to help diversify and 
strengthen their PNT systems. GPS is only one of multiple PNT constellations. 
Other nations and partnerships have their own publicly available systems to 
include the Russian GLONASS and European Galileo systems. Many PNT 
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receivers can utilize all these constellations in one device, a feature that gives 
users multiple sources of PNT simultaneously. However, this will not be 
sufficient for defense against the most common forms of jamming because 
these systems all operate in similar bands of the electromagnetic spectrum.73 
There are additional measures that can be taken to include utilizing the  
m-code signal that is designed to be more secure than the traditional GPS 
signal.74 GNSS variety and resilient signal design can reduce the threat to 
SOF PNT, but there is no single solution that can eliminate the PNT threat 
altogether.

There are emerging technologies that can increase SOF PNT resiliency. For 
example, the increasing number of Low Earth Orbit (LEO) constellations 
are an opportunity for alternative PNT systems. With the reduced cost to get 
satellites into orbit, the commercial space market has expanded, leading to new 
possibilities in space. Due to their lower-altitude orbits, LEO-based navigation 
satellites “are thus more precise, powerful, and jam-resistant than those of 
traditional GNSS.”75 Additionally, LEO constellations require more satellites to 
cover the same region of earth as the higher altitude GPS constellation, leading 
to a higher density of satellites. 	

Historically, this was a viewed as a problem because of the high cost to send 
satellites to orbit, but now this density makes for a redundant and resilient 
PNT system.76 In addition to the traditional space-based PNT systems, 
technological advances in data analysis, AI, data storage and machine vision 
are opening the door for many new technologies that do not depend on space. 
These new systems can aggregate data from various sensors and compare it 
with pre-existing data to give PNT information.77 Regardless of the specific 
system, SOF can benefit from adoption of these emerging PNT technologies 
and have optionality for PNT PACE planning.

As SOF adapts to the near-peer threat environment, they will have to develop 
a PNT PACE solution that provides resiliency for their critical navigation  
data. Traditional GPS will likely be targeted by adversaries and its capabilities 
will likely become degraded. The ability to adapt quickly is one of the strengths 
of SOF, and if they are going to remain relevant in future conflict, they will  
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have to overcome their dependency on GPS. This mandate for adaptive and 
resilient PNT structures also implies a specific role for American special 
operations. This situation is a unique opportunity for the United States and 
its partners and allies to exploit their ability to both operate in and mitigate 
exogenous sensory “darkness” because PNT’s strengths and weaknesses rely 
on its dual-use nature, SOF must be willing to rely upon smaller, proliferated 
assets for strategic superiority instead of exquisite kinetic capabilities.

Combined Joint All-Domain Command 
and Control (CJADC2) and Space for SOF

Secure, efficient, and robust networks are often the tipping point between 
success and failure on an operation. As the old adage goes, “Two is one, and 
one is none.”78 These resilient and redundant communications are essential 
for modern militaries to coordinate joint operations, maintain near-real-time 
visibility on the battlefield, gather and disseminate intelligence, and transfer 
information from sensors to shooters. While the previous section dealt with 
space-based assets as a tool for orienting operators and collecting ISR for 
mission planning, SOF are also a key component of CJADC2, which allows 
forces to seamlessly integrate capabilities to achieve an operational effect. 
Within this construct, one form of communication has proven especially  
vital to the efficacy and safety of military operations – SATCOM.

NSW forces often operate in hostile, remote, and complex environments  
where traditional lines of communication may be unavailable or impractical. 
In these challenging settings, naval SOF have increasingly come to rely on 
SATCOM to carry out their missions. Such reliance on SATCOM has prompted 
significant investment in military-specific SATCOM (MILSATCOM) infra-
structure, which provides secure, reliable, and long-range communication 
capabilities necessary to operate effectively in various conditions. Despite the 
immense value that MILSATCOM has provided American forces in the wars  
in Afghanistan and Iraq, there are increasing operational challenges that push  
the boundaries of what traditional MILSATCOM can provide. More 
decentralized and dispersed military operations complicate MILSATCOM pro- 
tocols and infrastructures, as the combined joint force needs to be able 
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to communicate and coordinate across vast distances and in different 
theatres of operation. These recent experiences in CENTCOM have 
highlighted the importance and vulnerability of MILSATCOM, revealing 
that these usual methods of command and control may not be sufficient in 
contested environments. Given SOF’s mission set, increasing resilience in 
communications pathways and diversifying communications assets away 
from traditional SATCOM may provide opportunities to increase operational 
effectiveness.

Notably, the rise of proliferated low-earth-orbit (pLEO) satellite constell-
ations presents a promising solution. Developed by commercial entities such 
as SpaceX, Amazon Kuiper, and OneWeb, these networks have the potential 
to offer low-latency, high-bandwidth communication capabilities that exhibit 
a high degree of resistance to jamming and other forms of interference. 
Commercial pLEO satellite constellations also hold the potential to 
revolutionize military communications. As early as 2021, the U.S. Space Force 
put out a Request for Proposals (RFP) to private industry for applications of 
pLEO satellite constellations for military use that would feature “sensors that 
comprise seven capability layers, to seamlessly perform data communications, 
track hypersonic and cruise missiles, and provide enhanced battle management, 
navigation, ground support, and deterrence from space.”79 Since then, these 
high-speed, globally accessible communication networks have paved the way 
for more efficient and effective coordination on the battlefield. A specific 
optical crosslink technology is particularly interesting, while one of the key 
weaknesses of traditional PNT and SATCOM is its vulnerability to jamming, 
these crosslinks increase robustness by “routing signals across satellites, 
avoiding ground stations in contested territories if necessary, reducing the risk 
of interference and detection” and contributing to overall mission success.80

The Russian military made significant efforts to deny and degrade Ukrainian 
military satellite communications during its 2022 invasion, often relying 
on the jamming weaknesses of existing space architectures. Russian forces 
reportedly utilized EW systems to target and jam Ukrainian military 
satellite communications, thus impeding their functionality and disrupting 
communication lines.81 Additionally, the Russians specifically targeted 
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Ukrainian positions with mortar fire when traditional military communi-
cation systems were powered on, making it difficult for Ukrainian soldiers 
to maintain situational awareness or coordinate operations. Furthermore, 
Russian EW and jamming operations rendered most of the Ukrainian ViaSat 
ground terminals inoperable.82 

In response, a new approach was adopted to maintain communication 
and situational awareness. Over 15,000 SpaceX Starlink terminals were 
rapidly deployed to Ukraine,83 reinstating effective communication lines.84 
Furthermore, wearable 5G technology equipped with local mesh networking 
and short data burst satellite links drastically enhanced field operators’ 
situational awareness, thus proving their viability and effectiveness.85

Emerging commercial pLEO constellations, however, cannot stand alone as 
a bulwark against communication challenges in military operations. They 
form a crucial component but not a comprehensive solution to the complex 
problem of secure and efficient communication on the modern battlefield. 
As the Center for Strategic and International Studies highlights in a 2023 
report, “high-end sensor suites and real-time targeting data are only as 
effective as the communications network used to transfer information from 
sensor to shooter.”86 Developing next-generation, resilient, low-signature 
communication networks is crucial for future military operations, especially 
considering the escalating sophistication of potential adversaries like China. 
These state-of-the-art networks need to withstand not only cyberattacks but 
also physical damage and adversarial disruptions. These factors highlight the 
urgency of constructing secure, redundant communication channels that draw 
upon a variety of technologies that are layered and context dependent. These 
channels would necessitate a dynamic blend of satellite and ground-based 
capabilities to ensure the necessary robustness and versatility. 

It is important to note that even this “layering” process of increasing com-
munications resilience cannot be completed without substantive, consistent 
investment in space-based assets for military use. While there has been 
consistent, bipartisan support for increasing funding for space communications 
infrastructures in the U.S. Congress, senior vice president for government 
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strategy and policy at Inmarsat, Rebecca Cowen-Hirsch, states, “commercial 
SATCOM (should) be acquired more strategically, and not on an ad hoc, 
case-by-case, reactionary basis.”87 The 2020 Enterprise SATCOM Vision 
released by the U.S. Space Force supports this strategic investment, calling 
for a “single, integrated SATCOM enterprise (that) will deliver unparalleled 
options to joint warfighters for mission success” and “scalable solutions that 
can absorb new systems and products beneficial to users and the overall 
enterprise while preserving competition and technology innovation.”88 The 
U.S. DoD has also laid the bureaucratic infrastructure to support the ability 
to “fight SATCOM,” listing the ability to “Modernize and Bolster Transport 
(Space and Terrestrial) and Data Link Capabilities” as its third priority in the 
FY23 Strategic Management Plan.89 Force-level implementation of a resilient 
and robust space-based communications architecture can enable USSOF to 
conduct missions with less risk-to-force. 

If appropriately resourced, it is not unreasonable to say that layered space-
based communication networks could also be the foundation for coordinating 
joint SOF missions. With the U.S.’ dependency on these networks, it is 
likely that advanced opponents, such as China, may prioritize impairing or 
eliminating their functionality through either kinetic or non-kinetic means. 
It is also prudent to consider existing components of U.S., allied, or partnered 
infrastructure associated with or manufactured by Chinese companies as 
potentially vulnerable and possibly compromised.90 Therefore, a truly effective 
communication system for sensitive joint SOF missions must be secure and 
seamless across services, interoperable with allies, and require purchasing 
decisions that emphasize encryption, resilience, and interoperability. This 
strategic approach to developing communication networks ensures a robust, 
adaptable defense against the increasingly sophisticated adversarial landscape.

Commercial-Defense Space Partnership Approaches

DoD has attempted to formalize the creation of a more organized space-
based communications network with the development and deployment of a 
Hybrid Space Architecture (HSA) spearheaded by the Defense Innovation 
Unit (DIU) in Silicon Valley. At its core, HSA is an excellent example of 
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research, development, testing, evaluation and acquisition agility, combining 
defense equities with best-in-class private industry technological capabilities. 
HSA merges commercial and governmental LEO constellations, potentially 
resulting in a resilient space framework suitable for a wide array of commercial, 
civil, and security purposes. As imagined, the HSA incorporates state-of-the-
art technologies like secure, adaptive, multi-path communications, uniform 
standards, autonomous C2 mechanisms, cloud infrastructure, and other 
commercial space manufacturing efficiencies to both software and hardware.91 
Moreover, the Defense Innovation Unit is designing this architecture with the 
intent of fully integrating extant DoD space-based assets rather than replacing 
current systems or increasing complexity and load on the operator. 

In the context of special operations, this initiative could significantly bolster 
Project Overmatch, a U.S. Navy project aimed at developing a networked 
warfighting system. By integrating HSA into their operations, SOF could 
leverage the advanced communication payloads and cybersecurity software 
that the DIU is developing in partnership with firms like Aalyria (Spacetime), 
Atlas Space Operations, Enveil, Anduril, SpiderOak Mission Systems, Amazon 
Web Services, Amazon’s Project Kuiper, and Microsoft’s Azure Space.92 One 
of the primary objectives of HSA is to streamline the acquisition of imagery 
and intelligence for military users, including SOF units. HSA aims to enhance 
the relationship with commercial imagery and communications providers, 
offering the military, specifically SOF, the ability to make educated, individual 
purchases of data. This approach not only assures the data’s accuracy and 
dependability but also motivates providers to offer high-quality analytics, 
thus augmenting the intelligence capabilities integral to SOF missions sets. 
Essentially, HSA can tighten and accelerate the decision-making process for 
operators and enablers when conducting sensitive, high-risk missions. 

Being able to accelerate decision-making down to the tactical level is often 
referred to in DoD circles as “achieving decision advantage.” For SOF, this 
simple phrase can have multiple nesting requirements. First, a flexible and 
adaptable space architecture must be accessible to the joint force, meaning that 
it can either be built or bought. This is a key issue, highlighted by the fact that 
there is no centralized office for data acquisition and execution of dual-use 
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technologies that might involve some access to sensitive government data  
by commercial entities.93 Second, this infrastructure must support secure and 
classified communications and data transfer, thus requiring its components to 
meet U.S. security protocols and be resilient to adversary interdiction. Finally, 
this architecture must be integrated into existing networks and available to 
appropriate allies and partners. 

The second two requirements can, and often are, at odds, forcing SOF units 
to accept some level of communications vulnerabilities when working with 
partners and allies. Recent anecdotal experiences involving less-than-secure 
communications in multiple areas of responsibility (AORs) suggest that while 
security is paramount, current protocols are not accessible or manageable 
downrange. The HSA is designed to fulfill this requirement, linking 
communication satellites across various orbits, integrating data from a wide 
range of sensors, and leveraging cloud computing to securely process and 
disseminate information from space to mission planners and operators.94 

Overall, the strategic implications DIU’s Hybrid Space Architecture are 
twofold. First, it highlights the capability of defense integrating with 
commercial industry when appropriately enabled and motivated. The barriers 
to entry between industry and government are permeable and perhaps 
exploitable for special operations. Second, and perhaps more importantly, this 
collaboration between public and private entities is possibly one of the single 
most important opportunities that the U.S. and its partners and allies have to 
combat threats from near-peer adversaries. Diversifying kill-chain assets to 
include best-in-class commercial space-based capabilities increases resilience 
and can impose cost on adversaries who would otherwise deny or degrade 
allied communications during competition or conflict.

Defense Endogenous Space Approaches

It is important to note that collaborating with industry is a small but promising 
component of effective CJADC2. More broadly, DoD also recognized the 
value of independently harnessing advancements in space technologies, 
leading to the creation of the Space Development Agency (SDA) in 2019. This 
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forward-thinking agency was mandated to “move fast to put newly emerging 
technologies into the warfighter’s hands.”95 One critical project spearheaded 
by the SDA was the development of the Proliferated Warfighter Space 
Architecture (PWSA), aiming to establish new satellite constellations. These 
constellations, known as the SDA transport layer, are designed to augment 
commercial pLEO networks and enhance the resilience, redundancy, and 
diversity of military communication systems.96 This move ensures that effec-
tive communication and situational awareness are maintained in even the  
most demanding conditions, thereby ensuring the U.S. remains at the 
forefront of space innovation. This project is similar to DIU’s Hybrid 
Space Architecture, but is designed to increase internal defense resiliency,  
mitigate potential supply chain vulnerabilities in commercial industry, and 
impose high costs on adversaries. As SDA Director Derek Tournear notes, 
PWSA will:

…put up hundreds and hundreds of satellites. Now (…) our satellites 
are more affordable than the missiles that you need to shoot them 
down. So we’ve kind of taken that off the table. We made it to where 
(…) it’s really difficult to shoot those satellites down just by virtue of 
proliferation.97 

Both the HSA and the PWSA are examples of the U.S. military modernizing its 
strategies and frameworks, notably through the JADC2. This groundbreaking 
concept aspires to create a unified system to connect military forces and their 
information sharing systems, irrespective of their operating domains such 
as air, space, sea, land, or cyber. This connectivity enables quicker decision-
making and improved situational awareness, vital aspects in modern warfare.98 
Both projects provide robust support for JADC2 by offering secure and 
reliable communication and data transport capabilities, even in contested 
and congested environments. While not SOF-specific, HSA and PWSA could 
provide future complementary opportunities for data collection, analysis, and 
promulgation to operators with their cloud computing, artificial intelligence, 
and autonomous command capabilities as those features mature. SOCOM’s 
subsequent prioritization of developing these capabilities internally can 
accelerate implantation and adoption of these technologies. 
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The potential advantages of SOF-specific solutions to harness the power of 
pLEO constellations, HSA, PWSA, and the broader JADC2 infrastructure  
are significant. When paired with Multi-Domain Autonomous Systems 
(MDAS), these solutions could provide NSW with extended access, enhance 
situational awareness, and enable real-time informed decision-making during 
distributed maritime operations. The integration of the aforementioned 
frameworks is pivotal in offering robust, secure, and reliable communication 
networks for SOF. This digital transformation not only fortifies the existing 
communication infrastructures but could revolutionize 21st century military 
operations. The adaptability, resilience, and enhanced situational awareness 
provided by these integrated systems are instrumental for mission success, 
especially in contested environments.

As warfare evolves to become increasingly reliant on data, it is critical 
to focus on real-time analytics, predictive algorithms, and other data-
intensive operations. These modern technologies, combined with resilient 
communication infrastructures, will form the bedrock for military strategies 
and decision-making. In an ever-evolving battlefield, where traditional 
communication methods can be compromised, the need for adaptive and 
resilient systems becomes a necessity. The U.S. Navy, and NSW in particular, 
can increase preparedness for future conflict by leveraging these emerging 
technologies and architectures across multiple domains. As the U.S. Navy and 
its partners and allies usher in a new era of digital, connected, and data-driven 
warfare, NSW has two key opportunities. First, the force can enable inno- 
vation adoption down to the unit level by equipping its people with the tools 
and access necessary for space-enabled operations. Second, the NSW can 
leverage its ability to operate in the “darkness” for strategic advantage. The 
next section of the paper will explore this opportunity to operate in darkness 
for NSW, identifying the fallacy of space as an inaccessible, doomed expanse 
in future conflict and suggesting avenues for NSW to leverage its unique  
strengths with space as a warfighting enabler. 
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Space as a Necessary Warfighting  
Enabler 

After years of “catastrophic” space scenarios briefed alongside nearly 
every PowerPoint presentation at the Pentagon, there is a deeply engrained 
assumption within the upper echelon of the NSW community, and the Navy 
at large, that during a conflict there will be no space assets available for use 
of any kind. Simply put, this assumption is overly reductionist and confuses 
communications degradation with communications elimination. This 
misunderstanding is not the fault of the U.S. Navy or even the broader defense 
apparatus. Early conceptions of conflict in space concerned themselves with 
designing small side arms that could be used in a vacuum and appropriate 
tactical employment similar to land warfare, often ignoring the nuances of 
communications and control.99 Even when considering a possible escalatory 
competitive state or kinetic conflict between the U.S. and a near-peer adversary 
like the PRC, it is extremely unlikely that all space assets will be rendered 
inactive.

This outlook is not to say that space as a warfighting domain is without 
instability. On the contrary, scholars have identified several friction points, 
to include the entanglement of nuclear and conventional capabilities on 
space-based assets, the possibility that direct ascent anti-satellite (DA-ASAT) 
testing could produce substantial space debris and damage existing mega-
constellations, and a dearth of agreed-upon governance for commercial and 
governmental space activity.100 Furthermore, none of these complications can 
be directly attributed to malign intent by any space power. As Bruce Macdonald, 
Carla Freeman, and Alison McFarland state in their special report for the U.S. 
Institute of Peace, “domestic and international policymaking is hard pressed to 
keep up with technical advances in the (space) field.”101 

Limited normative regulation and swift technological advancements have 
possibly contributed to the commercial sector and not a nation-state 
government articulating rules and responsibilities for space development 
and diplomacy. Muddying the public-private Venn diagram has further 
entangled the U.S. with China and has resulted in common interests between 
these adversaries. Therefore, it is possible that the political and military risks 
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associated with destroying space capabilities, as well as the sheer cost re- 
quired to do so, has a deterrent cooling effect on any space-based escalation  
in competition or conflict. 

These risks present themselves in three key ways. First, it is reasonable to 
assume that a near-peer adversary will want to maintain access to their 
own satellite constellations for as long as possible to ensure speedy, accurate 
communications and data transfers. Therefore, it is possible that a country like 
China would be unwilling to accept destruction of their own space constellations 
just to destroy those of an enemy. Lessons learned from the Russian invasion of 
Ukraine in 2022 substantiate this, suggesting that even powerful nation-states 
are unlikely opt for the total darkness of denied or degraded communi- 
cations. In order to gather intelligence, coordinate fires, deconflict engagement 
zones, and assess threats and battle damage, the Chinese will need to use their 
very own satellite systems. If non-kinetic fires are used, the resulting “high 
powered” signatures may render some satellites ineffective but open the door 
to counter-targeting of that exact same high energy jamming system.102 

Kinetic effects are equitably imprecise as space is more densely “populated” 
is generally understood – even the partial destruction of proliferated mega-
constellations at multiple orbital levels could create a hazardous amount of 
physical debris that will both grow in size and unpredictability.103 This idea of 
“Kessler Syndrome” argues that it is “conceivable that some ill-planned rapid 
expansion in the use of low Earth orbit could produce a much more rapid 
increase in small debris as a result of collisional cascading.”104 Destruction of 
enemy space assets lacks the precision necessary to mitigate risk and presents 
substantial opportunities for collateral damage, thus suggesting a rational actor 
might forego this option and maintain some level of space communications 
availability in a future conflict. 

The second and third presentations of risk in space operations are two sides 
of the same coin; they both deal with the potential use of offensive capa- 
bilities against space-based assets. The second presentation of risk has to do  
with the quantity of offensive capabilities, as it is possible that a near-peer 
adversary like China simply does not have enough “bullets” to threaten all 
space assets. More problematically, they may not desire to do so. China’s 
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space goals are simultaneously vehicles for economic growth and crucial 
components of the state enterprise. Programs like those outlined in China’s 
“Guiding Opinions of the State Council on Innovating the Investment and 
Financing Mechanisms in Key Areas and Encouraging Social Investment” 
advocate for “greater private capital to be invested in the development of civil 
space infrastructure, including the provision of commercial launch services,” 
and “developing fully reusable launch vehicles, nuclear-powered space  
shuttles, and solar power stations to enable mining operations and 
manufacturing in space” as components of China’s “Space Silk Road.”105 	

These civil and commercial investments are significant because of the  
high degree of overlap between civilian and military applications in China’s 
space sector. Since civilian investments are thus linked with defense and  
security in this concept of “civil-military fusion,” China may not desire a  
conflict that would permanently endanger their access to space infrastructures 
that serve as the backbone for civilian financial, transportation, or tele-
communications industries. In this way, space is not just a necessary  
warfighting enabler for China, it is also a necessary nation-building enabler. 

The combination of commercial, civil, and military proliferation of allied 
satellites in low earth orbit through the advancements of private-equity  
or billionaire-funded space companies also means that space is now available  
for more users, for longer periods within the conflict, and with higher band-
widths than ever before seen. As of this writing, there are roughly 4,500  
satellites in orbit, with American companies like SpaceX aggressively advocating 
to expand those numbers. In just the month of November 2021, roughly 
38,000 new satellites were proposed to the U.S. Federal Communications 
Commission.106 Removing one from a constellation requires a disproportionate 
amount of kinetic resources. Essentially, the bullets of space warfare are more 
expensive than their targets and impose substantive, decision-changing 
operational costs with diminishing marginal returns. 

The third reason why total annihilation of space-based assets is unlikely 
and perhaps an unreasonable operational construct has to do with scope of 
available offensive capabilities. It is highly improbable that the Chinese will be 
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able to destroy all space assets in all orbits, altitudes, and complexities. These 
seemingly nuanced differences in each asset have compounding operational 
consequences, as the offensive tactics needed to destroy all these spacecrafts 
are extremely difficult to master and may have diminishing returns. As a 2023 
Report to the Congressional Budget Office points out, “one potential advantage 
for constellations with many satellites is that their coverage and functionality 
might degrade more gradually compared with smaller constellations.”107 
Additionally, pLEO satellites are more resistant to electromagnetic attack due 
to the complexity and rapidity of the coordinated transmitter-receiver “hand-
over” happening between user terminal and quickly moving satellite, a transfer 
that takes place nearly every five minutes. Furthermore, the amount of power 
required from an uplink jammer to overwhelm a small, KU band spot beams 
from the relatively short distances of a low earth orbit, is much more difficult 
than the traditional geosynchronous orbits. These effects can be multiplied 
when different satellite types and functions are considered. The low earth 
orbit satellites may have different targeting solutions than geosynchronous 
orbit satellites; this is further complicated by the fact that the speeds, time 
limits, and payload to destroy a target vary from orbit to orbit and target to 
target. Unilateral total blackness is nearly impossible to achieve and would 
arguably play towards USSOF strengths of operating in denied and austere 
environments.

These offensive complications are not unique to the PRC. Top American 
military space leaders are doubling down on space defense, focusing on 
“fighting SATCOM” through a conflict.108 Leaders refuse to “sit on their hands” 
during a conflict but rather make all efforts to keep SATCOM available for 
allied users, a sentiment that is echoed in the 2020 Defense Space Strategy 
Summary, which prioritizes the U.S. capability to “build a comprehensive 
military advantage in space” designed to leverage “on-orbit, multidomain, 
and cross-component operations that are fully integrated with our allies and 
partners.”109 American defense space professionals have taken this guidance 
and implemented down at the operational level, conducting similar tests and 
drills on a daily basis to avoid space debris collisions, a transferrable skill to 
an anti-satellite attack. Essentially, offense in space is much harder than a laser 
aimed at the starship of an enemy planet. Risk to mission and risk to force 
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rise when dual-use technologies, widely-proliferated assets, and blurry rules 
of engagement are in play. Commitment to doing space defense well is much 
easier and much less risk acceptant than playing offense at all against a near-
peer adversary. 

There is also a normative component to this decision. Despite multiple 
scholars listing China’s revisionist or revanchist language as a break from  
the global order, it is clear that Chinese leadership recognize the sensitivity 
of their position on the world’s stage. Chinese aspirations to be a world-class 
space power in the immediate future indicate a possible desire to position 
themselves as an alternative to the American way of life on the international 
stage and in space.110 This is exemplified by the launch of the Tiangong Space 
Station and Project 921, as “the Chinese government noted in its latest white 
paper on space activities that China should be built ‘into a space power in 
all respects’ and use its space program to enhance its ‘overall strength.’”111 
Offensive activity in space could possibly negatively impact this carefully 
cultivated image of the Chinese space program by generating space debris, 
damaging other constellations, and bluntly thwarting international norms  
to isolate and condemn China to the global periphery.

Conclusion

Prior to the advancements made in the “new space” ecosystem, DoD was 
forced to use antiquated, slow moving geosynchronous satellites for all  
assured communications in times of peace and war. This lack of a “resilient 
space architecture” led Joint Chiefs Vice Chair General John E. Hyten to refer  
to these exquisite capabilities as “big juicy targets” that represented a 
substantial risk to mission.112 Luckily for American warfighters, Silicon 
Valley-led advancements in proliferated low earth orbit satellite constellations 
increased resilient communications infrastructures, and space launch 
capabilities have democratized and streamlined the options available to 
the U.S. Navy when operations require large amounts of data to be pushed 
to and pulled from ships operating over the horizon. Programs like Project 
Overmatch leverage alternate-PNT and CJADC2 concepts to enable operators 
at the tactical edge safely and securely. Yet, the toughest test still remains to  
be won: combined force integration. 
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Synching these technological advancements with the established norms of  
just U.S. SOCOM, let alone the entire conventional force, will take time, 
sufficient consistent resourcing from political leadership, and appropriate 
force design to test, evaluate, and leverage these systems for mission planning 
and execution. In the meantime, the U.S. and its partners and allies will still  
need to be able to leverage existing space-based capabilities and be able to 
operate in denied or degraded environments and defense communications 
infrastructures slowly modernize. Due to its centrality in the Space-SOF-
Cyber Triad and position at the tip of the spear for INDOPACOM operational 
planning, NSW is ideally positioned to leverage these technologies. 
Furthermore, NSW is most able to operate in communications “darkness” due 
to years of experience during GWOT in CENTCOM in austere operational 
environments. SOF is more easily able to innovate with, acquire, and adopt 
new technologies than the conventional force and is also inherently designed 
to be interoperable with high level partners and allies. For NSW, space can  
be a critical warfighting enabler to provide operators with access and placement 
for future operations, if and only if it is integrated into the planning cycle 
properly. 

Without that integration, it is possible U.S. operators and allied and partner 
forces will be without needed capabilities in a kinetic fight. That kind of 
handicap is dangerous if not irreversible. Space must be considered a critical 
warfighting enabler for special operations forces if the United States and 
its allies and partners want to attain strategic advantage over any near-peer 
adversary. Presuming that space will be unavailable or compromised to the 
point of uselessness represents a dangerous retrenchment into safe mission  
sets with outdated technology. U.S. SOF have the opportunity and the 
responsibility to leverage emerging space-based capabilities for the safety and 
security of the nation. They are uniquely positioned to fight and win in any 
domain, at any time. Space may be a vacuum, but an adversary can still scream. 
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REMOTE WARFARE AND SMALLER 

WESTERN COUNTRIES

Major Cedric Craninx

Low-intensity conflict should be the domain of special operation forces (SOF) 
with other service components in support.1 According to Michael Noonan’s 
Irregular Soldiers and Rebellious States,2 as a type of low-intensity conflict, 
irregular warfare has the features of Major Fernando Luján’s “light footprints”3 
and Captain (Navy) Rob Newson’s “MINFORCE.”4 Light-footprint operations 
often substitute for massive “boots on the ground” engagements. They instead 
rely “on a small number of civilian and military professionals to work patiently 
over many years to prevent and contain security challenges.”5 Renowned 
strategist and author David Kilcullen also emphasizes the importance of light, 
indirect, least-intrusive intervention in long-term, low-profile engagements 
wherever possible.6 These notions support strategist Colin Gray’s first master 
claim on the economy of force: “Special Operations can achieve significant 
results with limited forces.”7 Lujan asserts, “In the simplest terms possible, 
the light footprint is fundamentally based upon working indirectly through 
indigenous actors to achieve national security objectives.”8 SOF use these types 
of operations against non-state actors, insurgents, and criminal and terrorist 
networks.9 

In the final years of the President George W. Bush’s administration, a new  
form of “remote warfare” was pursued by the United States that involved many 
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of the characteristics of light-footprint operations. Mainly characterized by 
the use of drones in the early stages, remote warfare aims to counter threats 
at a distance. Moreover, the notion of remoteness denotes that militaries 
do not have to operate on the contact line any longer.10 As a result, kinetic 
operations are carried out without exposing Western military personnel to the 
risks normally associated with armed conflict in a warzone.11 Remote warfare 
instead focuses on “‘shaping’ the international security environment through 
technology, flexible operations, and military-to-military partnerships.”12

The spectrum of remote warfare is very broad. It encompasses unilateral 
operations, partner operations, train/advise/assist, and security assistance.13 
Air support, intelligence operatives, private contractors, and SOF training 
teams are features of remote warfare intended to assist local forces in  
fighting.14 Researchers Abigail Watson and Alasdair McKay state that this 
model involves the following measures:

•	 Supporting local security forces, either official state forces, militias 
or paramilitaries; for example, through the provision of training, 
equipment or both;

•	 Special operations forces, either training or sometimes even working 
alongside local and national forces; 

•	 Private military and security contractors undertaking a variety of 
roles;

•	 Air strikes and air support, including unmanned aerial vehicles 
(UAVs) or “armed drones” and manned aircraft; and

•	 Sharing intelligence with state and non-state partners involved in 
frontline combat.15 

Since the early 2000s, remote warfare has become a central instrument in the 
U.S. counterterrorism toolbox.16 From the coalition fighting the Islamic State 
in Iraq and Syria (ISIS) to the saturation of Western light footprints in Niger,17 
kinetic actions are choreographed and often controlled from a distance.18 
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Under this model, military outposts and operational capabilities are being 
built by Western countries throughout Africa to monitor, disrupt, and contain 
potential threats.19

Following this pattern, many other Western nations have adopted the model.20 
Smaller Western countries’ policy-makers engage their military in remote 
warfare, hoping to decrease the risk to the force, counter threats at a distance 
and limit budgetary costs. Problems arise, however, for smaller Western 
nations when they cannot access the full spectrum of remote warfare features. 
Due to a lack of resources, such as drones, geospatial intelligence (GEOINT), 
or human intelligence (HUMINT), these nations cannot or do not deploy even 
the minimum number of remote warfare features available when not operating 
under a coalition umbrella. 

Executing remote warfare while lacking adequate resources increases the 
force’s exposure to risk, jeopardizes mission success, or both. These deviations 
from the original remote warfare model therefore often lead to added force-
protection measures and increased footprints that can adversely impact building 
a relationship with the population and a partnership with local forces during 
low-intensity conflicts.21 Moreover, without the right deployed capabilities, 
smaller countries’ SOF may have very limited freedom of action (FoA) and 
consequently may not be able to measure their remote warfare operational 
effectiveness. Without such measures, SOF may not receive the necessary 
support and funding at the strategic and political levels. This problem mainly 
manifests organizationally due to the hierarchical governmental and military 
planning and decision-making process.

Therefore, this chapter seeks to answer the question, “What forms of support 
make the remote warfare system effective?” by analyzing the impact of remote 
warfare components on operational MoEs. The study employed system 
dynamics modeling and simulation to analyze the effectiveness of two types 
of remote warfare support to a local partner: training support and intelligence 
support. Using insurgent force size and information availability as key 
measures of effectiveness (MoE) the model simulated multiple ways in which 
the characteristics of remote warfare may impact the dynamics of a sub-state 
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conflict. Data from the Islamic State insurgency case study was used to vali-
date the model’s fit over a simulated 36-month run and draw conclusions. 

This research found that small Western nations should more carefully 
consider the proportion of different forms of remote support provided to the 
local partner in a conflict. Growing the partner’s force size through training 
is ineffective if remote intelligence support is not provided. By contrast, 
intelligence support to a partner nation’s force routinely enhances its ability to 
find and fix the insurgent force, reducing the latter’s size and effectiveness. The 
study recommends three internal and one external strategic approach for SOF 
to collect more intelligence to more effectively help partner nations. 

In the first internal approach, SOF and intelligence operatives work together 
under an inter-service umbrella. In the second internal approach, small 
Western SOF enhance their organic intelligence capability. The third internal 
approach represents a combination of the first two approaches. Finally, the 
external strategic approach stresses the importance of smaller countries 
joining efforts in a coalition to build partner capacity and provide a broader 
spectrum of remote warfare support options, most importantly, more types of 
intelligence.

Systems Dynamics Modeling and  
Analysis Overview

Remote warfare, at the broadest end of the spectrum, supports a local partner. 
That partner is often an actor engaged in an internal conflict in which two 
opponents confront each other for control of the political space.22 In those 
conflicts, local forces, also called counter-insurgents, fight against a guerilla 
force called insurgents.23 When a third-party state provides military support  
to a local partner’s counter-insurgency, that state also becomes part of the 
COIN force. 

To combat insurgencies effectively, it is crucial to have a clear understanding of 
the characteristics and capabilities of the opposing forces. Typically, insurgents 
have an information advantage, which means that they are better able to gather 
and disseminate information about their opponent’s activities and objectives. 
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However, they often have a disadvantage in terms of the size and strength of 
their forces compared to counter-insurgents. Conversely, counter-insurgents 
typically have a force advantage, meaning that they have greater numbers 
and resources at their disposal. Nevertheless, they often struggle with an 
information disadvantage, which means that they may have limited know-
ledge about the insurgents’ activities and objectives. 

Balancing these advantages and disadvantages is essential to achieving  
success in COIN operations.24 The full-scale support covers a broad spectrum 
of services. It is operationally effective, as evidenced by its contribution to  
the U.S.-led coalition militarily defeating the IS insurgency in a three-year 
period. Full-scale support is most effective due to the range and synergy of 
capabilities deployed that allow not only for a high level of intelligence, 
knowledge, and understanding of the OE but also a high level of protection 
provided by dedicated air support. Unfortunately, such comprehensive support 
is not achievable for countries with limited resources and risk appetites when 
they do not operate under a coalition umbrella. 

It is therefore critical to determine how smaller Western countries’ SOF can 
allocate their limited resources to training support and intelligence support 
during remote warfare to better help local partners fight insurgents. This study 
used system dynamics modeling and simulation to analyze the impact that 
these remote warfare components have in a counter-insurgency. Using force 
size and information availability as MOEs, the model determined the COIN 
size, the insurgents’ size, and the COIN find and fix capability by turning on 
and off the training support and adding different levels of intelligence support. 

In the model, there are three levels of possible intelligence support, grouped  
by ease of sharing. Sharing open-source intelligence (OSINT) products, 
unmanned aerial vehicle (UAV) images, and geospatial intelligence (GEOINT) 
with a partner is the minimum and easiest remote intelligence support 
to provide. Therefore, they are modeled as Level 1 support. Human intelli- 
gence (HUMINT) involves more risks for the agents and the sources, so 
it requires more risk acceptance from the supporting nation. Therefore, 
HUMINT is added to Level 1 inputs to constitute Level 2 support. Finally, 
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signals intelligence (SIGINT) is expensive and often requires a higher security 
classification. Therefore, SIGINT is added to the sources in Level 2 to constitute 
Level 3 support.

This system dynamics model was intended to demonstrate the impacts of 
these different types of remote warfare support provided by a Western country 
to a local partner force during an insurgency. Data from the Islamic State 
insurgency case study was used to validate the model’s  fit  over a simulated 
36-month run and draw conclusions. The results demonstrated the degree 
of impact on the size of the counter-insurgency, the size of the insurgency, 
and the counter-insurgents’ find and fix capability for each type of support 
provided. Most importantly, the results showed which type of support is the 
most operationally effective in decreasing insurgency size. 

Findings 

The remote warfare model shows the high effectiveness of intelligence sup-
port and the relative lack in effectiveness of training support when the latter  
is mainly focused on increasing the COIN size. 

Information as a Function of Force Size and 

Multi-Source Intelligence Gathering 

Many insurgent competition models measure the tradeoff between infor- 
mation and force according to various levels of conflict or stages of insur- 
gency.25 One of the central assumptions of such models is that the level of 
information available to each party is a function of the size of the insurgency 
and counter-insurgency effort. In this study’s results, training support  
primarily increases the COIN size, while intelligence support dramatically 
increases the infor-mation component (COIN find and fix capability). These 
outcomes are accomplished through a synergistic effect of multiple intelligence 
activities including sharing intelligence with the partner, OSINT, and 
GEOINT (manned and unmanned aircraft included), HUMINT, and SIGINT. 
Information remains a function of COIN size and insurgents’ size, but it is 
more a function of the added synergy of multi-intelligence provided by the 
remote warfare intelligence support. 
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Impact of Remote Warfare on INSURGENCY Size

Within the model’s variables, the maximum support is the most effective form 
of remote warfare in terms of decreasing insurgency size: training support and 
Level 3 intelligence support.

That said, intelligence support is the only type of support, to a lesser or a  
greater degree depending on the level, that is alone able to decrease the 
insurgency size. The main difference between the simulations with and without 
intelligence support is the capacity of the COIN force to “see” the insurgents. 
The analyses for the three levels of intelligence support demonstrated the 
relationship between an increasing find and fix capability as a result of greater 
intelligence support and the decreasing insurgency size. The more the COIN 
force can find and fix the insurgents, the more the insurgency size decreases. 

However, intelligence support cannot completely defeat an insurgency on its 
own.26 A complete COIN win also involves gaining control of the political 
environment and addressing the underlying social and political issues that 
gave birth to the insurgency in the first place.27 

Growth in COIN Size,  Limited Impact of Train-

ing Support on INSURGENCY Size

Finally, the growth of the counter-insurgency effort is mainly dependent on 
the training support provided to increase or sustain the force and reduce  
the force attrition rate. Still, this finding is aligned with the literature because 
the model shows that a growing COIN size has little to no impact on insur-
gency size if the insurgents are relatively invisible to COIN forces.28 Lastly,  
the analysis revealed that without external intervention in the insurgent 
conflict, the insurgents’ information advantage counterbalances their size 
disadvantage such that insurgency size continues to grow. Without proper 
intelligence, the COIN force cannot locate or target the insurgents. So only 
employing training support to grow a partner size produces a similar out- 
come to not intervening at all.
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Recommendations for Smaller  
Country SOF

Based on the findings of this study, when Western countries decide to sup- 
port a partner nation, they should carefully consider the type of support they 
will provide if they want to impact the conflict. Decision-makers and SOF 
should recognize that training support mainly focused on growing the size 
of the partner force should be avoided as a stand-alone option in bilateral 
agreements between a small Western country and a partner nation fighting 
insurgents. This limited support is not operationally effective because it does 
not help the partner find and fix the insurgents and so does not significantly 
diminish the size of the insurgent forces. 

Intelligence support as a stand-alone option, while not ideal compared to  
full-scale support, would be preferable for small countries with limited res-
ources and a strategic culture that is averse to direct military interventions. 
In such cases, this approach is more operationally effective because it 
counterbalances the local partner’s information disadvantage by increasing 
the COIN force’s find and fix capability, thereby significantly reducing the size 
of the insurgent force. In the context of limited resources and budget, smaller 
Western countries should shift their policy from training to intelligence 
support, or both. If SOF must prioritize, it should direct its resources and 
efforts towards intelligence support instead of training support. 

To do that most effectively, smaller Western countries need to generate 
actionable intelligence that is based on multiple sources. While major powers 
have the luxury to run a multi-source apparatus exclusively within SOF or the 
intelligence service, the interservice approach is necessary for smaller states 
to attain the multi-intelligence fusion level. The least expensive way for them 
to produce multi-intelligence today is undoubtedly by combining the three 
“INTs” (i.e., HUMINT, OSINT, GEOINT). 

To that end, this study recommends three internal and one external strategic 
approach to collect intelligence to better support partner nations. The first 
approach proposes that SOF and intelligence operatives work together under 
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an inter-service umbrella. In the second internal approach, small Western  
SOF enhance their intelligence capability by developing a broader organic 
spectrum of INTs. In the third internal approach, the country opts for 
a combination of the first two approaches. Finally, the external strategic 
approach stresses the importance of smaller countries joining efforts in a 
coalition to build their partner capacity and provide partner nations with a 
broader spectrum of support options. 

A Level 2 Intelligence Support, Multi-Int Concept

One of the most cost-effective ways to produce multi-source intelligence is by 
combining three intelligence sources, or the three INTs: HUMINT, GEOINT 
(which includes manned and unmanned aircraft imagery and videos and 
OSINT). Coupled with an agreement to share intelligence with the supported 
partner nation, this concept has the capability to significantly impact the 
insurgent conflicts that smaller Western countries could be involved in. To 
illustrate the utility of this multi-int concept, some details about the different 
types of INTs are useful.

OSINT has transformed over the last decade. As Lauren Zabierek, the former 
Executive Director of the Cyber Project at Harvard Kennedy School’s Belfer 
Center, has observed, the growth in data volume, variety, and velocity has been 
exponential.29 The internet has become a sensor. We can easily refer to the 
internet as multi-int because it provides access to news, commercial satellites 
that can do imagery analysis, commercial signals, and snippets of audio and 
video and it even makes judging the veracity of human-derived information 
possible.30 

HUMINT provides insight into opposing forces’ intent as well as actions. 
Depending on the HUMINT type (i.e., clandestine, covert, or overt) and 
the information required, HUMINT can take time to develop because of 
the sources’ placement and access to information. Therefore, HUMINT 
in many cases is less responsive to immediate needs. It remains, however, a 
unique capability by providing insights into the opponent’s thoughts, plans, 
and intentions. Human sources can sit in leadership or inner circle meetings, 
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report on the latest enemy decisions, future locations, or pattern of life and 
provide unrivaled insight into what an opponent wants. 

When training, advising, and assisting a partner nation, the line between 
human intelligence collection and security cooperation is thin due to the  
trust built between partners. During these operations, SOF can help confirm 
or deny information collected by other sources or help identify sources that 
the intelligence service could further exploit. Even advanced technical 
intelligence operations often rely to a certain extent on HUMINT-derived 
information and cueing in denied areas, where friendly deployed sensor  
arrays require proximity to the target. Therefore, HUMINT is critical for 
intelligence and operational synergy.

GEOINT is “information about any object – natural or man-made – that can 
be observed or referenced to Earth and has national security implications.”31 
Geospatial intelligence “consists of imagery, imagery intelligence, and 
geospatial information.”32 Earth observation, UAV technologies, and AI- 
enabled surveillance and collection have made incredible progress in the  
last decade. For example, UAVs may capture long-duration, close-up full 
motion video. As a subset of GEOINT, activity-based intelligence (ABI), also 
referred to as pattern of life, involves gathering intelligence by observing 
behaviours that are indicative of a specific activity occurring in an area.33 It 
can detect unusual behaviours or patterns that can signal the presence of an 
activity that is particularly relevant to friendly operations, or an imminent 
threat, such as individuals emplacing improvised explosive devices.34 While 
aerial intelligence is the most expensive of the three INTs discussed in this 
study, its costs have dropped while its capacities have grown.35 These systems 
enhance GEOINT collection and often achieve “persistent surveillance.”36 

The combination of these three INTs is a multi-source concept intended  
to build and sustain the intelligence edge necessary during a remote 
warfare. The combined result can give a good sense of an opponent’s capa- 
bilities and intentions. It is a practical and economical way to produce 
actionable intelligence before sharing it with a local partner. It thus provides 
a small country’s SOF with the necessary intelligence foundation to support  
a partner force in finding and fixing the insurgents in their territory. 
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Internal Strategic Approaches 

This multi-source approach can be implemented by combining SOF and 
intelligence operations. The collaboration level between SOF and intelligence 
services varies among nations large and small. The United States and other large 
allied and partner nations have made great progress in intelligence sharing 
and collaboration since 9/11.37 However, the smaller Western countries have 
not followed this trend. Small country SOF would do well to study different 
strategic approaches to the collection and sharing of intelligence to maximize 
the effectiveness of intelligence support in the context of resource-constricted 
remote warfare. 

The first approach would consist of intelligence operatives and SOF support- 
ing each other and pursuing the same objectives. Both actors would enable  
each other, cover each other’s deficiencies, and would work towards the 
same national strategic objective, in this case related to the military defeat 
of an insurgency in a partner country. As an intel collection asset, SOF 
would participate in the current intelligence-gathering apparatus. A second 
approach would be to broaden SOF’s own collection spectrum, develop 
organic capabilities and pool its intelligence with the intelligence services. A 
third approach would be a combination of the first two, ensuring the highest 
flexibility in terms of ways and means to reach intelligence end states. This inter-
service approach encourages seamless coordination and information sharing, 
allowing for a more holistic understanding of the operational environment. 
By leveraging the expertise and capabilities of both entities, a more robust and 
efficient intelligence apparatus can be established. 

Whether the intelligence service and SOF cooperate to provide actionable 
intelligence or whether SOF creates new capabilities and fills that gap, these 
paths will offer suitable solutions. All these approaches might be different in 
many aspects when looking at costs and benefits, at the necessary intelligence 
capability-building within the SOF community, or at the necessary structural 
inter-service collaboration, but they are all effective when it comes to gaining 
a better understanding of the operational environment, sharing it with a 
partner and effectively helping them in decreasing the size of their enemy. 
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The optimal solution, in terms of quality, quantity, and flexibility, is taking the  
third approach in which both SOF and intelligence operatives work towards 
the same objectives, but the overall intelligence capabilities deployed are 
superior due to SOF efforts in enhancing its own. It is also the best way to 
guarantee the multi-source intelligence benefits in support of a partner nation 
that is unable to find and fix its enemy during an insurgent/counter-insurgent 
competition. That said, in the limited resource context of smaller Western 
countries, employing whatever method enables finding and fixing insurgents 
during remote warfare should be the primary concern.

External Strategic Approach

Multiple European nations often deploy to the same country, and each signs 
bilateral agreements to help the same supported country. Rather than each 
country individually offering support that meets its diplomatic, political, 
and economic standards, all parties should unite their efforts within a single 
alliance. This coalition would provide comprehensive support encompassing 
all types of support, most importantly intelligence support. 

As observed in the Remote Warfare simulation, on the one hand, intelligence 
support is operationally effective. It is logical that counterbalancing the 
COIN disadvantage by providing COIN forces with actionable intelligence 
helps them better find and fix insurgents for operational effectiveness. On 
the other, something completely overlooked by the small Western European 
countries is another of this study’s findings, i.e., the lack of effectiveness of 
training support focused on growing a partner force size to help them fight 
against insurgents. Here, it is important to distinguish the building partner 
capacity (BPC) often applied by smaller Western countries from the BPC used 
by major powers. For example, the BPC framework applied by the United 
States is an operational and fiscal authority to help build a partner’s capacities 
across the different joint functions and to implement them by supporting the 
partner through their Doctrine, Organization, Training, Material, Leadership, 
Personnel, Facilities and Policy.38 Few smaller countries are able to provide 
the full capacity employed by the United States, such as persistent surveill-
ance drone ISR (Intelligence, Surveillance, Reconnaissance) coverage. Due to 
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the relatively limited resources available, smaller countries mainly support 
training.39 By providing their partners only training, small Western countries 
focus on increasing the COIN force size but too little on their effectiveness at 
finishing insurgents, and not at all on their find and fix capability. 

Because of this tendency to provide more training support than intelligence 
support, discrete bilateral agreements by small countries usually result in a 
dearth of intelligence support. Most Western countries have bilateral agreements 
with African countries to support them by providing training to their troops. 
For example, many Western countries are involved in Niger. Whether their 
involvement is called capacity building, providing or guaranteeing security, or 
contributing to military education, it is often training support or some form of 
it that is provided.40 

Among the European countries contributing to a find and fix capability in  
Niger are Germany, which is providing surveillance drones, and Denmark, 
which is providing intelligence units.41 On top of the EU mission, five EU 
member states have bilateral agreements with Niger and support the same 
partner mainly with training. Meanwhile, Belgian SOF coordinate the SOF 
activities of other countries (i.e., United States, Canada, Italy, Germany, 
Belgium) with Nigerien demands.42 There is not enough unclassified data to 
argue whether these supporting countries are merely growing the partner 
force size or increasing its overall effectiveness at finishing insurgents. In any 
case, Figure 16.1 shows that while Western countries contribute (albeit in  
an unbalanced way) to different forms of train-and-equip missions, there is 
little intelligence support provided.43 
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FIGURE 16.1 – Multiple Bilateral Agreements with a Partner Force and the 
Disequilibrium between Training Support vs Intelligence Support44

The result of this imbalance is far from achieving something comparable to the 
U.S.-led coalition in Iraq in terms of the full spectrum of support provided. 
There are obviously budget and resource constraints that the U.S.-led coalition 
did not face, but the main question is, are small Western nations optimizing 
their engagement, not only bilaterally, but as a whole (i.e., as EU members)? 

Instead of each providing a satisficing support that meets its diplomatic/
political/economic criteria, to provide sufficient intelligence support during 
remote warfare and thereby efficiently impact the conflict, small Western 
nations should combine their efforts under one alliance, a mosaic of sup-
ports. This approach would be a unique coalition offering the maximum 
support as defined in the model. A framework like the U.S. BPC, with 
its provision of complete ready-to-deploy capacities, would enhance the 
COIN finish component and the COIN find and fix component. Figure 16.2  
shows that a coordinated spectrum of support under a coalition can provide 
a BPC framework and a better equilibrium between training and intelligence 
support. 
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FIGURE 16.2 – Streamlined BPC under a Coalition and the Equilibrium 
between Training Support and Intelligence Support

There would be multiple challenges associated with such a coalition. An 
obvious challenge would be to align the operational objectives with each 
coalition member’s own security objectives. These alignments are crucial 
for participation and funding. However, no such challenge is too great to 
overcome. Belgium and the Netherlands operated under a binational Special 
Operations Task Group (SOTG) in Iraq during Operation Inherent Resolve 
(OIR). In 2018, Belgium, Netherlands and Denmark signed a Memorandum of 
Understanding for the creation of a Composite Special Operations Component 
Command (C-SOCC) to participate in the NATO Response Force (NRF).45 
These cases show that smaller Western states can reconcile security objectives 
and reach successful agreements. 

Smaller Western countries desiring to apply the remote warfare model 
should consider forming coalitions to increase the number of remote warfare 
capabilities, most importantly, intelligence synergy, to provide supported 
partner nation forces with greater FoA, improved MoE, increased situational 
awareness, and improved risk analysis. This streamlined intelligence and 
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operational synergy could help the supported partner nation grow its force 
size but also significantly improve its coefficient of effectiveness and overcome 
an information disadvantage by finding and fixing the insurgents and reducing 
their force size and influence. 

Conclusion

Today, the concept of remote warfare means that Western countries support-
ing a partner nation no longer need to operate directly on the front lines. 
However, smaller Western nations face challenges when they lack access to the 
full range of remote warfare capabilities. Without resources like air support, 
GEOINT, or HUMINT, these nations cannot deploy even the minimum 
remote warfare features. Unfortunately, the available means define how 
small Western countries are willing to help partners, whether that assistance 
impacts the sub-state conflicts or not. Executing remote warfare with limited 
resources often leads to training support focused on increasing a partner force 
size. Conducting remote warfare without adequate resources can jeopardize 
mission success or be inefficient.  

To address these problems, a system dynamic model was used to examine the 
effects of training support and intelligence support on COIN and insurgent 
forces to assess remote warfare’s effectiveness in insurgent competitions. 
Based on the assumption that insurgents have an information advantage and 
a force (size) disadvantage and that counter-insurgents have an information 
disadvantage and a force advantage, the model showed the impact of opponents’ 
sizes and available information on the outcome of the conflicts. 

The study found that training support bolsters a partner force’s size advan- 
tage, while intelligence support balances a partner force’s information dis-
advantage. Balancing their information disadvantage and enhancing a partner’s 
ability to find and fix insurgents significantly decreases the insurgency size. 
Conversely, reinforcing a partner force size advantage does not substantially 
affect insurgency size. However, by shifting the allocation of their limited 
resources from training support to intelligence support during remote warfare, 
smaller Western countries could better help local partners fighting insurgents.
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The study proposes a set of strategic approaches, both internal and external, 
to augment data collection, enhance situational awareness, and effectively 
assist partner nations. The first internal approach involves empowering small 
Western SOF to bolster their intelligence capabilities. The second internal 
approach emphasizes close collaboration between SOF and intelligence 
operatives, operating under a unified inter-service umbrella. The third 
internal approach represents a fusion of the previous two approaches. It entails 
combining the efforts of small Western SOF with intelligence operatives under 
an inter-service framework. This integrated approach harnesses the strengths 
of both entities and maximizes their collective impact. 

Lastly, the external strategic approach emphasizes the significance of smaller 
countries joining a coalition to strengthen partner capacity. By forming 
alliances and pooling resources, these nations can provide a broader spectrum 
of support options, particularly an expanded array of intelligence capabilities. 
This collaborative effort enhances the collective intelligence infrastructure and 
enables more effective assistance to partner nations. Overall, implementing 
these strategic approaches, both internally and externally, will facilitate the 
acquisition of actionable intelligence, allow partner nations to receive more 
effective forms of support, and increase the effectiveness of smaller Western 
countries’ remote warfare, ultimately fostering greater security and stability.

These findings regarding how to maximize remote warfare operational 
effectiveness are crucial in persuading military leadership to advocate for 
the adoption of more SOF intelligence capabilities and an inter-service SOF/
intelligence service approach to civilian bureaucrats at the national level. The 
findings should help them recognize the costs and benefits when considering 
the type of support, they aim to provide to local partners.





309PART I I I

CHAPter

17
WHO YOU GONNA CALL?  

THE STRATEGIC UTILITY OF SOF

Colonel (retired) Bernd Horn

The military has always been a key instrument of national power. Its strategic 
utility for defending the nation and furthering national interest using direct 
military force or by assisting friends, allies, coalitions and/or international 
organizations has earned it a voice in national security policy formulation  
and implementation.1 The three traditional services, the Navy, Army and Air 
Force, have for a long time been recognized as key players in this strategic 
context. The new millennium, particularly as a result of the terrorist attack 
on the Twin Towers of the World Trade Center on September 11, 2001 
(9/11), has added SOF to that list of strategic players. Much like the theme 
song of the pop culture film Ghostbusters that asks the rhetorical question, 
“Who you gonna call?” in the new dynamic, complex and ambiguous security 
environment, SOF has earned itself a place in the rolodex of most political  
and military decision-makers. 

The ascendency of SOF in the post 9/11 security environment, where SOF has 
played key roles in the counter-insurgencies in Afghanistan and Iraq, as well 
as in the “global war on terror,” has prompted scholars, military analysts and 
practitioners to generate new concepts to describe SOF’s strategic relevance 
and saliency. Specifically, “SOF Power” and “Force of Choice” have emerged 
as common terminology in the defence community. In fact, it is precisely 
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because of SOF’s strategic utility that these new perspectives on SOF are well  
deserved and arguably will continue into the foreseeable future. 

Indeed, SOF have evolved constantly over time. The birth of modern SOF  
is generally accepted as having started in the Second World War. At the time, 
SOF was generally defined as consisting of “special men, special training and 
special missions.” Central to the evolution of SOF was the fact that they were 
normally marginalized by the larger military institution until crisis, or a gap 
in military capability, was experienced.2 Then, normally due to champions in 
high ranking political and/or military leadership and command appointments, 
SOF were relied on to respond to the new threat or circumstances until, as a 
minimum, a conventional solution could be prepared, the crisis passed, or the 
requirement transitioned to a designated SOF capability (e.g. counterterrorism).  
Not surprisingly, over the Cold War and subsequent post-Cold War eras, SOF 
continually evolved to match the constantly changing security environment, 
which morphed based on global shifts and societal changes. 

As a result, SOF’s current structure in the post-9/11 world is a dramatic 
departure in form and substance from their Second World War roots. A 
Canadian definition of SOF is telling:

Special Operation Forces are organizations containing specially 
selected personnel that are organized, equipped and trained to 
conduct high-risk, high value special operations to achieve military, 
political, economic or informational objectives by using special and 
unique operational methodologies in hostile, denied or politically 
sensitive areas to achieve desired tactical, operational and/or strategic 
effects in times of peace, conflict or war.3

Encapsulated within the definition is the key to SOF’s strategic utility in the 
contemporary operating environment. SOF provide the government with a 
wide range of cost efficient and effective capabilities and options outside of 
the normal military context and capability set. Their ability to produce on 
short notice, courses of action in a number of domains, regardless of location, 
desirable outcomes, with a high probability of success, give them great saliency 
to political and military decision-makers. As the internationally renowned 
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strategist Colin Gray, asserted, “special operations forces are a national  
grand-strategic asset: they are a tool of statecraft that can be employed quite 
surgically in support of diplomacy, of foreign assistance (of several kinds), as  
a vital adjunct to regular military forces, or as an independent weapon.”4 

Notwithstanding Gray’s statement, the true test of strategic utility is what 
an organization contributes to national power and the ability to project or 
defend national interests. Strategy in essence is about ends (objectives), ways 
(courses of action) and means (resources). Military strategy specifically is 
commonly understood to mean the application of, or threat of the use of, 
military force to achieve political ends. Therefore, for SOF to be a “force of 
choice” or to demonstrate “SOF Power,” means that SOF must have substantive 
value in the exercise of national interest. In short, they must deliver capability 
complementary to traditional conventional capabilities delivered by the three 
services and they must expand the option space for political and/or military 
decision-makers. 

Most would agree, based on events around the world in the last decade or so 
that SOF have demonstrated this capacity. They have achieved success through 
the nature of their characteristics, operating imperatives and the emphasis SOF 
places on the training and education of their personnel.5 In total, these factors 
produce SOF capability, or what many examining the subject call “SOF Power.”

In essence, SOF have been able to demonstrate their strategic utility through 
their ability to deal with crisis in a timely and responsive manner, usually 
through innovation and adaptation.6 Central to this capability are individuals 
with the cognitive dexterity and agility to assess a situation, often with 
incomplete information and/or in conditions of ambiguity and chaos, and 
devise creative solutions not constrained by doctrine or convention. But, in a 
more macro sense, “SOF Power” speaks to SOF’s ability to provide government: 

1.	 High readiness, low profile, task-tailored Special Operation Task 
Forces (SOTFs) and/or SOF Teams that can be deployed rapidly, 
over long distances and provide tailored proportional responses to a 
myriad of different situations;
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2.	 Highly trained technologically enabled forces that can gain access to 
hostile, denied, or politically sensitive areas;

3.	 Discreet forces that can provide discriminate precise kinetic and non-
kinetic effects; 

5.	 A deployed capable and internationally recognized force, yet with 
a generally lower profile and less intrusive presence than larger 
conventional forces;

6.	 An economy of effort foreign policy implement that can be used to 
assist coalition and/or allied operations;

7.	 A rapidly deployable force that can assess and survey potential crisis 
areas or hot spots to provide “ground truth” and situational awareness 
for governmental decision-makers;

8.	 A highly trained, specialized force capable of providing a response to 
ambiguous, asymmetric, unconventional situations that fall outside 
of the capabilities of law enforcement agencies (LEA), conventional 
military or other government departments (OGDs);

 9.	 A force capable of operating globally in austere, harsh and dangerous 
environments with limited support. SOF are largely self-contained and 
can communicate worldwide with organic equipment and can provide 
limited medical support for themselves and those they support; 

10.	 A culturally-attuned SOTF or SOF team that can act as a force 
multiplier through the ability to work closely with regional civilian and 
military authorities and organizations, as well as populations through 
Defence, Diplomacy and Military Assistance (DDMA)/Security Force 
Assistance initiatives;

11.	 A force capable of preparing and shaping environments or battle 
spaces (i.e. setting conditions to mitigate risk and facilitate successful 
introduction of follow-on forces); and

12.	 A force able to foster inter-agency and inter-departmental cooperation.
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Notwithstanding the strengths and capabilities of SOF, it must be noted that, 
in accordance with the “fifth SOF Truth,” most special operations require  
non-SOF assistance.7 In other words, in no way should SOF be seen as a 
“silver bullet.” Despite SOF’s attributes and characteristics, they rely on con- 
ventional forces to assist in most of their mission sets either through support-
ing functions, particularly combat enablers that are not already integrated 
into a standing task forces (e.g., airlift, fires, Intelligence, Surveillance, 
Reconnaissance (ISR)), or with combat forces (e.g., follow-on forces). As 
such, SOF are simply another tool in the government’s military “toolbox.” 
They complement and support the nation’s conventional military capability. 
Although able to work independently, SOF rely on, enable and work in close 
cooperation and coordination with, the three traditional services.

In sum, SOF provide significant strategic utility in that they can provide 
political and military decision-makers with a myriad of timely, precise and 
tailored options in response to a complex, chaotic and ambiguous strategic 
contemporary operating environment. The high readiness posture, small 
footprint, skill level and deployability of SOTFs and SOF Teams allow for a 
rapid and determined response, domestically or internationally. SOF have  
also served as a catalyst to unify, extend the reach and maximize the effects 
of other instruments of national power. In the end, SOF have consistently  
proven to be a strategic resource that provides political and military decision-
makers with a wide range of precise kinetic and non-kinetic options to  
deter, pre-empt, disrupt, react to or shape strategic or operational effects 
domestically or abroad. Importantly, SOF represent a highly trained and 
educated, adaptive, agile-thinking force capable of dealing with the threat(s) 
not yet identified. As such, SOF possess the ability to provide, and have shown 
their effectiveness in providing, substantive value to advancing national 
interests.
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Dr. Patricia J. Blocksome  

& Colonel (retired) Bernd Horn

The purpose of this book was to examine the concept of threat and how 
Special Operations Forces (SOF) and Special Operations (SO) have, and 
continue to, address new and emerging perils to national and global security. 
This examination is particularly relevant in the current and future security 
environment. In order to do so, the contributions to this edited volume  
were organized into three sections: Part I presented an overview of SOF/SO 
through a historical lens, Part II analyzed current threats and Part III discussed 
how SOF/SO might respond to some of the new, emerging, dynamic and 
ambiguous threats.

Part I focused upon the common theme of how SOF/SO typically arise  
as a product of their security environment, as war or conflict provides a demand 
for units with specialized skills and capabilities not present in conventional 
military forces. The chapters revealed that SOF/SO evolve and are supported 
due to requirements arising from crises and capability deficiencies of  
existing conventional military forces. As a result, they are generally not 
planned for in advance. Indeed, there appears to be a natural cycle in which 
necessity breeds the invention of a particular type of SOF/SO, which is then 
quickly built and employed successfully. However, once the crisis is past,  
and the capability gap is no longer essential, the historical record suggests that 
the support, funding, and billets for SOF/SO tend to decrease until the point 
at which a new demand for specialized competence arises. This pattern existed 
until the creation of U.S. Special Operations Command (USSOCOM) at which 
point, now masters of their own destiny, U.S. SOF were able to demonstrate  
their strategic utility. SOF were then in ascendency. In the aftermath of 9/11,  
SOF cemented their status as an invaluable military capability and earned 
themselves the moniker “force of choice.”  
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This historic cycle of waxing and waning support for SOF/SO led into  
Part II, where attention was turned to contemporary and emerging threats 
which may require the use of SOF/SO. The discussion of threats in this section 
highlighted how the security environment has changed since the end of the 
long wars in Afghanistan and Iraq, the start of open warfare in Ukraine, and 
the rising hostilities surrounding Taiwan. These chapters provided insight 
into imminent challenges facing SOF. The list of challenges is long, including 
strategic competition in all its diverse aspects. Threats include adversarial 
information and influence operations focused on civilian populations, the 
utilization of non-military and mercenary personnel, risks from newer 
domains such as space and cyber, novel technologies which impose new risks 
to current operating procedures, and economic forms of warfare. 

The threats identified in Part II may inform what requirements may arise in 
the near-term future for SOF/SO capabilities. If the historical cycle continues, 
past mission sets such as counterterrorism and counter-insurgency may be 
superseded by escalating new demands for new skills. Therefore, following 
this discussion of existing and future threats, the chapters in Part III analyzed 
where and how SOF/SO may be required in the future. 

A number of possible response options for SOF/SO were presented in the final 
section of this book. As Major Christopher Boss argues, SOF can provide a 
critical incubator for adaptive responses to new threats, serving as a source 
of military institutional expertise while also providing space for innovative 
behaviours that may lead to new capabilities. This echoes the point made by 
Colonel (retired) Bernd Horn in the first section of the book, that SOF provide 
flexible, agile responses to a range of threats, which ultimately provide strategic 
decision-makers options which would otherwise be unavailable. Importantly, 
Part III examined several emerging and potential capabilities, including 
national resistance and resilience efforts; cyber and space domain SOF and SO; 
and technologically-enabled remote warfare. Ultimately, the ability of SOF to 
adapt and evolve in response to threats derived from an ever-changing security 
environment means that SOF/SO will continue to provide strategic utility on 
the world stage. 



317

CONCLUSION

Overall, this edited volume offers diverse perspectives, built on the history  
of SOF/SO, of how to assess and respond to current and emerging threats in  
the international security environment. As SOF envision the future and  
develop plans and strategies for the use of SO, our hope is that this volume 
will help to inform debate and analysis for both practitioners and academics 
on the roles, missions, and effectiveness of SOF/SO in the current strategic 
environment.

We are grateful to all of the authors who contributed to this edited volume  
and we hope that their efforts provide the reader with useful insights about  
the vital roles, from past, to current, to the future, that SOF/SO perform.
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AI	 Artificial Intelligence
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AQ	 al-Qaeda
AQI	 al-Qaeda in Iraq
AQIM	 al-Qaeda in the Islamic Maghreb 
ARSOF	 Army Special Operations Forces
ASAT	 Anti-Satellite
ASEAN	 Association of Southeast Asian Nations

BMV	 Bergen Mekaniske Verksted 
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BRI	 Belt and Road Initiative

C2	 Command and Control
C3	 Command, Control and Communications
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CAR	 Central African Republic 
CCG	 Civilian Coast Guard
CCP 	 Chinese Communist Party



392

GLOSSARY OF ABBREVIATIONS

CCRAK	 Covert, Clandestine, and Related Activities – Korea
CCTV	 Closed-Circuit Television
Cdr	 Commander
CENTCOM	 Central Command
CIA	 Central Intelligence Agency
CIDG	 Civilian Irregular Defense Group 
CIGS	 Chief of the Imperial General Staff
CITES	 Convention on International Trade in Endangered Species
CJADC2	 Combined Joint All-Domain Command and Control
CMPR	 China Military Power Report
CMS	 Chinese Marine Surveillance
CNO	 Chief of Naval Operations
CNOOC	 China National Offshore Oil Corporation
CNSA	 China National Space Administration
COIN	 Counter-insurgency 
COMSAT	 Communications Satellite Corporation 
COTS	 Commercial Off-the-Shelf 
CPEC	 China-Pakistan Economic Corridor 
CSIS	 Canadian Security Intelligence Service
CSOCC	 Composite Special Operations Component Command
CT	 Counterterrorism 
C-VEO	 Counter-Violent Extremist Organizations

DA	 Direct Action
DA-ASAT	 Direct Ascent Anti-satellite
DARPA	 Defense Advanced Research Projects Agency
DDMA	 Defence, Diplomacy and Military Assistance
DEVGRU	 Naval Special Warfare Development Group
DIA	 Defense Intelligence Agency
DIU	 Defense Innovation Unit
DMO	 Distributed Maritime Operations
DoD	 Department of Defense
DPP	 Democratic Progressive Party
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DSCS	 Defense Satellite Communications System
DSU	 Directorate of Special Units

EEZ	 Exclusive Economic Zone
ELINT	 Electronic Intelligence
EMCON	 Electromagnetic Control
ESI	 Escadron spécial d’intervention
EU 	 European Union
EW	 Electronic Warfare

FDR	 Federal Republic of Germany
FEC	 Far East Command
FFI	 French Forces of the Interior
FID	 Foreign Internal Defense 
FLEC	 Fisheries Law Enforcement Command
FLIR	 Forward Looking Infrared
FLQ	 Front de Libération du Québec 
FoA	 Freedom of Action

GEO	 Geostationary-Earth Orbit
GEOINT	 Geospatial Intelligence
GGF	 Great Green Fleet 
GHQHF	 General Headquarters Home Forces
GIGN	 Groupe d’intervention de la Gendarmerie nationale
GIS	 Gruppo di Intervento Speciale
GLONASS	 Globalnaya Navigatsionnaya Sputnikovaya Sistema
GNSS	 global navigation satellite system
GPC	 Great Power Competition
GPS	 Global Positioning System
GRU	 Glavnoye Razvedyvatelnoye Upravlenie – Foreign Military 

Intelligence Agency (Russian Federation)
GSG 9	 Grenzschutzgruppe 9 
GWOT	 Global War on Terror
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HSA	 Hybrid Space Architecture
HUMINT	 Human Intelligence
HVT	 High Value Target or High Value [depending on context]

IC	 Intelligence Community 
IMSI	 International Mobile Subscriber Identity Number
INDOPACOM	 Indo-Pacific Command
INT	 Intelligence (Collection Disciplines)
IO	 Information Operations
IORG	 Information Operations Research Group
IP	 Internet Protocol
IR	 Irregular Warfare 
IRA	 Irish Republican Army
IS	 Islamic State
ISAF	 International Security Assistance Force
ISIS	 Islamic State of Iraq and Syria 
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Threat in the national security context can be defined as state or non-state actor  
actions that can cause disruption, damage and potential ruin of another state’s  
national security, economic, defence and political stability and/or sovereignty.  
Threats must be assessed against an adversary’s intent, opportunity and capability. 
Clearly assessment is as much art as it is science and must be considered within the  
context of an ambiguous, dynamic and extremely complex security environment.   
Response to threat(s) must be calibrated accordingly. This volume examines threat 
through three different lenses: historical, from a macro perspective of “below the  
threshold of armed conflict” to more specific threats, and finally, potential SOF/SO  
responses to the myriad of existing and emerging threats that face partner nations.  


