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Continuing events and increasing instability in the world seem to 
indicate that the established international order is in transition, if  not  
under attack. Russian military operations in Ukraine, as well as its 
gray zone operations in Europe and Scandinavia; Chinese operations in  
the South China Sea, Taiwan and around the globe; Iran and its proxy 
forces’ actions in the Middle East; North Korean troops fighting on behalf  
of  the Russians are all examples of  a disintegrating global order of  things.  
Quite simply, the strategic environment is shifting from the unipolar  
system based on American dominance, to a multi-polar world where peer 
and near-peer adversaries are asserting their influence and attempting  
to challenge the existing rules-based international order in the pursuit of  
their own national interest. 

Not only are these nations becoming increasingly assertive on the world 
stage, they are beginning to display capabilities and performance levels 
that have the potential to undermine Western military and technological 
superiority. Moreover, they have shown abilities to limit or prevent short 
term access to important emerging capabilities such as space, cyberspace, 
and the electromagnetic spectrum.1

Of  greater concern for Western powers is the fact that the warfighting 
doctrines of  these actors are moving away from direct military confron-
tation. In fact, they have begun integrating strategic, operational and 
tactical operations into a holistic construct. This approach, combined 
with their employment of  various instruments normally associated with 
national power, is allowing them to carry out sustained attacks on all 
aspects of  their opponents’ existence. Their assaults impact adversaries’ 
economies, culture, foreign relations, environment, natural resources, 
legal frameworks, as well as their cyber and information domains to name 
but a few. The purpose of  such attacks is to destroy a nation’s collec-
tive will through the application of  what is now being termed Hybrid 
Warfare. 

These actions are being done by understanding a target country’s weak-
ness and using a series of  selective, but coordinated and comprehensive 
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attacks, against those weaknesses to erode public confidence in the  
established authority. Such methods, properly employed and sequenced, 
have the capacity to throw a stable and thriving state into disorder and 
chaos, by creating social unrest, humanitarian upheaval, and in some 
cases civil war. Once established, such conditions make the target country 
susceptible to intervention and defeat. Within the design of  a Hybrid 
Warfare attack, a new phenomenon is emerging in the form of  the  
“battlefield of  battlefields” concept. 

The creation of  a “battlefield of  battlefields” is forcing nations to sim- 
ultaneously fight for a host of  strategic capabilities, outside of  the  
protections traditionally provided by military forces. As a result, we 
are beginning to see changes in how nations start, conduct, and manage  
competition, conflict and war. Success in future war will increasingly 
depend on a nation’s ability to manage, control and integrate the various 
aspects of  total conflict, in all its forms. As a result, Western nations will 
need to take a longer-term view and more holistic approach to the concept 
of  planning and conduct of  competition and conflict and how it relates  
to the traditional idea of  conventional warfare. 

Recent Western experience with the application of  Hybrid Warfare 
suggests that peer and near peer adversaries will wish to avoid direct 
engagement with Western powers for as long as possible. This reality will 
require a national-level focus on how to coordinate operations short of  
war in order to deal with such issues as economic, cyber and information 
conflict, proxy, and insurgent wars. More importantly, the outcome of  
these activities must be positioned to support the eventual transition into 
conventional warfare should that become necessary. 

With direct military confrontation being delayed for as long as possible, 
non-state actors will play an increasingly important role for both Western 
states as well as peer and near peer adversaries as time goes on. They can 
become a serious threat to states, as well as important allies to others. 
Recent events in Syria and Iraq, have demonstrated that advanced armed 
non-state actors such as Hezbollah have the ability to take on regional 
powers. They have also shown a capacity to fuse their operations with 
regular armies to produce various forms of  compound warfare. 
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This means that complexity at the strategic level will now force defence 
planners to overcome the problems of  dealing with a broader concept of  
conflict. However, complexity at the tactical and operational level will 
force military planners to deal with the conventional military force and 
armed non-state actor mix as a routine part of  military operations. 

As strategic, operational and tactical operations become more interre-
lated on the field of  battle, the ability of  governments and their military 
forces to transcend this complexity with adaptive command and control 
capabilities, flexible doctrine and resilient force structures will become 
increasingly important. 

Over time, as these activities become more coherent and drift further 
away from the constructs of  purely conventional or irregular war a 
clearly established Western doctrine for Hybrid Warfare will need to 
emerge.  In fact, this requirement is already apparent. Western analysts 
and their leaders used the phrase “Hybrid Warfare” to describe all non-
conventional aspects of  warfare. For example, Hybrid Warfare has been 
used to described everything from Russian and Chinese operations in 
Estonia, Crimea and the South China Sea to Hezbollah’s tactical fighting 
style in its 2006 war with Israel.

To provide readers with a better understanding of  what this type of  
warfare entails, this volume seeks to identify and explain the important 
trends that have emerged since the Russian cyber attacks on Estonia in 
2007. It will highlight the various levels of  Hybrid Warfare in an effort to 
establish the links towards a holistic warfighting concept while examin-
ing how such operations are likely to impact Western militaries and their 
governments in a future conflict. Finally, it will analyze what Western 
nations must do to prepare for, and counter, this type of  warfare. 

To accomplish this task, the book is divided into three sections. Part I: 
Towards A Doctrine of Hybrid Warfare, looks at the modern theoretical 
development around this type of  warfare. Part  II: Case Studies in The 
Employment of Hybrid Warfare, reviews key events that highlight specific 
aspects of  Hybrid Warfare and provides readers with a better under-
standing of  the practical application of  this type of  warfare and how 
it could play out. Part III: Countering The Hybrid Warfare Threat, offers 
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recommendations on what Western governments could do to prepare  
for, and mitigate, the effects of  this type of  conflict. 

In order to comprehend this type of  war and the changes that are  
occurring, it is important to start with a baseline understanding of  the 
construct of  war. 
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U N D E R STA N D I N G  T H E  CO N F L I C T  
CO N ST R U C T

In their book Making Strategy: An Introduction to National Security  
Processes and Problems, Dennis Drew and Donald M. Snow assert that 
there are three types of  war that modern armed forces might be required 
to fight. They state that these wars include conventional, counterinsur-
gency, and strategic nuclear warfare.1 These specific conflicts have been 
broken down into what the North Atlantic Treaty Organization (NATO) 
referred to as View 1, 2 and 3 environments.2 

The View 1 environment is defined as conventional battle between 
national entities and suggests that such conflicts will see “established 
military forces engage in high-tempo operations that involve the applica-
tion of  complex technologies.”3 In this respect, conventional warfare can 
be defined as:

a form of  warfare conducted by using conventional military 
weapons and battlefield tactics between two or more states in 
open confrontation. The forces on each side are well-defined 
and fight using weapons that primarily target the opposing 
army. It is normally fought using conventional weapons and 
not with chemical, biological or nuclear weapons. The gen-
eral purpose of  conventional warfare is to weaken or destroy  
the opponent’s military force thereby negating its ability to 
engage in conventional warfare.4

An example of  this form of  war in recent times is the 1991 and 2003 Gulf  
Wars between the American-led Coalition and Iraq. Since 1945, there has 
been an average of  two View 1 conflicts per decade.5 

The next type of  conflict within the construct is the idea of  View 2.  
View 2 clashes are referred to as asymmetric in nature. Asymmetric war-
fare is war between belligerents whose relative military power or whose 
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strategy or tactics differ significantly. In this regard, asymmetric war-
fare can describe a conflict in which the resources of  two belligerents  
differ significantly in essence. As such, they attempt to exploit each 
other’s characteristic weaknesses. Such struggles often involve strategies 
and tactics of  unconventional warfare: the weaker combatants attempt-
ing to use strategy to offset deficiencies in quantity or quality. Also, it is 
important to note that such strategies may not necessarily be militarized.6 
The assumption is that this type of  conflict “envisions the nation state 
opposed by armed bodies that are not necessarily armed forces, directed 
by social entities that are not necessarily states, and fought by people  
who are not necessarily soldiers.”7 In fact, many security analysts still 
believe that the international community will be facing this type of   
conflict, primarily in the form of  insurgencies, for the foreseeable future.8  

The third element within this construct is View 3, strategic nuclear war-
fare, or war involving the extensive use of  nuclear weapons. Although, 
nuclear warfare is beyond the scope of  this study, it is important to have 
a general frame of  reference about this aspect of  conflict. Nuclear warfare 
is described as a military conflict in which nuclear weapons are used to 
inflict damage on an enemy. In contrast to conventional warfare, nuclear 
war can produce far greater destruction in a much shorter timeframe and 
can have a far longer impact on the enemy it is used against. This impact 
includes the long-term effects from the radioactive fallout that is released. 
Nuclear warfare can be divided into two sub-groups including a limited 
or a full-scale nuclear war.

A “limited nuclear war” refers to the small-scale use of  nuclear weapons 
by two (or more) belligerents. A limited nuclear war could include target-
ing military facilities – either as an attempt to pre-emptively cripple the 
enemy’s ability to attack as a defensive measure, or as a prelude to an 
invasion by conventional forces as an offensive measure. The second type 
of  nuclear war, a full-scale nuclear war, would consist of  large numbers 
of  nuclear weapons used in an attack aimed at a county’s entire military, 
political, social and economic infrastructure.9 

Of  course, few conflicts fall neatly into one or the other of  these Views. 
In fact, many, if  not most, conflicts have been mixtures of  at least two 
Views. As a result, there is recognition that transitions may and will occur 
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from one form of  conflict to another very quickly, as happened during the 
French Indo-China conflict from 1948-1954. Conversely, these different 
Views may occur simultaneously, as happened in South Vietnam during 
the period 1963-1968.10 Warfare between the realms of  View 1, 2, and 3 
has been referred to by some analysts as hybrid conflicts.

According to Frank Hoffman of  the Centre for Emerging Threats and 
Opportunities, hybrid conflicts “entail a convergence and fusion of  regu-
lar and irregular warfare techniques that can be employed both by states 
and non-state actors.”11 Within this construct, no one type of  warfare 
would necessarily predominate. In fact, the employment of  a wide range 
of  fighting methods, “involving conventional capabilities, irregular tac-
tics and formations, terrorist acts, coercion, and criminal disorder are all 
used singularly or in combination to achieve synergistic effects.”12 When 
looking at these different views and their manifestations on a graph they 
would appear somewhere within the range of  Figure 1 below.

Conventional 
Warfare 

Nuclear 
Warfare 

Insurgency/
COIN

Military 
Strategy

National 
Strategy

National 
Policy

Fighting an 
organization like 

Hezbollah

Hybrid Warfare Hybrid Warfare

Terrorist 
Attack

CBRN  
Terrorist  

Attack

Limited   
Nuclear 

Exchange

FIGURE 1: The Conflict Construct13

Asymmetric warfare occurs because many nations lack the resources  
necessary to address all conceivable tasks across the entire spectrum of  
the conflict construct so they must determine where to focus their ener-
gies and resources, balancing the most likely anticipated operational  
requirements they may face against the one with the greatest threat. To 
achieve this outcome, force planners attempt to determine what View of  
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conflict their military must be prepared to deal with in the future and  
what additional capabilities, if  any, it will be required to have sufficient 
flexibility to adapt its force structure to deal with other unexpected 
threats should they arise.  For example, if  a military force focuses its 
development of  joint forces to be optimized for View 2 type operations, 
then it must also decide what additional capabilities it will need in order 
to transition into a more conventional View 1 conflict, at least for a  
limited period of  time.  Moreover, planners must determine what trade-
offs should be made to its optimized force structure for such an eventuality. 
In dealing with these trade-offs, nations will usually look for asymmetric 
solutions to compensate for their lack of  capabilities in specific areas.

Traditionally, states have fought conventional wars while non-state  
actors have focused on more asymmetric forms of  warfare.  However, it 
is now clear that this trend is changing as near-peer nations begin to use 
state-level hybrid or asymmetric warfare. In fact, this type of  warfare  
was successfully employed by the Russians in their occupation of  Crimea 
in 2014.  

In this example, the Russians were able to achieve an asymmetric result 
by fusing their actions at the strategic, operational and tactical levels 
of  war and integrating a broader selection of  national tools into a more 
comprehensive concept of  conflict. This specific concept seeks to create 
a political or diplomatic fait accompli before an opponent’s military force 
can be applied.14 In such cases. national tools often include the coordi-
nated use of  political, economic, informational, cultural and diplomatic 
means, as well as the environmental, and natural resources, among others, 
all focused on a specific strategic outcome. 

Although, there has been debate in the West on whether this is actu-
ally something new or just repackaged traditional methodology, there 
is general agreement that the coordinated use of  these techniques have 
had extremely effective results while creating additional complexity and 
confusion within the traditional military operating environment.15 Unde-
niably, Western nations have had difficulty in finding effective counters 
to this threat. 
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This failure is due in some part to the fact that many believe that 
such operations are little more than well-executed military campaigns 
backed-up by an extensive use of  deception and information warfare. 
Unfortunately, although these factors are present, they constitute only 
a small part their success. In order to better understand the specific 
changes that are occurring within the context of  this type of  conflict, it 
is important to undertake a deeper look into the genesis and components 
of  this type of  conflict/warfare. In order to do that, it is first imperative 
to understand the changing character of  war. 
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T H E  C H A N G I N G  C H A R AC T E R  O F  
F U T U R E  CO N F L I C T

As the international security environment continues to move towards  
a multi-polar world, there has been a visible change in the focus of   
Western nations on the world stage. Specifically, there has been a shift 
from dealing with non-state actors in failed or failing states to viewing 
emerging powers as the greatest threat to the existing world order. With 
this rebalance in threat perception comes a distinct change in awareness 
of  how future wars should be fought. 

A paper published by the American Army’s Training and Doctrine  
Command (TRADOC) in January 2017, suggested that in the future,  
Western forces will need to contend with potential opponents that are 
far more modern and versatile than has been the case for a number of  
decades.1  This rise in peer competitors is also forcing a change in the 
character of  future warfare. Realizing that it would be some time before 
they can match Western military strength and performance on the mod-
ern battlefield, emerging powers started adopting asymmetric strategies 
in an attempt to even the playing field. These strategies are specifically 
designed to avoid joint level operational art (i.e. military campaigns) by 
moving the focus of  the fight to the strategic and tactical levels of  warfare 
by, as Lieutenant General Ben Hodges points out, “embracing the simulta-
neous employment of  multiple instruments of  war.”2

Taken together, these trends are moving conflict into a more holistic 
state-controlled, or “whole of  government” approach than has previ-
ously been the case. This move is due in part to the fact that authoritative 
governments understand democracy’s strength lies in the institutional 
checks and balances which prevent long-term cooperation between the 
different governmental institutions. In this respect, peer and near-peer 
adversaries, are attempting to use democracy’s strength against itself. By 
forcing democracies into a fight where long-term interagency cooperation 
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is critical to success, authoritative governments can gain the upper hand 
by rewriting the rules for conflict and forcing a fight into an area where 
they are stronger.  

Within this context, a country’s citizens become the primary target in 
winning the war and the strategic outcome of  future conflict shifts from 
defeating an enemy’s army on the battlefield to creating unrest and revolt 
within the social fabric of  an opponent’s society. The net result of  such 
actions is to formulate a political crisis where military forces simply 
become one of  many tools needed to produce a victory.

In order to address this shift of  methodology for waging conflict, one that 
could threaten Western dominance, a new way of  thinking about how 
wars are fought needs to be developed. Historically, Western political and 
military thinking has been confined to the results that can be achieved 
by conventional military forces on the battlefield where victory or defeat 
was clearly established. In this scenario, military victory sets the condi-
tions for a political solution. In future war this type of  thinking will no 
longer be valid. 

As demonstrated, in Figure 1 [page 7], historically the idea of  war has 
been confined to conventional warfare, insurgency and nuclear conflict. 
More recently, however, the expansion of  insurgency doctrine, and the 
idea of  moving away from the operational level of  warfighting to fighting 
at the strategic and tactical levels has become increasingly prevalent. In 
order to better understand this concept, it is important to examine the 
basic foundation that is underlying this new approach. 

THE CONCEPT OF UNRESTRICTED WARFARE AND  
ITS IMPACT ON THE CHANGING CHARACTER OF WAR

Traditionally the Chinese People’s Liberation Army (PLA) relied on  
a “Peoples War” doctrine as well as an emphasis on numerical con- 
ventional force advantage to offset the technical superiority of  its  
perceived opponents. However, as it started looking at power projection 
capabilities in the 1980s, the Chinese realized they needed to modern-
ize both their force structure and doctrine.3 The stunning victory of  
the American-led coalition in the first Gulf  War against Iraq gave the  
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Chinese an opportunity to study best practices in modern military 
operations. From the PLA perspective, the conflict demonstrated that  
the balance in warfare had shifted heavily in favour of  smaller, high tech-
nological forces.4

The Chinese were particularly impressed with the American use of  new 
technologies such as networked computers, precision-guided muni-
tions, Global Positioning System (GPS), global telecommunications, and 
unmanned aerial vehicles.5 They realized that these capabilities gave the 
Americans an unprecedented degree of  information about the oppos-
ing forces, and they believed this played a vital role in their subsequent 
destruction.  As a result, PLA analysts started seeking ways to overcome 
this informational advantage.6   

The result was a two-step process. First the PLA embarked on a program to 
become more technologically enabled by acquiring advanced equipment 
and weapon systems. However, they also looked at options to mitigate 
the advantages given to a high technological enemy.7 Part of  this latter 
effort bore fruit in February of  1999, when two PLA Air Force colonels, 
Qiao Liang and Wang Xiangsui, published a book entitled Unrestricted 
Warfare. 

The thesis of  their work was based on the idea that there was little value in 
directly confronting American operational excellence on the battlefield. 
As a result, the focus of  conflict needed to move away from conventional 
warfare as the only method for winning a war. They argued this could 
be done by broadening the idea of  conflict to include the various ele-
ments of  national power. The authors reasoned that current advances in 
technology and weapons, globalization, and the diffusion of  state power 
had combined to create the needed conditions for this new form of  war-
fare.8 Moreover, they suggested that those involved in the planning and 
conduct of  warfare had generally viewed the non-military domains as 
little more than accessories that serve military requirements. As a result, 
the development of  the modern battlefield, as well as possible changes in 
strategy and tactics, had been limited to that one domain.9 

The authors understood that developing a strategy involving a number  
of  different domains would require integrating a complex mix of   
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information and resources. This process would start with producing a 
detailed knowledge of  the strengths and limitations of  one’s own national 
security capabilities. Armed with this information, a country would be 
able to superimpose “political and military factors on the economy, culture, 
foreign relations, technology, environment, natural resources, nation-
alities, and other parameters to draw out an ‘extended domain.’”10 Once 
the strategic requirements (resources) were in place for this “extended 
domain” a nation would be able to create what they referred to as the 
“battlefield of  battlefields.” 

In theory, the creation of  the “battlefield of  battlefields” would allow a 
nation to reduce the impact of  superiority in one (military) battlefield by 
forcing an opponent to deal with many battlefields simultaneously.11 They 
termed the synthesis of  these ideas “modified combined war that goes 
beyond limits.”12 A key pillar of  this concept is to exploit the benefits of  
“combinations” in types of  organizations and among the various domains 
of  national power.13 

In this respect, the authors reasoned that the key to victory on the  
“battlefield of  battlefields” was understanding and coordinating the 
effective use of  four specific types of  combinations: Supra-National 
Combinations (combining national, international, and non-state organi-
zations to a country’s benefit), Supra-Domain Combinations (combining 
battlefields and choosing the main domain), Supra-Means Combinations 
(combining all available means, military and non-military, to carry out 
operations), and Supra-Tier Combinations (combining all levels of  con-
flict into each campaign).14

Integrated within the idea of  combinations was the use of  eight prin-
ciples that they outlined as follows: 

1.	 Omnidirectionality;

2.	 Synchrony;

3.	 Limited Objectives;

4.	 Unlimited Measures;

5.	 Asymmetry;

6.	 Minimal Consumption;
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7.	 Multidimensional Coordination; and

8.	 Adjustment and Control of  the Entire Process. 

Three of  these principles are of  special interest to the West in attempting 
to understand state level Hybrid Warfare. These include Omnidirection-
ality, Synchrony, and Asymmetry:15 

Omnidirectionality – is the starting point of  “unrestricted war” 
ideology and is a cover for this ideology..., there is no longer any 
distinction between what is or is not the battlefield. Spaces in nature 
including the ground, the seas, the air, and outer space are battle-
fields, but social spaces such as the military, politics, economics, 
culture, and the psyche are also battlefields. And the technological 
space linking these two great spaces is even more so the battlefield 
over which all antagonists spare no effort in contending. Warfare can 
be military, or it can be quasi-military, or it can be non-military. It 
can use violence, or it can be nonviolent.16 

Synchrony – [is about] Conducting actions in different spaces within 
the same period of  time... So many objectives which in the past had 
to be accomplished in stages through an accumulation of  battles and 
campaigns may now be accomplished quickly under conditions of  
simultaneous occurrence, simultaneous action, and simultaneous 
completion. Thus, stress on “synchrony” in combat operations now 
exceeds the stress on phasing.17

Asymmetry – No matter whether it serves as a line of  thought 
or as a principle guiding combat operations, asymmetry manifests 
itself  to some extent in every aspect of  warfare. Understanding and 
employing the principle of  asymmetry correctly allows us always to 
find and exploit an enemy’s soft spots. The main fighting elements 
of  some poor countries, weak countries, and non-state entities have 
all used “mouse toying with the cat”-type asymmetrical combat 
methods against much more powerful adversaries… Instead, the 
weaker side has contended with its adversary by using guerrilla war 
(mainly urban guerrilla war), terrorist war, holy war, protracted war, 
network war, and other) forms of  combat.18 
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The fundamental precept derived from the idea of  combinations used 
within the context of  these principles is that there is no longer a distinc-
tion between what is or is not a battlefield. Along with the traditional 
battlefields normally associated with military operations (Air, Land, Sea, 
Cyber, and Space) everything from politics, economics, culture, to the 
national psyche may now become a possible battlefield. The key feature 
of  this type of  warfare is the ability to conduct, coordinate and synchro-
nize actions within these different battlespaces, which potentially can, 
and in many instances should, occur at the same time.19

The authors theorized that throughout history military victories “display 
a common phenomenon: the winner was the one who could combine 
well.”20 To highlight the idea of  combining activities within multiple 
battlefields they introduced the concept of  “simultaneously” and 
emphasized that it would play an increasingly important role in future 
operations.21 They reasoned that if  a state could achieve a single full-
depth, synchronized action across all battlefields the paralysis caused to 
the enemy could be sufficient to decide the outcome of  an entire war.22 
The authors provide an example of  how such an operation might unfold 
as it links into the concept of  combinations: 

...by using the combination method, a completely different sce-
nario and game can occur: if  the attacking side secretly musters 
large amounts of  capital without the enemy nation being aware 
of  this at all and launches a sneak attack against its financial mar-
kets, then after causing a financial crisis, buries a computer virus 
and hacker detachment in the opponent’s computer system in an 
attacking nation advance, while at the same time carrying out a 
network attack against the enemy so that the civilian electric-
ity network, traffic dispatching network, financial transaction 
network, telephone  communications network, and mass media 
network are completely paralyzed, this will cause the enemy 
nation to fall into social panic, street riots, and a political crisis. 
There is finally the forceful bearing down by the army, and mili-
tary means are utilized in gradual stages until the enemy is forced 
to sign a dishonorable peace treaty.23
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In their analysis, Liang and Xiangsui suggested that preparation for, and 
specific activities related to, this form of  conflict would have to occur 
well before the start of  a formal declaration of  war. Moreover, they saw 
the centre of  gravity focused on creating social panic leading to a political 
crisis. Once the crisis had developed sufficiently, conventional military 
force could be applied but only to the extent necessary to achieve victory. 

In developing this asymmetric approach, the authors concluded that 
asymmetry, which is at the heart of  this type of  warfare, should be used 
to find and exploit an enemy’s soft spots. They asserted that poor coun-
tries, weak countries, and non-state entities have all used some type of  
asymmetrical combat methods against much more powerful adversaries as 
a means to even the playing field. This means that when a country faces 
a technologically superior enemy, the key to success lies in moving the 
fight from purely military operations to a much broader interpretation 
of  warfare. Namely, one that includes Financial Warfare, Cultural War-
fare, Media Warfare, Technological Warfare, Psychological Warfare, and  
Network Warfare, to name a few.24 

By using such methods, a nation or armed non-state entity could mini-
mize the impact of  technological superiority and the associated increase 
in combat power that such advantages currently provide a conventional 
military force. In so doing, a nation would make the enemy fight one’s 
own type of  war, which if  done correctly, would occur on a number of  
different and more complex battlefields than has previously been the case. 
Interestingly enough, this is exactly what the Russians were attempting to 
achieve with their involvement in Eastern Europe and Syria. 

How much the Russians have been influenced by Chinese thinking on the 
subject of  state-level asymmetric warfare is difficult to ascertain. How-
ever, it is clear that many of  the key concepts underlining Unrestricted 
Warfare’s philosophy, particularly the ideas of  coordination, synchrony, 
the “battlefield of  battlefields,” creating social panic leading to politi-
cal crisis, and the judicious application of  military force, have all been 
displayed in recent operations undertaken by the Russians. Also, much of  
this philosophy has been articulated in public statements by senior offi-
cials on how the Russians view the future of  conflict within the context 
of  what some analyst referred to as “New Generation Warfare.”  
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I N S U R G E N C Y  A N D  T H E  R I S E  O F  
H Y B R I D  WA R  AT T H E  TAC T I C A L  L E V E L

A key component of  the modern approach to state level Hybrid Warfare 
is the use of  non-state actors, particularly armed ones. Armed non-state 
actors have been an important part of  Russian actions in Crimea, Eastern 
Ukraine, and Syria, while forming the foundation of  Iran’s hybrid strat-
egy and the manifestation of  the Axis of  Resistance. In fact, the influence 
and capabilities of  armed non-state actors has steadily increased since the 
end of  the Cold War, to the point where they now pose a major security 
challenge to international stability in their own right. 

Of  particular interest to nations are the unique challenges conventional 
military forces face when dealing with sophisticated groups such as  
Hezbollah, and Daesh, also known as the Islamic State in Syria and Iraq 
(ISIL). In addition to being dominant regional players in their own right, 
their growing capabilities, particularly at the tactical level, are now being 
fused with peer and near-peer adversaries’ capabilities and doctrines to 
give these groups global influence. 

The development of  these armed non-state actors as a major threat to 
regional and international stability has been influenced by many of  the 
same factors that have given state military institutions their advantages. 
These factors include advances in technology, the rise of  globalization, 
and the increased capabilities of  modern weapons, all of  which have com-
bined to create a new context for conflict. In many cases, armed non-state 
actors have been at the forefront of  these changes while states often seem 
slower to react. 

As Richard H. Shultz, Douglas Farah, and Itamara V. Lochard, point out 
in their monograph, Armed Groups: A Tier-One Security Priority, armed 
groups can now acquire the capacity to execute violent strikes that can 
have a strategic impact on even the most powerful nation-states. They 
explain, “This is analogous to a revolution in military affairs (RMA),  
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in which the conduct of  war dramatically changes as the result of   
major alterations by a nation-state in military organization, technology, 
doctrine, and/or leadership.”1 From the perspective of  the non-state actor, 
these changes have created a new conceptual approach to military opera-
tions, one that allows them to quickly transition from View 2 (insurgency) 
to View 1 (conventional) operations and back again with little or no effort.  

This flexibility is due to the fact that advances in information technol-
ogy have started to blur the lines between different types of  warfare, 
the organizations that fight them, and the technologies that are used.2 
In essence, non-state actors now have the ability to use multiple types 
of  warfare simultaneously as they, out of  necessity, continue to bring 
together various types of  fighting methods into a single operational 
methodology.3 This flexibility is allowing such forces to emerge as an 
operationally decisive force on the military battlefield.4

Traditionally such forces have required a great deal of  time to break 
down their enemy and achieve victory. This requisite was largely due to 
the fact they did not have the means to decisively defeat their opponent 
quickly. However, the ability to switch from one method of  fighting to 
another, or to combine different methods simultaneously, has provided 
irregular forces with the means of  fighting the decisive battle and in the 
process, fundamentally changed that dynamic on the modern battlefield. 
Moreover, it has created a complex security challenge for any conven-
tional military fighting these types of  forces. 

The second development that has given armed non-state actors an 
advantage in fighting conventional military forces has been access to key 
advanced technology weapon systems. An example of  this trend can be 
seen as far back as the Soviet-Afghanistan conflict of  the 1980s. By 1986, 
the Soviets were gaining the upper hand over the Mujahideen through 
the use of  high mobility operations based on helicopters. However, this 
advantage was quickly neutralized when the Americans started providing 
the Mujahideen with stinger missile systems in the fall of  1986. Almost 
overnight the conflict shifted back in favour of  the Afghan fighters. A 
similar situation can be seen with Hezbollah, during the 2006 war with 
Israel when Hezbollah fighters employed different missile systems to 
strike Israeli cities, take out tanks and damage a naval vessel.
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In seeking to defeat such forces, the first question that needs to be 
addressed is from where does that force derive its core strength? The 
answer to this question lays in understanding the character of  an armed 
non-state actor’s irregular warfare capability and what they are trying 
to achieve. In this regard, most successful armed non-state actors have 
based their organization and fighting capabilities on creating an insurgent 
organization based on the doctrine of  Mao’s People’s War that has been 
adapted to meet the requirements of  the local situation.5 

In its broadest terms, the insurgency model is designed to mobilize 
supporters and establish a viable alternative authority to an existing 
government, while employing military means to attack and weaken the 
state through a relentless process of  escalating violence.6  This construct 
was designed, and has evolved, to defeat a stronger and more technologi-
cally superior enemy.  This has been achieved by avoiding the enemy’s 
strengths and constantly hitting his weaknesses over an extended period 
of  time. This is the same concept used by peer nations that employ state 
level Hybrid Warfare. So, it is important to understand insurgency doc-
trine in order to comprehend the larger picture of  what is trying to be 
achieved. 

THE INSURGENCY IS THE TACTICAL HEART OF HYBRID 
WARFARE FOR THE ARMED NON-STATE ACTOR  

Shultz, Farah, and Lochard define an insurgency as: 

protracted political and military set of  activities directed toward 
partially or completely gaining control over the territory of  a 
country through the use of  irregular military forces and illegal 
political organizations. The insurgents engage in actions ranging 
from guerrilla operations, terrorism, and sabotage to political 
mobilization, political action, intelligence/counterintelligence 
activities, and propaganda/psychological warfare. All of  these 
instruments are designed to weaken and/or destroy the power 
and legitimacy of  a ruling government, while at the same time 
increasing the power and legitimacy of  the armed insurgent 
group.7
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Historically, insurgencies have been successful because they have evolved 
to meet the specific conditions of  their environment and circumstances.8 
The idea is to integrate political, social and economic elements into what 
has been essentially a military activity.9 This integration is at the heart of  
the insurgent’s potential on the future battlefield and is the foundation of  
state-level Hybrid Warfare. As such, it allows those using this method the 
flexibility to strike at the strategic, operational and tactical level targets 
of  their opponents. It is this ability to select the level of  war on which 
to fight at that allows the user to circumvent their opponents’ strengths. 
This will likely become a defining feature of  future conflict. 

MOBILIZATION

Within this new construct, the key to success is to develop the human 
potential. This is done through a process of  political or religious mobiliza-
tion. As Mao explained, “To wish for victory and yet neglect political 
mobilization is like wishing to ‘go south by driving the chariot north,’ 
and the result would inevitably be to forfeit victory.”10 In order to mobi-
lize the masses the insurgents need to first gain the people’s support. To 
this end, they promise the people a number of  reforms such as land redis-
tribution, a fair justice or taxation and various services such as health 
care and garbage pickup. These things allow the insurgents to gain the 
support of  the people which in turn allows mass organizations to be built, 
recruits to be found, and leadership talent to be reared up through the 
organizations.11 In essence, political or religious mobilization within the 
context of  an insurgency model becomes a process devoted to winning 
over and then preparing the people for conflict. 

Western literature has often referred to this idea as winning the “hearts 
and minds.” However, this phrase is extremely misleading. Within the 
context of  an insurgency the idea is really about control and using that 
control to achieve specific goals. As author Edward Rice explains, the 
concept of  Chinese Communist land reform was little more than a simple 
but extremely innovative motivator for controlling the people, “They [the 
Communist] would mobilize the peasants of  the countryside against the 
status quo authority with such things as the seizure and redistribution of  
the land. They would arm the peasants, who would [then] have to fight 
if  they were to protect their gains.”12 In order to efficiently mobilize the 
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people, insurgents need some way of  harnessing the process. The only 
organization big enough for such a task is their military capability. 

As such, the military usually has two roles, fighting and executing the 
organization’s work.13 As a result, this dual function can only be achieved 
by close co-operation between the organization’s leaders, their fighters, 
and the people. To attain this unity, the insurgent leadership will usually 
reduce the basic fighting formations within their force to company or  
battalion size units for better control. They will also establish a cadre of  
spies in each formation starting at platoon level. This cadre is usually 
controlled by a political or religious officer, who is responsible for look-
ing after the organization’s interest, while providing political or religious 
instruction. Many insurgents believed that the political or religious cell 
within the fighting element is the “lifeline of  all work as it would control 
the political indoctrination process of  both the soldiers and the people.”14 

In the Chinese Communist insurgency, control over the army was fur-
ther strengthened when a designated political officer and military leader 
became co-commanders.15 The actual exercise of  control was done through 
what appeared to be a very democratic organization called the people’s 
councils. 

These councils were initially established as a forum for administration and 
a method of  understanding and dealing with local disputes and issues. 
More importantly, the system also created an opportunity for the party to 
educate the people in such things as reading and writing, understanding 
the Revolution, and the evils of  foreign aggression.16 However, over time 
the councils evolved and developed a much darker side to them.

In the example of  China, Mao found that they were an ideal method of  
monitoring the “proper development” of  the people. They could also 
be used by the party to manipulate public opinion. As Han Suyin, an 
authority on Mao writes, “the most powerful educational method consisted 
of  the conference - debate.” Where, “All rank disappeared, soldiers had 
full rights to free speech.” During the conference “Not only were battles 
and campaigns discussed, but the individual conduct of  any commander 
or fighter could also be criticized.”17 This public criticism also allowed  
CCP officials to manipulate the downfall or rise of  specific individuals.18 
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THE STRATEGIC FRAMEWORK OF AN INSURGENCY

In order to provide a strategic framework for their fight against the 
established authority insurgents will usually lay out the steps that are 
necessary to eventually achieve victory, these could include: 

a.	 Arousing and organizing the people;

b. 	 Achieving internal unification politically; 

c. 	 Establishing bases; 

d. 	 Equipping forces; 

e. 	 Recovering national strength; 

f. 	 Destroying enemy’s national strength; and 

g. 	 Regaining lost territories.19

Resource limitations within an insurgency will not allow these objectives 
to be accomplished simultaneously; therefore, insurgency leadership will 
divide them into phases or stages. 

The first stage is often referred to as the strategic defensive, in which the 
insurgents are clearly on the defensive. During this phase the insurgency 
will not become involved in direct military action with the enemy, but 
rather it will harass the enemy by engaging in such activities as espionage, 
terrorist attacks, and civil unrest.20 As such, Stage I, according to Mao is 
“devoted to the organization of  an underground resistance movement for 
the purpose of  spreading propaganda and eliciting support for the move-
ment.”  Mao insisted, “The main purpose of  this stage is to lay the ground 
work to overthrow the existing authority.”21 Whatever that authority 
may be, is irrelevant. 

The second stage is commonly referred to as the strategic stalemate stage. 
At this point the enemy still retains the upper hand but both sides have 
reached some state of  equilibrium. This period is characterized by small-
scale combat operations. Activities during this phase will often include 
such things as widespread terrorism and guerrilla warfare.22 Once the 
insurgent forces obtain local superiority, the insurgency can proceed 
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to stage three and what is referred to as the strategic counteroffensive. 
This last stage is characterized by the extensive use of  large-scale mobile 
operations that are used to carry out the final destruction of  the enemy.23 
It is during this stage, as insurgents make the transition from guerrilla 
warfare to mobile operations, that the hybrid nature of  insurgent opera-
tions comes to the forefront.   

MILITARY OBJECTIVES OF AN INSURGENCY

The strategic objective of  an insurgency is to reverse the power relation-
ship within a country. This is achieved at the operational level by wearing 
down the establishment’s strength, while the insurgents attempt to build 
up their own through sustained efforts at mobilizing support.24  In order 
to achieve these operational objectives, an insurgency needs to establish 
and then maintain certain tactical conditions throughout a campaign. As 
a minimum they had to have, “a cause to fight for, support from the local 
populace, bases, mobility, supplies and information.”25 

These conditions allow the insurgency to meet the operational objective 
of  building strength through mobilizing support. This in turn, provides 
the foundation for achieving the other operational task. However, before 
an insurgency can move forward, it needs a place where it can establish 
the necessary tactical conditions to achieve the operational objectives. 
For Daesh/ISIL this was in Raqqa, and for Hezbollah it is in Southern 
Lebanon.26 

THE INSURGENCY BASE

During the active life of  the insurgency the base becomes the political, 
economic and military hub of  its existence. It is used to provide 
protection for its forces, a house for its supplies, and it becomes a  
platform from which to expand power. To be effective the placement of  
the base has to consider a number of  factors such as the geographical 
conditions in the area, the enemy’s situation, the population, the ability 
to develop political power and mass, and the ease of  putting a party 
type organization in the area. Most importantly, each base area has  
to be strong enough to withstand large-scale attacks without having  
to draw on the resources of  other bases.27 Once the base has been 
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established, the insurgents seek to use it as a springboard for expansion 
into the surrounding regions. 

This method of  expansion is often referred to, by Western analysts, as 
the “Oil Spot Strategy.” This is a tactic used by both the insurgents and 
counterinsurgency forces as it recognizes that neither side has sufficient 
resources to secure the entire country at least during the initial stages of  
an insurgency. As a result, each side attempts to consolidate the areas that 
will protect their core support as they attempt to increase their author-
ity outward from their bases.28 In the insurgent’s case, once the base was 
firmly established this growth could begin with the infusion of  military 
operations that were focused on the expansion. 

With regard to military operations, insurgents believed that the “object 
of  war is simply to preserve oneself  and to annihilate the enemy. To 
annihilate the enemy means to disarm them or to deprive them of  the 
power of  resistance, and not to annihilate them completely in a physical 
sense…”29 In general, the insurgent’s military operations are based on 
Ten Principles of  War, these included: 

1.	 Attack isolated enemy forces first, attack strong enemy forces 
later;

2.	 Take towns and rural areas first, take big cities later; 

3.	 Wiping out the enemy’s strength is the main objective, not seizing 
territory; 

4.	 Only attack enemy forces that can be completely overcome;

5.	 Fight no battle you are not sure of  winning; 

6.	 Have courage in battle and no fear of  sacrifice or fatigue; 

7.	 Attack the enemy when he is on the move; 

8.	 In cities, seize all weakly defended battlements; wait before 
attacking strong enemy lines;

9.	 Use captured arms and personnel to reinforce; and
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10.	 Rest, train and consolidate in short intervals. The enemy should 
be permitted scant breathing space.30

Over time these principles have been distilled into a slogan, which became 
known as the famous four: “When the enemy advances, we retreat, When 
the enemy halts and encamps, we trouble them, When the enemy seeks  
to avoid battle, we attack and When the enemy retreats, we pursue.”31 

FIGHTING DOCTRINE OF THE INSURGENT

During the initial phases of  an insurgency, non-state actors do not have 
the numerical or material resources to take on the military forces of   
an established authority directly. To overcome this problem, they have 
created a flexible, multi-tiered force structure that is based on regulars 
(the Army) and irregulars (guerrillas). These forces are trained and 
organized to eventually carry out three types of  warfare. This includes 
guerrilla, mobile, and positional warfare. How they employ their forces 
and the specific type of  warfare they use is based on the quality of  the 
soldiers and equipment that is available.32

GUERRILLA WARFARE

Guerrilla warfare is a form of  combat where small groups of  irregulars 
used mobile tactics that are primarily based on ambushes and raids to 
attack larger and less mobile forces. Guerrillas often attempted to draw 
larger enemy units into unsuitable terrain in order to minimize their 
superior firepower and then used the ground, and the elements of  surprise 
and mobility to attack their vulnerable points. Most non-state actors view 
guerrilla warfare as the war of  the local population.33 

Insurgents believe in the guerrilla’s ability to wear down the enemy and 
accept the value of  guerrilla units in providing local security, acting as 
scouts or watchers, and for gathering intelligence. However, within the 
construct of  Hybrid War, the main operational roles of  guerrilla units are 
confined to deterrent and harassment missions. This is due to the realiza-
tion that despite their many benefits, guerrillas cannot achieve decisive 
results on the battlefield.34 That being said, insurgents will integrate 
guerrilla warfare into their overall concept of  operations. This is due to 
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the fact that the main advantage of  guerrilla warfare is that it can be  
carried out by the people with very little training or equipment. How-
ever, in order to compensate for this weakness guerrillas are expected to 
use ‘cunning’ in their operations. In this regard, the essential require-
ments for successful guerrilla operations included the “retention of  the 
initiative, alertness; and carefully planned tactical attacks.”35 

Insurgents recognize that they must form guerrilla units as early as 
possible. Ideally, this process will start during the initial stages of  the 
“mobilization” process.36 To this end, such units can be developed in the 
following ways: 

1.	 From the general population;

2.	 From regular army units temporarily detailed for the purpose; 

3.	 From regular army units permanently detailed;

4.	 From the combination of  a regular army unit and a unit recruited 
from the local population;

5.	 From local militias;

6.	 From deserters from the ranks of  the enemy; and 

7.	 From former criminals and criminal groups.37 

In the present hostilities, no doubt, all of  these sources have been, and 
will be, employed.

Insurgents understand that creating guerrilla units is one thing but  
having them carry out effective operations is something quite different. 
They realize that success with poorly trained and equipped personnel  
is based on the quality of  leadership that can be developed at the grass-
roots level.  

In this respect, insurgents believe they need brave and positive men whose 
loyalty is dedicated to the cause.”38 For example, “An officer should have 
the following qualities: great powers of  endurance so that in spite of  any 
hardship he sets an example to his men and be a model for them; he must 
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be able to mix easily with the people; his spirit and that of  the men must 
be one in strengthening the policy of  resistance...” More importantly,  
“If  he wishes to gain victories, he must study tactics.” Mao believed, “A 
guerrilla group with officers of  this caliber would be unbeatable.”39

Despite the emphasis on leadership, cunning and detailed planning, the 
fact remains that successful guerrilla operations depend on two critical 
factors, first, they need the full support of  the population they are secur-
ing and secondly, they need to have intimate knowledge of  the terrain 
they are fighting on. When insurgents begin to expand their base, these 
advantages are no longer available to the guerrilla fighter.40 As a result, 
guerrilla units tend to remain a local resource, but they do have strategic 
potential. 

Although dated, Mao’s concepts are timeless. In modern conflict, the stra-
tegic role of  guerrilla warfare has two purposes. First, to support regular 
military operations. Second, to transform itself  into a regular force. This 
is done by using the regular forces at the disposal of  the non-state actor, 
and although this regular force could be used to carry out guerrilla war-
fare when necessary, its primary military focus needs to be on mobile and 
positional warfare or conventional military operations.41 

MOBILE WARFARE

Insurgents view mobile warfare as the conduct of  operations by large 
forces operating as self-contained organizations. Interestingly, the key 
characteristic of  these operations is usually the absence of  fixed battle 
lines or any type of  established front line. As a result, “lines of  operation” 
are usually determined by the direction in which the force is moving.42 

Mobile warfare for non-state actors is often broken down into a series 
of  distinct operations; these include active and passive defence, prepara-
tions for combating “encirclement and suppression” campaigns, strategic 
retreat, and strategic counter-offensive.43 It is generally acknowledged 
that, while such operations can create the conditions for victory, they 
cannot in and of  themselves achieve a real victory. This is because  
“to bring about victory or defeat a decisive battle between the two 
armies is necessary.”44 Thus, the end result of  all mobile operations is the  
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complete destruction of  large enemy forces through a “war of  annihi-
lation,” or what is commonly viewed within Western literature as the 
decisive battle.

In order to achieve decisive battle, mobile warfare must be based on 
quick-decisions using offensives that operate on exterior lines within 
the framework of  a strategy along interior lines.45 To be successful such 
operations must employ forces that can operate over an extended and 
fluid front where the force has the ability to make swift advances and 
withdrawals, swift concentrations and dispersals.46 Although these con-
cepts may appear familiar to Western soldiers it is important to note that 
these ideas regarding mobile warfare diverge from the “Western way of  
war” in many respects. 

This difference is especially relevant in the emphasis of  time and space. 
In Western military thinking, the purpose of  manoeuvre is to capture 
and hold ground; however, the non-state actor has no interest in holding 
territory outside their base area. In fact, time and space become impor-
tant weapons rather than goals.47 The idea is to use space to manoeuvre 
the enemy into a favourable position and then attack. In this respect, the 
principles of  mobile warfare were similar to those of  guerrilla opera-
tions. From a practical perspective, operational manoeuvre is not always  
possible, especially for a force that has spent much of  its time on the 
strategic defensive. This means that the forces of  non-state actors will 
have to transition into what is termed ‘positional warfare.’

POSITIONAL WARFARE

Insurgents view positional warfare as a war of  fixed lines similar in 
concept to the European “Way of  War” during the First World War. In 
general, they are not particularly fond of  this type of  fighting. They 
believe that if  one concentrates forces on a narrow front for a war of  
attrition, they would be throwing away the advantages of  geography and 
economy of  organization.48 However, their view of  staying away from 
positional warfare does not mean they abandon the idea completely.49 

Insurgents recognize that these operations are important to defending  
key points or positions. Moreover, they are likely to become very prevalent 
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during the end of  the third stage, where forces would have to attack the 
cities and other strong points of  the established authority. Mao referred 
to this inevitability when he stated, “In this third stage positional warfare 
will undoubtedly play a greater role, for then the enemy will be holding 
fast to his positions, and we shall not be able to recover our lost terri-
tory unless we launch powerful positional attacks in support of  mobile 
warfare.”50 It was for this reason that the concept has remained an impor-
tant part of  all contemporary non-state actor war. Daesh operations in 
Iraq and Syria provide a graphic example.

Although the theory of  Hybrid War sounds straight forward, like all 
doctrines, its execution is less so. In reality, the progress of  non-state 
actors will be extremely uneven. This is especially so during the strategic 
counter-offensive (the third stage) when the unevenness will often result 
in the third stage occurring in some areas while the second or first stage 
is happening concurrently in other regions. To overcome this problem, 
non-state actors will use the flexibility that is inherent in their eclectic 
force structure and their operational methods to optimize capabilities for 
each circumstance.51  

COMPOUND WARFARE

This operational flexibility and how it was used by non-state actors 
is particularly important to understanding the underlying military 
success of  contemporary Hybrid War. This is due to the fact that they  
believe that regular and irregular units are very complementary. In 
fact, Mao stressed, “Considering the revolutionary war as a whole, the 
operations of  the people’s guerrillas and those of  the main forces of  the 
Red Army complement each other like a man’s right arm and left arm, 
and if  we had only the main forces of  the Red Army without the people’s 
guerrillas, we would be like a warrior with only one arm.”52 Mao often 
grouped his guerrilla units with his mobile forces creating a synergistic 
effect. This phenomenon of  using conventional and irregular forces 
against an enemy has been defined within the Western military context 
as compound warfare.53 

Within the construct of  Hybrid War, guerrilla forces provided important 
advantages over mobile forces. These included developing intelligence 
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information while suppressing the enemy’s intelligence. Guerrillas can 
also provide supplies and quick passage through their territory, while 
denying this ability to their enemy.54 Conversely, mobile regular forces 
also provide certain advantages to the guerrillas. For example, they often 
pressure the enemy to withdraw or force them into, or out of, areas where 
the guerrillas are operating, creating conditions for greater freedom of  
action.55 

From an historical perspective, the synergy derived by combining regular 
and irregular operations makes compound warfare effective for smaller 
forces especially when they are operating over large areas or in difficult 
terrain. In this respect, many of  today’s armed non-state actors have both 
of  these advantages and have used compound warfare as a combat multi-
plier to significantly enhance the overall flexibility and the effectiveness 
of  their forces.56 

THE ROLE OF ARMED NON-STATE ACTORS IN FUTURE 
WARFARE

The flexibility of  the insurgents’ fighting doctrine makes it a critical  
part of  the armed non-state actor’s doctrinal model for both proxy and 
conventional (compound) warfare. The current trend is for major powers 
to maximize the use of  such forces in order to do as much of  the heavy lift-
ing as possible. This is done by supplementing these groups with special 
operations forces (SOF) and other specialists, who have access to Intel-
ligence, Surveillance, Reconnaissance (ISR)/strike capabilities along with 
other types of  selected conventional military support usually in the form 
of  training, logistics, information/intelligence, and advance equipment. 
Examples of  this pairing have been seen with the Russian use of  these 
forces in the Crimea, Ukraine and Syria, as well as with the American use 
of  similar forces in both Iraq and Syria. Given the increasing capabilities 
of  such forces, it is likely their importance and influence will continue 
growing on both the irregular and conventional battlefields of  the future. 

More importantly, as the emphasis of  conflict continues shifting towards 
 a focus on social stability this type of  conflict is likely to continue 
evolving with states employing various types of  non-state actors to 
create civil unrest in an effort to undermine the position of  the national 
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authority. In this regard, armed non-state actors will likely serve as part 
of  the building blocks of  a more modular and flexible state military 
doctrine that can allow such forces to be quickly integrated into SOF  
and conventional units.  

In order to counter armed non-state actors that are using the insurgency 
model, it is important to understand that they are as much a political 
force as they are a military threat. As such, like any state use of  hybrid or 
asymmetric warfare, they will focus their efforts at the strategic and tacti-
cal levels to circumvent the established authority’s strength in military 
capability at the operational level. This will initially manifest itself  with 
terror tactics aimed at undermining or destroying public confidence in 
the governing authority’s control of  the situation and direct attacks on its 
security forces. When armed non-state actors reach the point where they 
are openly displaying capabilities that directly challenge the operational 
level capabilities of  a military force it is a sign that they are in a position 
of  strength in relation to the established authority. 

Defeating such forces militarily does little except to force them back into 
a guerrilla warfare posture so they must also be defeated politically. To 
defeat these forces as a political entity, they must be isolated from their 
base of  support and from any external help they may be getting. If  this 
cannot be done, victory cannot be achieved. However, if  the armed non-
state actors can be isolated politically, they can be defeated. 

Fighting an insurgency against a sophisticated armed non-state actor is 
difficult in and of  itself. Doing so while simultaneously dealing with 
coordinated cyber attacks, criminal activities, social conflict, and eco-
nomic warfare, creates a situation that becomes increasingly layered with 
complexities. If  one does not understand the different types and layout 
of  the various battlefields they are fighting on, how does one hope to 
win? 

In seeking to understand the concept of  Hybrid Warfare’s battlefields and 
what they might look like, one must comprehend the fact that although 
each battlefield is unique in terms of  what it is trying to accomplish and 
where it is actually operating, they are all connected in terms of  their 
strategic outcomes.  





3 5U N D E R S T A N D I N G  H Y B R I D  W A R F A R E

C H A P T E R  4

U N D E R STA N D I N G  T H E  E X PA N D I N G 
N AT U R E  O F  F U T U R E  BAT T L E F I E L D S 

Major conflict in the future will witness potential adversaries attempting 
to counter Western military strengths by degrading or sidestepping key 
capabilities to gain advantages through the use of  asymmetric strategies. 
Such actions will likely be integrated into political outcomes with the 
hope that they can be achieved before conventional Western military 
forces can react. If  this cannot be done, adversaries will attempt to oper-
ate under the threshold that triggers a decisive counteraction, specifically 
a military response, for as long as possible. In order to counter such a 
strategy, the West will need to broaden its understanding and philosophy 
of  war to include the utilization of  other instruments of  national power.1 

The first step in this process is to conceptualize the idea of  the future 
“battlefield of  battlefields” and then to reconsider the expectations of  
military forces to accomplish specific national objectives. 

MILITARY BATTLEFIELD
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FIGURE 2: The Traditional Battlefield
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Within the traditional Western view of  war (Figure 2), the military is 
the preeminent instrument of  national security. As such, political leaders 
pass various state capabilities over to the military in order to support  
or fight the battle(s). These capabilities are then employed within the 
context of  the “military problem set” as viewed by commanders in order 
to achieve victory. 

In this situation, the government is responsible for making sure that 
the military victory will produce, or advance, the strategic end-state it 
is seeking (i.e., its political objective(s)). Unfortunately, Western govern-
ments have not been particularly good at turning military victories into 
strategic success. This failure is due to a number of  factors, not the least 
of  which is the fact that the military may not be the best instrument of  
national power to use for a particular objective or problem, although, for 
many Western governments, it has certainly become the most convenient. 
Within the context of  future war, potential enemies are attempting to  
de-emphasize the military option by placing it into a supporting role 
within a much larger political/national conflict. So, the question becomes, 
how must the West deal with the various battlefields that are now becom-
ing available to a potential adversary?
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Political

Legal

Information
Diplomatic

Space
Protest

Infrastructure

Banking

Debt  
repayment

Government 
Services

In theory, the creation of the “battlefield of battlefields” would “reduce the impact of an overwhelming 
advantage in a specific (military) battlefield”.

MILITARY 
BATTLEFIELD

Military
Economic Cyber

	

FIGURE 3: The “Battlefield of Battlefields”

In order to support a much larger political/national effort, the military 
battlefield of  the past will become the “battlefield of  battlefields” of  
the future, where national capabilities are employed by political lead-
ers to achieve very specific strategic end-states/political objectives. In  
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fact, trends indicate that every effort will be made by peer and near-peer 
adversaries to reduce the military option as much as possible. In this 
respect, military force is only introduced when it is necessary to do so 
and in a measured amount for as little time as possible. In this sense, as 
displayed with Russian success in Crimea, victory is measured by how 
little military effort is actually needed to achieve the political result.  

The key difference between the conventional battlefield (battlespace) of  
today and the future “battlefield of  battlefields” is the integration of  
various state-controlled domains onto what has traditionally been the 
military playing field. This integration of  national and military domains 
will serve to extend the modern battlespace in order to increase and 
better coordinate the effect and impacts. In addition to the traditional 
understanding of  the military battlefield, national planners will also need 
to deal with the idea of  the Strategic Effects Zones on both the friendly 
and opposition side. A linear visual representation of  this concept is  
outlined in Figure 4 below. 

Strategic Effects Zone 

(Friendly)

Civilian           Military

Battle  

Zone

Deep  

Battle  

Zone

Deep  

Operations 

Zone

Strategic Effects Zone 

(Opposition)

Military          Civilian

FIGURE 4: The Future Battlefield

At the tactical level, the Battle Zone and Deep Battle Zone will remain the 
military’s primary domains as will, for the most part, the Deep Opera-
tions Zone. These are areas where direct military engagements will occur 
along with the shaping and exploitation battles to defeat the enemy’s  
military forces should conventional operations become necessary. The 
Deep Operations Zone is the area designated for successive follow-on 
battles to occur if  these are needed. It, along with the Strategic Effects 
Zone, will become the zones where proxy wars, diplomatic, economic, 
legal and environmental warfare, among other activities will be planned, 
monitored and played out.  
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Once a state of  war has commenced, success in future conflict will depend 
on a nation’s ability to coordinate the effects desired in the Strategic  
Effects Zone with ongoing military operations in the battle and oper- 
ational zones. Prior to examining the specific zones in detail, it is necessary  
to examine some of  the major developments that have influenced force  
structures, tactics and the design of  the battlefields for tactical and  
operational success in the future. 
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T H E  C H A R AC T E R  O F  F U T U R E  WA R 
A N D  I T S  BAT T L E F I E L D S

THE REVOLUTION IN MILITARY AFFAIRS

Despite the move towards fighting strategic campaigns and the use of  
the fuller range of  national tools, Western nations will still need to rely 
on military forces to back up and support many of  their initial efforts. 
However, once a certain level of  support is reached, nations will likely 
transition from the competition phase to actual military operations. Once 
this has occurred the character of  future military operations, between 
peer and near-peer adversaries, will be heavily influenced by the matur-
ing technologies and doctrine changes that resulted from what some term 
the Revolution in Military Affairs (RMA), which occurred during the 
mid- to late-1990s.  

Andrew Marshall, director of  the Office of  Net Assessments in the Office 
of  the Secretary of  Defense, defines a revolution in military affairs as “a 
major change in the nature of  warfare brought about by the innovative 
application of  new technologies which, combined with dramatic changes 
in military doctrine and operational and organisational concepts, funda-
mentally alters the character and conduct of  military operations.”1 Within 
this construct of  technological, doctrinal and organizational change, key 
technologies were beginning to mature to form the core of  this process. In 
fact, some of  these advancements initially started to make their appear-
ance during the 1991 Gulf  War.2

These technologies include precision-guided munitions (PGMs); intelli-
gence, surveillance and reconnaissance (ISR); and advances in command, 
control, communications, computing and intelligence processing (C4I) 
power.3 In order to take full advantage of  these new developments, the 
Americans looked at a number of  different concepts to exploit these 
advances during this period. According to Elinor Stone, a Canadian 
Defence Analyst, the overarching theme for many of  these changes “was 
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a need to make the shift from the massive, heavy, armies of  the Cold War, 
to lighter, and more deployable ‘expeditionary’ armies that would go to 
operational theatres around the world.”4 Rapid deployability, she stated, 
“would be facilitated in part through the application of  new technologies 
to make military platforms lighter.”5 She added:

Mobility on the battlefield was another key doctrinal tenet of  
the RMA. Military operations, it was argued, would be character-
ized by highly dispersed forces facing no front line of  “enemy” 
combatants. Soldiers would have to be able to move quickly to 
respond to rapidly changing situations. Battlefield mobility would 
be facilitated by the use of  medium- or heavy-lift helicopters and, 
in some cases, combat helicopters, as well as the lighter ground 
force platforms.6 

The concept that attempted to initially bring these ideas together was the 
American Force XXI Operations, a TRADOC pamphlet that came out on  
1 August 1994.7 This document describes the conceptual foundations for 
the conduct of  future operations both in war and in operations other than 
war (OOTW). To achieve this goal, TRADOC envisioned a future force 
defined by five characteristics. These included: 

1.	 Doctrinal flexibility;

2.	 Strategic mobility;

3.	 Tailorability and modularity;

4.	 Joint and multinational connectivity; and 

5.	 Versatility to function in war and OOTW.  

Doctrinal flexibility was designed to meet changes and challenges, as  
well as the diversity of  tasks expected in the future. Strategic mobility 
focused on anticipation, pre-positioning, early entry, lightness, lethality, 
survivability, and investment in strategic lift. Tailorability and modu-
larity were critical to the idea that Western armies would be required 
to be expeditionary forces. Moreover, in tight fiscal/deficit fighting 
environments there would be pressures to reduce funding, and as such, 
force deployments would need to be tailored according to the particular 
requirements of  each respective contingency. This meant that joint, mul-
tinational, interagency connectivity; and, finally, versatility – resting on 
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a qualitative edge, would become the decisive determinants in both war 
and in operations other than war.8

Furthermore, an important feature of  future joint and multinational 
operations was information flow. Doctrine writers envisioned including a 
“push-down” hierarchical command process combined with “pull-down” 
logistics and intelligence models. The new doctrine also envisioned inte-
grated information systems that facilitated shared situational awareness, 
creating a “flatter” and more versatile organization.9 

Another key concept that evolved from TRADOC’s work was the idea of  
a “picture” (common operating picture) of  the battlespace that stretched 
beyond the commander’s traditional area of  operations (AO). This con-
ceptual battlespace represented the ability of  the commander and his/her 
staff  to visualize the AO and the way that forces would interact within 
this domain.   

The common operating picture was important as it would greatly improve 
force-level dominance by enhancing situational awareness and ensuring 
rapid, clear communication of  orders and intent, potentially reducing 
the confusion, fog, and friction of  battle.10 The idea of  the battlespace 
as an operating picture would grow with the capabilities of  future weap-
onry, which would facilitate “greater lethal reach and dominance. Deep 
reconnaissance and attack, force dispersion, power overmatch, precision 
fires, digitized sensor-to-shooter linkages, and force protection were 
keynotes.”11

DEPTH AND SIMULTANEOUS ATTACK

Critical to maximizing these new capabilities and organizations was the 
idea of  depth and simultaneous attack. In fact, the TRADOC document 
suggested a possible reassessment of  the traditional fire and manoeuvre 
relationship in the “seamless” and simultaneous application of  lethal 
power throughout the extended battlefield. This would be done with the 
aid of  a new battle command system, employing digitized joint communi-
cations.12 The document expounded on simultaneity by stating: 

RMA may transform the familiar form and structure of  military 
campaigns as a chain of  sequentially phased operations. Advanced 
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forces will possess the capability to achieve multiple operational 
objectives nearly simultaneously throughout a theater of  opera-
tions. This simultaneity, coupled with the pervasive influence 
of  near-real-time military and public communications, will blur 
and compress the traditional divisions between strategic, opera-
tional, and tactical levels of  war. We have seen simultaneity first 
attempted in Grenada, followed by use in Just Cause in Panama 
and Desert Storm against Iraq. During Desert Storm, no enemy 
force in the Kuwait theatre was safe from simultaneous attack. 
No enemy force began to move, however, until coalition ground 
forces attacked. Yet the coalition massed those land forces for 
only a short period to gain the strategic staying-power effect.13 

TRADOC strategists believed that in order to dominate the extended  
battlespace an army required agile and robust deep and simultaneous 
attack capabilities. By combining the concepts of  deep operations and 
simultaneous attack using both lethal and non-lethal means, one could 
create a dynamic capability to extend the battlespace in space, time, and 
purpose and thus reduce, or eliminate, the time and need to shape the 
battlefield. This would allow commanders to directly influence the enemy 
wherever they might be. The document states, “By massing the effects of  
long- and short-range area and precision fires, integrating information 
operations designed to blind, demoralize, and deafen the enemy, concur-
rent with rapid combined arms maneuver, ground and from the air, a larger 
and less agile enemy force can be quickly and decisively defeated.”14

The ultimate goal of  depth and simultaneous attack was to overload 
the enemy’s ability to cope with the situation by presenting it with an 
overwhelming number of  actions throughout the entire depth of  its 
battlefield. The measure of  success in executing depth and simultane-
ous attack was based on efforts to leverage emerging technologies in four 
general categories: 

1.	 Battlespace preparation;

2.	 Synchronization;

3.	 Simultaneous attack execution; and 

4.	 Force protection. 
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The TRADOC planners believed that for operations to be successful, 
force protection was critical against tactical and theatre missiles, as well 
as against enemy long-, medium-, and short-range rockets and ballistic 
missiles. They also insisted that effective air defence against such things 
as cruise missiles, unmanned aerospace vehicles (UAVs), and remotely 
piloted vehicles (RPVs) must be actively pursued.15 

THE CHARACTER OF FUTURE COMBAT IN THE BATTLE AND 
DEEP BATTLE ZONES

The fighting forces for this concept would be modular and thus more 
mobile and agile. This would facilitate mission tailoring to meet each 
contingency.16 To deal with the complexity of  high technology and 
simultaneous attack, soldiers would need to be highly qualified, trained, 
and educated.17 Moreover, they would need a new understanding of  
the tactical battlefield since they were no longer expected to just fight a 
contiguous linear style of  operations typical of  the Second World War, 
or those expected during the Cold War. Specifically, these tactical battle-
fields or AOs were identified as follows: 

Contiguous Linear. Linear operations in a contiguous AO typify 
sustained offensive and defensive operations against powerful, ech-
eloned, and symmetrically organized forces. The contiguous areas 
and continuous forward line of  own troops (FLOT) focus combat 
power and protect sustaining operations. Commanders normally 
shape the deep area, conduct decisive operation in the close area, 
and sustain in the rear area.18
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FIGURE 5: Contiguous Linear
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Non-Contiguous Linear. In a non-contiguous linear (NCL) AO, the 
higher headquarters retains responsibility for the portion of  its AO 
outside the subordinate unit AOs. The higher headquarters opera-
tional design uses non-linear operations while the subordinate units 
are conducting linear operations. The subordinate units’ battlefield 
organizations have close, deep, and rear areas; the higher headquar-
ters battlefield organization does not. This configuration might be 
appropriate when the higher headquarters is conducting widely 
separated simultaneous operations.19
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FIGURE 6: Non-Contiguous Linear

Non-Contiguous Non-Linear. In a non-contiguous, non-linear 
(NCNL) AO the operations of  both higher and subordinate units are 
non-linear. The size of  the land AO, composition and distribution of  
enemy forces and capabilities of  friendly forces are important consid-
erations in deciding whether to use this battlefield organization and 
operational design. In Somalia in 1992, for example, [the American] 
Army conducted non-linear stability operations and support opera-
tions in widely separated AOs around Kismayu and Mogadishu.20
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Contiguous Non-Linear. Figure 8 illustrates non-linear operations 
being conducted in contiguous AOs. This combination typifies 
stability operations, such as those in Haiti, Bosnia, and Kosovo.  
Hurricane Andrew support operations also followed this design. 
The higher headquarters assigns the responsibility for its entire AO  
to subordinate units. Within the subordinate AOs, operations are 
non-linear, with the subordinate headquarters receiving support and 
resources from the higher headquarters. On a tactical scale, search 
and attack operations are often non-linear operations conducted in 
contiguous AOs.21

Non-linear Operations

• Bosnia

X X X

X X X

X X

X
X

X
X

• JTF Andrew • Vietnam

FIGURE 8: Contiguous Non-Linear

With the modular force structure and a refocus on more fluid operations 
within and through the different types of  battlefields, a change in war-
fighting techniques was needed. This change occurred in the form of  
distributed operations.22

DISTRIBUTED OPERATIONS WAR-FIGHTING CONCEPT

The distributed operations war-fighting concept was released by the 
United States Marine Corps (USMC) in April 2005. It was subsequently 
adopted in various forms by the American Army and other Western 
nations. The concept was designed to deal with adaptive enemies oper-
ating in a more complex environment by providing conventional forces 
the ability to decentralize both decision-making and force distribution  
as necessary. More importantly, distributed operations would provide 
commanders with the ability to employ tactical units across the entire  
depth and breadth of  the non-linear battlespace, which was a key require- 
ment of  Force XXI operations. As the Marine concept paper explained:
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Distributed Operations describes an operating approach that will 
create an advantage over an adversary through the deliberate use 
of  separation and coordinated, interdependent, tactical actions 
enabled by increased access to functional support, as well as by 
enhanced combat capabilities at the small-unit level. The essence 
of  this concept lies in the capacity for coordinated action by 
dispersed units, throughout the breadth and depth of  the bat-
tlespace, ordered and connected within an operational design 
focused on a common aim.23

At the tactical level, distributed operations envisioned manoeuvre units 
operating within a disaggregated fashion. Companies, platoons, and sec-
tions could disperse beyond the range of  mutually supporting organic 
direct fires, but be linked through a common command and control net-
work. To do this, units needed to be organized, trained, and equipped to 
facilitate such operations, which meant, particularly at the lower levels 
of  command, they would need a host of  new equipment and training. 
The trade-off  would be to reduce their vulnerability to enemy observa-
tion and fire. However, with all these changes they still needed to possess 
significant combat power to close with and destroy the enemy.24

To maintain the ability to destroy the enemy or support other missions, 
distributed units also required the capability to rapidly re-aggregate.25 
This ability to distribute and aggregate would provide commanders with 
the capacity to operate using the fuller range of  tactical employment 
methods that were complementary in character. For example, the concept 
envisioned sea-based forces projecting power using ship-to-objective 
manoeuvre in an aggregated fashion while being complemented by addi-
tional units using distributed operations.26 

It was recognized that distributed operations were most effective if  units 
were networked, which provided commanders with a means of  dealing 
with ambiguity in the battlespace environment. Employed properly, they 
would present the enemy with a complex puzzle. Their relative mobility, 
situational awareness, and modular structure would enable rapid adap-
tation and self-reorganization, presenting the opponent with a greater 
degree of  uncertainty regarding locations, intentions, and objectives. 
This complexity was designed to induce confusion and ambiguity.27 The 
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key to rapid adaptation and self-reorganization was the ability to transi-
tion as quickly as possible within a modular force structure.28

With the emergence of  peer and near-peer adversaries, many of  these 
concepts will remain valid for high-intensity combat operations into 
the foreseeable future. In fact, the increased sophistication in ISR/strike 
capabilities, proliferation of  UAVs, and RPVs in the Russian/Ukraine war 
and the addition of  significantly more firepower from modern systems 
will likely force greater dispersion on the battlefield than originally envi-
sioned. However, the modular force structure of  today will require an 
extensive overhaul if  it is to remain relevant on the future battlefield. 

MULTI-DOMAIN BATTLE

In addition to reviewing its force structure the American Army was also 
constantly reviewing its war-fighting doctrine and equipment needs. In 
February 2017, TRADOC published a White Paper entitled, Multi-Domain 
Battle: Combined Arms for the 21st Century.29 The document started the 
process of  debate regarding the future direction of  this new war-fighting 
concept. It acknowledged that recent operations undertaken by both 
Russia and China have displayed capabilities that now threaten Western 
Joint Force interdependence by turning long-assumed Western strengths 
into weaknesses. It observed that “over the last 25 years, assumptions of  
air, land, maritime, space, and cyberspace domain superiority drove the 
doctrine, equipment, and posture of  U.S. and Western forces.”30 The docu-
ment also conceded that these assumptions are now proving to be invalid 
in light of  recent changes to potential adversary capabilities, capacities, 
and approaches.31 As a result, the White Paper contends that Western 
forces can no longer assume continuous superiority in any domain.32 To 
this end, it asserts that a new approach to war-fighting is needed. 

Based on recent experience, particularly from Russian operations, the 
White Paper postulates that Western forces will likely “confront sensor-
rich militaries of  peer states and proxies who will employ precision-guided 
munitions that will make modern battlefields highly lethal and restrict 
Joint Force freedom of  manoeuvre and action. To do this, potential adver-
saries are in the process of  countering Western strengths such as air and 
maritime superiority, while degrading key capabilities by limiting access 
to space, cyberspace, and the electromagnetic spectrum.”33 
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As a result, the American Army and its Western partners now face the 
possibility of  the loss of  Western superiority in both methods and  
material. The White Paper reveals:

Potential Adversaries have combined new operational methods 
with modernized capabilities. For example, ground formations of  
top tier competitors now have parity or overmatch with Western 
forces in many weapons systems’ range, lethality, protection, and 
mobility. The latest generation of  Russian and Chinese combat 
vehicles and artillery offer equivalent and, in some cases, superior 
protection, range, and lethality to U.S. … fighting vehicles, and 
indirect fires systems. These developments in ground systems 
match similar qualitative improvements in enemy air, maritime, 
space, and cyberspace capabilities.34 

This revelation has forced the Americans to reduce expatiations on the 
future battlefield. To this end, the document suggests, “Implementing 
Multi-Domain Battle entails three components: creating and exploiting 
temporary windows of  advantage; restoring capability balance by build-
ing flexible, resilient formations in the Joint Force; and altering force 
posture to enhance deterrence.”35 Another key component of  Multi-
Domain Battle is the fact that the Americans are attempting to integrate 
all military domains (Air, Land, Sea, Space, Cyber, Information, and SOF) 
into a cohesive fighting doctrine/domain based on a known threat. 

Although, Multi-Domain Battle appears to be headed in the right direc-
tion, historically a key weakness of  Western doctrine has been a focus 
on the tactical battle and a corresponding lack of  integration between 
tactical, operational and strategic outcomes. With Multi-Domain Battle, 
such integration will be critical to success as key capabilities within many 
potential domains (e.g., informational cyber, economic, and space) are also 
controlled by state organizations and agencies outside of  the military’s 
control. 

As major competitors have already started a move towards a strategic 
doctrine of  conflict, any lack of  integration by Western governments 
between their military forces and other state tools will be a critical and 
possibly even fatal weakness in future conflicts. With this in mind,  
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it is now important to look at the foundation battlefields of  the Deep 
Operations Zone, and the Strategic Effects Zone in more detail.

THE DEEP OPERATIONS ZONE 

For the purpose of  Hybrid Warfare, the Deep Operations Zone is the area 
between the Battle Zone/Deep Battle Zone and the Strategic Effects Area. 
It is based on the idea that defeating peer and near-peer adversaries will 
likely require a succession of  battles that move beyond the tactical focus 
of  the immediate battle and Deep Battle zones. This is done by allowing 
military forces to carry out exploitation operations after the initial defeat 
of  an enemy force has occurred. More importantly it serves as an intel-
lectual link between tactical operations and the operational objectives 
that produce strategic outcomes. For example, the Russian view of  this 
concept evolved from a two-phased approach that included the tactical 
deep battle, followed by deep battle operations.36 

Deep Battle was designed to break the enemy’s forward defenses, or 
tactical zones, through a massive initial combined-arms assault. Any 
breakthrough or penetration would be exploited by Russian follow-
on mobile reserves that would drive towards the strategic depth of  an 
enemy. Operations were supported by air forces, airborne forces and 
ground forces in order to create a “simultaneous blow throughout the 
entire depth of  the enemy’s operational defense.”37

The purpose of  such operations was to inflict a decisive defeat on the 
enemy’s logistic capabilities, its command-and-control nodes, as well as to 
delay, disrupt, and defeat any reserves positioned in the specific area of  
operations being attacked. In order to move into the rear areas as quickly 
as possible, Russian offensive forces were required to surround enemy 
units holding their front-line positions to allow the exploitation forces to 
surge into the defender’s operational and strategic depth.38 Ideally, this 
would be in the form of  a pursuit. However, it could also be completed in 
the form of  a series of  successive battles. 

In future conflict, Western militaries will need to adopt similar tactics 
and engage their enemy in the Deep Operations Zone to achieve the same 
intended results.  However, the major difference will come from how the 
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exploitation and deep penetration tasks are accomplished. This require-
ment is due to the fact that dispersed enemy peer forces are unlikely to 
be decisively defeated in a single major engagement confined to the local 
battle and Deep Battle zones.  As such, future Joint Forces must plan for 
the possibility of  having to engage, push back or bypass enemy forces 
within the depth of  the enemy’s Deep Operations and possibility into its 
Strategic Effects Zone.  

Although, military operations in the Deep Operations Zone will be  
critical for eventual military success on the main battlefield, the diffi-
culty with entering this zone of  peer and near-peer adversaries’ defence 
is that successive advances or battlefield victories increase the likelihood 
of  triggering a limited or full nuclear attack and/or exchange. This result 
is likely to occur when one side or the other feels it is losing the initiative  
or is threatened with total defeat. 

Within the holistic view of  the future battlefield, it is important to note 
that the Deep Operations Zone also provides an intellectual focal point 
of  transition between the tactical and operational battle, which is critical 
to reaching a strategic military end-state. More importantly, it provides 
a link from the military battlefield to the national Strategic Effects Zone 
where such things as diplomatic, economic legal and environmental war-
fare, among others will also be played out.  

STRATEGIC EFFECTS ZONE

In future conflict, the Strategic Effects Zone will become the main focus 
of  national operations against peer and near-peer adversaries. As the aim 
of  future conflict is to induce social chaos leading to a political crisis and 
defeat, the military will only be used when and if  necessary to support 
the other national efforts. As a result, the Strategic Effects Zone becomes 
the main battlefield within the conflict where operations directly or indi-
rectly target the critical instruments of  the enemy’s national power. 

Historically, Western nations have attempted to achieve these strategic 
results, primarily by military means, through the use of  such things as 
naval blockades to restrict vital resources entering the country or air-
power that directly attacks the enemy’s infrastructure in its rear area/



5 1

P A R T  I

U N D E R S T A N D I N G  H Y B R I D  W A R F A R E

C H A P T E R  5

homeland. For air campaigns, emphasis was usually placed on the specific 
destruction of  infrastructure directly supporting the war effort or of  
high political significance. 

However, despite massive efforts and great destruction, it was often  
difficult to determine how much a strategic bombing campaign can or 
will actually contribute to eventual victory.39 In an effort to bring more 
precision to this form of  attack, Colonel John Warden, an American Air 
Power theorist during the 1991 Gulf  War, advanced the idea of  the enemy 
as a system that has an organization. 

Warden postulated that, like all organizations, an enemy’s is based on 
certain principles that can be clearly identified and attacked. He asserts, 
“Whether we are talking about an industrialized state, a drug cartel, or 
an electric company, every organization follows the same organizational 
scheme.” The idea was to identify and target centers of  gravity within 
the organizational scheme until the enemy submitted to your will. He 
explained, “As we understand how our enemies are organized, we can 
easily move on to the concept of  centers of  gravity. Understanding  
centers of  gravity then allows us to make reasonable guesses as to how  
to create costs which may lead the enemy to accept our demands.”40

In order to better articulate his idea, Warden represented the enemy 
system organization in a concentric rings format, with each ring repre-
senting a layer of  the enemy’s center of  gravity. The priority of  effort 
he emphasized was in descending order of  importance starting with 
the inner most rings and working out. This included leadership, system 
essentials, infrastructure, population, and the military. He viewed the 
leadership ring as the most important and focused on the state’s leaders 
as they control the systems of  the state. System essentials represent key 
production critical to the state’s survival, such as oil, food and money. 
Infrastructure, transportation, and electricity keep the system together. 
The population is the state’s civilian population, and a fielded military  
is the security mechanism that defends the state from attack.41
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Fielded Military
Population
Infrastructure
System Essentials

Leadership

FIGURE 9: Warden’s Concentric Ring Format

As the object of  war is to force your will onto the enemy, Warden felt 
that the most effective and quickest way to achieve this was through a 
simultaneous attack on all of  the components of  the enemy’s inner ring 
or its leadership. Only if  one was unable to attack an enemy’s leadership 
does Warden recommend attacking, in ascending order of  importance, 
the latter or outer rings.42 Although there has been a great deal of  debate 
regarding the validity of  the model and the actual effects it achieved in 
defeating the enemy during the Gulf  War, it did attempt to identify and 
prioritize strategic targets in a systemic way. This is important, particu-
larly when one examines what constitutes a strategic attack.43 

The difference between Warden’s model and the concept behind “Unlim-
ited Warfare” or “New Generation Warfare” is that with this form of  
warfare, the idea is to target the population in such a way that it forces its 
leadership to seek a solution to the problem, preferably by stopping the 
conflict altogether. In this respect, under Warden’s construct, all the rings 
must play their role. However, the population and its leadership, not the 
destruction of  infrastructure, becomes the primary focus of  attack.  

The remaining rings are used to assist in the process based on the perceived 
weaknesses of  the target country. This means that once identified, there 
should be a simultaneous attack on all rings including the center of  
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gravity, but in a way that will influence the population and its leadership. 
Moreover, this needs to be done within the context of  the “battlefield of  
battlefields” or multi-domain approach. 

The problem with this approach is that this is not always as simple as 
it sounds. This is due to the fact that the population and its leadership 
must be viewed within the context of  the other elements of  national 
power. According to David Jablonsky, a professor of  National Security 
Affairs, Department of  National Security and Strategy at the U.S. Army 
War College, “Most scholars focus on power as a means, the strength or 
capacity that provides the ability to influence the behavior of  other actors 
in accordance with one’s own objectives.”44 He adds, “National power is 
historically linked with military capacity, a natural relationship since war 
in the international arena is the ultima ratio of  power.”45 However, he 
cautions, that one element of  power on its own cannot in itself  deter-
mine national power. He states, “In this context, the elements of  national 
power, no matter how defined, can be separated only artificially. Together, 
they constitute the resources for the attainment of  national objectives  
and goals.”46

THE ELEMENTS OF NATIONAL POWER 

Jablonsky breaks down the elements of  national power between natural 
and social determinants of  power. “The natural determinants (i.e., 
geography, resources, and population) are concerned with the number 
of  people in a nation and with their physical environment. Social deter-
minants (economic, political, military, psychological, and, more recently, 
informational) concern the ways in which the people of  a nation organize 
themselves and the manner in which they alter their environment.”47 The 
problem when isolating and attacking an enemy’s different elements of  
national power, as in Warden’s theory, is that one element like leader-
ship is difficult to separate from the others, as all are intertwined and it 
is this interconnectedness that creates national resiliency. As Jablonsky 
points out, in practice, it is impossible to make a clear distinction between 
the natural and social elements of  power.48 For example, “resources are 
a natural factor, but the degree to which they are used is socially deter-
mined. Population factors, in particular, cut across the dividing line 
between both categories. The number of  people of  working age in the 
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population affects the degree of  industrialization of  a nation, but the 
process of  industrialization, in turn, can greatly alter the composition  
of  the population.”49 

BREAKING THE NATIONAL WILL

Historically, strategic military attacks by Western countries on their 
enemies have focused primarily on the physical destruction of  critical 
infrastructure, resources, the population, as well as political, and military 
capabilities. Information and economic warfare have been centered on 
the population, including military personal and politicians through the 
use of  psychological operations. The problem with such attacks has been 
that despite great physical destruction, the resiliency of  the society has 
continued to survive within the national structure. For example, allied 
strategic bombing of  Germany during the Second World War was based 
on a policy of  “area attack” which meant that the primary objective was 
to attack “the morale of  the enemy’s civil population and in particular, 
the industrial workers.”50 The idea was that bombing raids would destroy 
Germany’s factories and surrounding residential areas. It was believed that 
such attacks would “force Germany to reallocate resources, overwhelm 
the civilian sector, and eventually destroy the German war machine while 
breaking the morale of  the German people.”51 Unfortunately, for the 
Allies, despite great physical damage, the morale of  the German people 
remained intact. According to Ryan Patrick Hopkins of  East Tennessee 
State University, “In fact, it angered the populace, possibly explaining 
why the Germans continued to fight on for months, even as it became 
increasingly obvious that the Germans were going to lose the war.”52

In order for such attacks to work one must not only attack each of  the 
natural and social determinants but do so in a coordinated way that will 
break down the resiliency of  the society through its population. How-
ever, this can often take a great deal of  time and effort. The key is to find 
the right set of  conditions to start and then accelerate the process when 
and if  it is needed. 

That is why some countries in Europe are seeing ongoing information and 
disinformation campaigns being pushed by the Russians. The Russians 
are trying to prioritize their national set of  “tools” for strategic attack 
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by focusing assaults on the population, specifically towards the psycho-
logical and political components of  national power. The other elements of  
national power are attacked usually when there is a clear weakness and it 
is opportunistic to do so. Starting such strikes before an apparent increase 
in inter-state tensions allows a possible opponent more time to wear down 
that social resilience. Using non-state actors to conduct confrontations 
against minorities within the target country is another. 

By attacking the strategic zone of  a democratic country, an opponent 
attempts to exploit the very fabric of  democracy by using its own 
strengths (e.g., freedom of  expression/speech, protest) against itself. This 
is possible because democratic countries need strong and independent 
government institutions to provide the necessary checks and balances in 
order to prevent the concentration of  power. However, it is this indepen-
dence of  different levels of  government and governmental departments 
that hinders intergovernmental cooperation for any extended period of  
time. Real cooperation, when it does happen, usually only occurs during 
a national emergency. 

Once the emergency is over, organizations within the government 
structure see little value in continuing cooperation as they compete for  
resources, relevance and influence. It is this inability to work together 
during non-crisis periods that doctrines such as “New Generational 
Warfare” or “Unlimited War” attempt to exploit. They do this by driving 
wedges between the governmental institutions and into the checks 
and balances within a democracy. In the process, they strip away the 
layers of  national resiliency by creating or expanding on discontent, 
thereby preventing effective government response to crises as they  
arise. Ultimately, the aim of  such actions is to separate the people from 
their government.

In this respect, the specific “battlefield of  battlefields” that is used is 
target country-dependent and will need to adjust with the changing 
situations of  that targeted country. It is this specific-to-situation analy-
sis and coordination at the strategic level that has made Russian & 
Chinese successes so quick and efficient thus far. For their part, the 
Russians are moving quickly towards achieving a single full-depth,  
synchronized action across the entire “battlefield of  battlefields” that  



5 6

P A R T  I

U N D E R S T A N D I N G  H Y B R I D  W A R F A R E

C H A P T E R  5

could cause paralysis to Western countries and their militaries. It is 
important to remember that the preparations for and specific activities 
related to this form of  conflict are likely occurring right now. For example, 
interfering in American and other Western nations’ elections are only  
the beginning of  what is yet to come. 
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TO WA R D S  A  T E M P L AT E  F O R  
H Y B R I D  WA R 

If  specific activities relating to Hybrid Warfare are currently being  
carried out by peer and near-peer adversaries, what should authorities be 
looking for that could indicate a possible attack? The main problem with 
detecting these attacks is that once they initially begin it can be difficult 
to attribute them as a systematic attack, as they could simply be a series 
of  isolated incidents.1 Fortunately, we do have a template that can put 
these activities into context.

The Russian version of  Hybrid Warfare was first introduced to the pub-
lic in a paper published by General Valery Gerasimov, the Chief  of  the  
Russian General Staff, in February 2013.2 In it, Gerasimov lays out the 
key principles behind Russia’s thinking on the possibilities of  this type 
of  warfare. The first is the idea that the world is now in a continual state 
of  conflict. He states that “in the 21st century we have seen a tendency 
toward blurring the lines between the states of  war and peace.” He adds, 
“the conduct of  wars has changed as they are no longer declared and,  
having begun, they move in different and unfamiliar directions.”3  
Gerasimov asserts, “This unfamiliar template refers to asymmetrical oper-
ations using a host of  [strategic] capabilities” to “nullif[y]… an enemy’s 
advantages in armed conflict.”4 

Gerasimov believed that the specific capabilities needed to effect change 
on the ground would include the extensive use of  Special Forces linking 
up with internal opposition groups within the target country to create 
an operating front that would eventually extend throughout the entire 
depth of  the enemy’s territory. These actions would be combined with 
information operations, cyber warfare, legal warfare, economic war and 
other state-level activities that were linked to a strategic outcome. Specific 
activities would be constantly modified to meet the needs of  a particular 
operation.5 
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The Russians deem that such methods, employed and sequenced properly, 
could, in a very short period of  time, throw a stable and thriving state into 
a web of  chaos, humanitarian upheaval, and outright civil war, making it 
susceptible to foreign intervention.6 Although Gerasimov acknowledged 
that such events were not traditionally part of  what would be considered 
wartime activities, he believed that they will now become typical of  con-
flict in the 21st century. 

The idea of  collapsing a state onto itself  through social upheaval, before 
a declaration of  war was declared, was an important part of  Hybrid 
Warfare’s underlying methodology. Gerasimov stated, “The very “rules 
of  war” have changed...[as] the focus of  applied methods of  conflict has 
altered in the direction of  the broad use of  political, economic, infor-
mational, humanitarian, and other non-military measures — applied in 
coordination with the protest potential of  the population.”7 The example 
he used to illustrate his point was NATO’s role in Libya, where a no-fly 
zone and naval blockade were combined with the use of  private military 
contractors working closely with the armed formations of  the opposition.8

Gerasimov understood that new information technologies have allowed 
much of  this change to occur. As a result, the information space has 
opened the door to the widespread use of  asymmetrical possibilities for 
reducing the fighting potential of  the enemy, particularly through the use 
of  influence operations.9 

Ja-nis Be-rzinš, Managing Director for the Center for Security and Strategic 
Research at the National Defense Academy of  Latvia, emphasized this 
specific point. He affirms, “The Russians have placed the idea of  influence 
operations at the very center of  their operational planning and use all 
possible levers of  national power to achieve this.”10 He adds that the 
Russians, “have demonstrated an innate understanding of  the key target 
audiences and their probable behavior… Armed with this information 
they knew what to do, when and what the outcomes are likely to be.”11

The Russians felt these changes reduced the importance of  frontal engage-
ments by large conventional military formations, which they believed 
were gradually becoming a thing of  the past. This transition is due to the 
fact that even if  conventional operations are required to finish off  the 
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enemy this will be done primarily by using standoff  operations through-
out the depth of  an enemy’s territory.12 The Russians believed this shift 
towards irregular war and standoff  operations was blurring the lines 
between the strategic, operational, and tactical levels, as well as between 
offensive and defensive operations.13 

According to Gerasimov, this new doctrine manifests itself  in the use of  
asymmetric and indirect methods along with the management of  troops 
in a more unified informational sphere.14 Should the conflict need to 
escalate, these activities would be followed by the massive use of  high-
precision weapons, special operations and robotics. This assault would be 
followed by simultaneous strikes on the enemy’s units and facilities with 
battle on land, air, sea, and in the informational space.15    

In writing about the Russian approach to modern warfare, Be-rzinš articu-
lated these ideas, into what has become known as the eight phases of  
Hybrid Warfare. As such, they provide a good template for understand-
ing how peer nations, using such a doctrine, might conduct state-level 
operations in the future. They are as follows: 

•	 First Phase: deals with non-military asymmetric warfare 
(encompassing information, moral, psychological, ideological, 
diplomatic, and economic measures as part of  a plan to establish a 
favourable political, economic, and military setup);

•	 Second Phase: [specific] operations are used to mislead political 
and military leaders by coordinated measures carried out by 
diplomatic channels, media, and top government and military 
agencies. This is done by leaking false data, orders, directives, 
and instructions;

•	 Third Phase: is focused on intimidation, deceiving, and bribing 
government and military officers, with the objective of  making 
them abandon their service duties;

•	 Fourth Phase: destabilizing propaganda to increase discontent 
among the population, this is boosted by the arrival of  Russian 
bands of  militants, escalating subversion;
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•	 Fifth Phase: establishment of  no-fly zones over the country to be 
attacked, imposition of  blockades, and extensive use of  private 
military companies in close cooperation with armed opposition 
units;

•	 Sixth Phase: This phase deals with the commencement of  
military action, which is immediately preceded by large-scale 
reconnaissance and subversive missions. This includes all types, 
forms, methods, and forces, such as special operations forces, 
space, radio, radio engineering, electronic, diplomatic, secret  
service intelligence, and industrial espionage;

•	 Seventh Phase: combination of  targeted information operations, 
electronic warfare operations, aerospace operations, continuous 
airforce harassment, combined with the use of  high precision 
weapons launched from various platforms including (long-range 
artillery, and weapons that are based on new physical principles, 
such as microwaves, radiation, non-lethal biological weapons); 
and

•	 Eighth Phase: roll over the remaining points of  resistance and 
destroy surviving enemy units by special operations conducted 
by reconnaissance units to spot which enemy units have survived 
and transmit their coordinates to the attacker’s missile and artillery 
units; fire barrages are used to annihilate the defender’s resisting 
army units by effective advanced weapons; airdrop operations  
to surround points of  resistance; and territory mopping-up 
operations by ground troops.16

Each of  these phases can occur in sequence or simultaneously depending 
on the specific situation. Regardless of  the actual tools being employed, 
this template manifests itself  by using asymmetric or indirect methods 
within a unified informational sphere.17

As a result, peer and near-peer adversaries would likely employ pri-
vate military and security companies, criminal organizations or Special 
Forces to further develop their operations. This could include creating  
or enhancing discontent among the population, conducting sabotage 
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operations and preparing a framework for the start of  conventional  
military operations to occur. Moreover, these organizations would likely 
link up with internal opposition groups within the target country. Regard-
less, based on the specific phase being employed, activities would focus 
on achieving the following outcomes: 

•	 gain physical or cyber control over critical infrastructure, includ-
ing government and military systems;

•	 employ Information Operations (Information War) against target 
nations and target groups;

•	 use criminal organizations or private security companies to carry 
out intelligence, the movement of  weapons, and strategic level 
espionage or sabotage if  this were to become necessary;

•	 conduct cyber-warfare including espionage, denial-of-service 
(DoS) attacks, data modification and infrastructure manipulation;

•	 employ Airborne or Special Forces to carry out attacks on infra-
structure or to create discontent among indigenous peoples and 
other minority groups; and

•	 employ conventional military forces to provide support for 
ongoing operations by Airborne or Special Forces, criminal 
organizations, private military and security companies and for 
intimidation.18 

From a threat perspective, it is important to understand that peer and 
near-peer adversaries now have the ability to circumvent vast distances 
and strike directly at the heart of  a target nation’s critical infrastructure 
and public confidence while provoking internal tensions. Moreover, they 
can do this, in most cases, without their military forces entering a country 
or resorting to a formal declaration of  war. 

If  Western nations are to effectively deal with this threat, they will need 
to address the security issues specific to the application of  this new type 
of  warfare. This includes preventing peer and near-peer adversaries from 
acquiring the target nation’s companies and infrastructure, monitoring 
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operations by possible surrogate organizations, and countering a likely 
information or cyber warfare attack. Let us look at each of  these in a little 
more detail.

Cyber Warfare – A central component of  a Hybrid War is cyber warfare. 
Long before any increase in tensions occurs, peer nations will attempt 
to infiltrate Western government organizations, research institutes, 
armed forces, energy distribution facilities, telecoms companies, financial  
services, and logistics management capabilities within the cyber domain.19 
In addition to carrying out espionage, specific cyber activities could 
include such things as propaganda, and sabotage in the form of  denial-
of-service attacks, data modification and infrastructure manipulation.20 

Should peer nations decide to launch an all-out cyber attack against a 
Western nation, they will likely hit banking, government, media outlets 
and other targets that rely heavily on the digital medium to function. The 
primary method of  assault will be a series of  denial-of-service attacks that 
could result in shutdowns to many of  these essential services.21 Also at 
risk is the internet infrastructure, along with government ISP addresses, 
which will be hit in an attempt to disrupt communications between  
government agencies and the various levels of  government.22 

Information War – Another key component of  this strategy is the 
employment of  “information war.” Peer and near-peer adversaries view 
these operations in a holistic manner and as such they encompass a 
wide range of  activities including cyber operations, electronic warfare,  
psychological operations, and influence operations.23 As a result, informa-
tion war not only deals in disinformation campaigns that could contain 
such things as half-truths and leaks, it actively attempts to reinvent  
reality in an effort to shape the global narrative.24 

To reach global opinion, the peer nations are very active on social media. 
For example, the BuzzFeed website recently reported that the Russian 
government is recruiting large numbers of  online trolls in an effort  
to change global sentiment regarding the invasion of  Ukraine.25 These 
trolls are currently driving discussions on many of  the principal  
Western online media outlets, including “Fox News, Huffington Post,  
The Blaze, Politico, and WorldNet Daily.”26 Such activities are intended 
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to get Russia’s message out while creating confusion and uncertainty  
within the targeted community. 

Should peer and near-peer adversaries decide to unleash an information 
campaign against a country, it will be a coordinated effort using psycho-
logical and influence operations. They will attempt to capitalize on internal 
tensions between regions, provinces, states, religions, and ethnic groups. 
The main focus of  any campaign will be to isolate different groups within 
a country from its government while attempting to disrupt the public’s 
confidence in the ability of  its elected officials to deal with the situation 
effectively or to protect them should a confrontation escalate.27

The Acquisition of Private or Public Companies – Peer and near-peer 
adversaries will also attempt to penetrate established companies within 
a target nation, likely through full or partial commercial acquisition. 
According to Andrew Davenport, Deputy Executive Director of  PSSI 
in Washington, “Russia makes significant use of  its State-Owned Enter-
prises for strategic purposes, pursuing key roles in the energy sectors 
and power production industries of  target countries...”28  Such control 
will allow them to use these assets to pressure decision-making, engage 
in economic warfare, or simply give them a bargaining tool against a gov-
ernment should an appropriate situation arise. This use of  acquisition 
for economic and political influence means that a government must be 
cautious about what it allows any foreign power to acquire, particularly 
regarding resources and critical infrastructure within the country.  

Surrogate Organizations – Another aspect of  Hybrid Warfare’s opera-
tional approach is the use of  surrogate organizations to do much of  the 
peer and near-peer adversaries’ dirty work. In this regard, there are two 
specific threats to the West that must be monitored, Private Military and 
Security Companies (PMSCs) and criminal organizations.

There has been speculation that the Russians have used criminal organi-
zations to perform various tasks in Eastern Ukraine. For example, Tom 
Porter, writing for the International Business Times, stated, “It is alleged 
that Russian organized crime figures have served as agents for Russia in 
east Ukraine, where they have been used to foment pro-Russian unrest, 
and transport arms and supplies to rebel groups.”29 José Grinda González, 
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a Spanish prosecutor who has spent a great deal of  time looking into  
the activities of  Russian organized crime in Spain reinforces this claim. 
He believes Russian spies often use senior mafia bosses to carry out 
criminal operations such as arms trafficking. He states that “Law enforce-
ment agencies such as the police, spy agencies and the prosecutor’s office  
operate a de facto protection racket for criminal networks.”30 

The close relationship between peer and near-peer adversaries’ govern-
ment and crime organizations means that as these countries expand 
their commercial interest and presence around the world, so to will their 
organized crime networks. More importantly, as organized crime becomes 
more established in a target country, their Security Services will have  
a direct link to a possible pool of  contractors already operating within 
the country.  As a result, these gangs have moved from a purely criminal 
justice problem to a national security threat and both government and 
law enforcement must be extremely vigilant regarding these organiza-
tions and their activities within the West.

An emerging international security threat will have to be dealt with is the 
deployment of  peer nation PMSCs. For example, the Russians have been 
monitoring the employment of  Western PMSCs in Iraq and Afghanistan 
for some time and are keen to start providing similar services.31 Once in 
operation, this capability will likely become an increasingly important 
part of  “New Generation Warfare” doctrine. As Dr. Mark Galeotti of   
In Moscow’s Shadows points out, “The Kremlin regards all Russian com-
panies and institutions–and especially those owned, backed or facilitated 
by the state–as potential tools at its disposal.”32 He states, “Gazprom turns 
off  the taps when there is a need to squeeze a neighbor; arms companies 
flock to do deals with despots the government would support…” He 
goes on to say, “Russia’s PMSCs would no doubt be expected to act at the 
Kremlin’s behest when need be.”33 Galeotti concludes his assessment of  
PMSCs by stating, “The employment of  these companies is ‘neither the 
soft power of  influence and authority, nor the traditional forms of  hard 
power,’ this would be a kind of  ‘elastic power’–flexible much of  the time, 
but surprisingly tough and painful when wielded with intent.”34

Employing PMSCs to protect the interest of  national owned companies 
would be viewed by many as nothing out of  the ordinary.  However, 



6 5

P A R T  I

U N D E R S T A N D I N G  H Y B R I D  W A R F A R E

C H A P T E R  6

these companies usually employ members with specialized military  
backgrounds and they could be used by the governments of  peer and  
near-peer adversaries to carry out missions ranging from reconnaissance 
and sabotage on critical infrastructure, to providing assistance to resis-
tance groups or criminal organizations. Because the PMSC personnel are 
actually working for commercial enterprises, peer nation governments 
have a built-in plausible deniability should they be apprehended. 
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In summary, peer and near-peer adversaries are seeking to move the  
center of  gravity for conflict from the operational level where conven-
tional military forces played a predominant role, into the strategic realm 
where the integration of  strategic planning and the coordination of   
state tools becomes the critical denominator. This coordinated action  
is achieved by converging different methods, battlefields, and force  
structures so that they are blurred into a single entity operating within 
the same battlespace and where the irregular component (e.g., insurgents, 
agitators, protesters) within this combined action may prove to be opera-
tionally decisive. 

This idea of  conflict originates from the Chinese idea of  creating the 
“extended domain.” This is done by integrating information from  
an opponent, such as their national interests and national security 
requirements, and mapping any vulnerabilities onto a larger “strategic 
situation map” that allows for the creation of  a holistic strategy to attack 
the opponent. Once the strategy is mapped out, the product allows for 
engagement across the entire “battlefield of  battlefields.” If  the strat-
egy is coordinated correctly, the methodology allows for a reduction  
in the impact of  the West’s overwhelming advantage in conventional 
military operations. 

This is no longer simply conjecture. The Russian have already shown 
that they are well on their way to developing this concept in the form of  
“New Generation Warfare.” Based in part on the theory of  “Unlimited 
Warfare,” they will become increasingly effective over time, as experience 
creates sophistication of  both process and capabilities.





PART II
CASE STUDIES IN 

THE EMPLOYMENT OF 
HYBRID WARFARE





7 1U N D E R S T A N D I N G  H Y B R I D  W A R F A R E

I N T R O D U C T I O N  T O  P A R T  I I

Hybrid Warfare, carried out by peer and near-peer adversaries, is  
nothing new. In fact, it has been around in various forms for some 
time. However, what makes this current iteration different and far 
more effective than has previously been the case, is that fact that many  
more tools are being employed simultaneously, within the context of   
a unified informational sphere. Common practice for this type of  war- 
fare is to start the process with an assortment of  non-military weapons. 
This includes things such as information, moral, psychological, ideo-
logical, diplomatic, and economic measures as part of  a larger plan to 
establish favourable political, economic, and military conditions or to 
create the specific conditions for future activities. 

In fact, Norway is currently experiencing the beginning of  this process. 
According to Ben Taub, a journalist for The New Yorker, “For the past few 
years, civilian life in northern Norway has been under constant, low-grade 
attack. Russian hackers have targeted small municipalities and ports with 
phishing scams, ransomware, and other forms of  cyber warfare. Individuals 
travelling as tourists have been caught photographing sensitive defense 
and communications infrastructure.”1 He states, “Norway’s domestic-
intelligence service, the P.S.T., has warned of  the threat of  sabotage to 
Norwegian train lines, and to gas facilities that supply energy to much 
of  Europe. A few months ago, someone cut a vital communications cable 
running to a Norwegian Air Force base.”2

The Norwegians believe the Russians are in the process of  mapping 
their critical infrastructure, and that most attacks being carried out  
are deliberately murky, so it makes it difficult to attribute. They also  
believe these are acts of  Hybrid Warfare, designed to subdue the enemy 
without fighting. According to Norwegian officials, the strategy appears 
to “subvert, to sabotage, to hack, to destabilize, to instill fear—and to 
paralyze Western governments by hinting at even more aggressive 
tactics.”3 Taub reported that since Russia annexed Crimea in 2014,  
Russia’s “military and intelligence services have been experimenting  
with hybrid warfare and influence operations in Kirkenes, treating the 
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area as a “laboratory.” Taub went on to state, that the regional police  
chief  put it to him that “Some attacks were almost imperceptible at 
first; others disrupted everyday life and caused division among locals. 
To understand what was happening in her district, she started reading  
Sun Tzu.”4

Unfortunately, the activities being experienced by Norway are only the 
start of  a process that will increase significantly in scope and duration as 
time goes on or the need arises. To better appreciate the scope of  the problem 
a Western nation could face, this section will examine a number of  case 
studies that had national or regional impact. The case studies will cover 
a variety of  incidents including the development and employment of  
armed non-state actors. It will also cover the use of  SOF to achieve specific 
objectives without resorting to the use of  conventional military forces. 

The analysis will begin with the 2007 cyber attacks on Estonia where 
Russia attempted to infiltrate and sabotage Estonian government depart-
ments, research institutes, armed forces, energy distribution facilities, 
telecoms companies, financial services, and logistics management capa-
bilities within the cyber domain while trying to aggravate social unrest.  
This was done in the form of  various denial-of-service attacks, data  
modification and infrastructure manipulation and also included a sophis-
ticated level of  influence operations. In this respect, the case study 
provides a holistic view of  what future cyber attacks might look like  
and what can be done about them.

The subsequent chapters will provide an overview of  selected armed  
non-state actors. Specifically, they will examine Hezbollah, and Islamic 
State in Syria and Iraq (ISIL) and focus on the development of  their 
fighting methods. In the process, the case studies will highlight the 
conditions that allowed these armed non-state actors to become regional 
players, as well as the evolution of  their doctrine in that success.5 
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THE 2007 CYBER ATTACKS ON ESTONIA

Sabotage  is a deliberate action focused on destructive, disruptive or 
obstructive military, paramilitary, economic, or political actions. It is  
carried out by a nation’s agent or proxy to hinder an opponent’s political 
objective(s) or to further one’s own. In order to achieve the maximum 
impact with the least amount of  risk, saboteurs typically try to hit the 
weakest link in the security chain while still being able to achieve their 
goals.1  Moreover, saboteurs will often attempt to conceal their identities 
in order to avoid the consequences of  their actions. By doing so, they 
hope to delay or prevent invoking effective counter measures to address 
their actions.2

Because sabotage can hit many different parts of  an organizational 
construct, it can take many different forms and vary in its complexity. 
For example, it can be highly technical in nature such as a government 
supported coup de main where a great detail of  planning, logistics, and 
coordination are needed for success. Or, it can comprise simple acts  
that can be undertaken by individuals requiring little or no training. In 
such cases, actions can be as simple as delaying important government 
decisions, or they can be so bold as destruction of  crucial equipment and 
infrastructure.3 

In fact, the scope and amount of  activity carried out by saboteurs is only 
limited by the resources, skills, and opportunities available to them. This 
flexibility allows sabotage to be used as an isolated act or as a weapon in 
combination with other actions.4

Limited resources combined with risk has resulted in sabotage operations 
remaining local affairs often focused on the highest priority or profile 
targets. However, this situation is changing. With the widespread adop-
tion of  modern communications, particularly the internet, both states 
and non-state actors become increasingly reliant on worldwide intercon-
nectivity. Although this new connectivity brings with it a number of  
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advances, it also creates structural weaknesses. These structural weak-
nesses are now providing saboteurs, in the form of  hackers, with unique 
opportunities and expanded reach to carry out their operations.  

Although the basic principles and outcomes for sabotage have remained 
unchanged in the digital/information age, the tools used to achieve 
those outcomes have evolved. Malicious software, viruses, and hackers 
have now become the weapons of  choice for individuals and groups 
wanting to disrupt government activities, target specific industrial  
systems, paralyze commercial activity or change policy direction within a 
targeted country through sabotage. 

An early example of  digital/information age sabotage was an action 
executed by the United States Central Intelligence Agency (CIA). During 
the early 1980s, the CIA were alleged to have tried to sabotage the Soviet 
economy through the covert transfer of  technologies that contained 
hidden malfunctions. This included software. It is believed that it was 
corrupt software provided by this operation that eventually triggered a 
large explosion in a Siberian natural gas pipeline in 1982.5

A more recent example of  cyber sabotage is the Stuxnet computer worm. 
This virus was reportedly designed to destroy numerous centrifuges in 
Iran’s Natanz uranium enrichment facility by causing the centrifuges to 
burn themselves out.6 It generated significant media attention at the time 
of  its discovery in 2010, because it was the first known virus specifically 
designed to cripple or destroy hardware. Of  greater interest is the  
fact that it appeared to have been created by a joint effort between by 
the U.S. National Security Agency, the CIA, and Israeli intelligence for 
government sabotage operations.7 

In April of  2007, another instance of  digital sabotage  occurred in the  
form of  an all-out cyber assault on a country. In this instance, a number  
of  coordinated attacks were launched on Estonia by so-called “digital 
activists” from within the Russian diaspora. As Estonia was considered 
one of  the most “connected” countries in Europe at the time of  the 
incident, it is generally believed that this attack was specifically targeted 
to obstruct government operations, and significantly disrupt the country’s 
economy in order to effect change in its policy direction.8  



7 5U N D E R S T A N D I N G  H Y B R I D  W A R F A R E

C H A P T E R  7P A R T  I I

The events that unfolded in Estonia in the spring of  2007 serve to 
illustrate the increasing ability of  saboteurs to use digital tools to inflict 
damage, disrupt society and challenge the policies of  nation-states.9  
This chapter will examine the cyber attack on Estonia and provide  
an overview of  the country’s response. It will review possible reasons 
behind the attack and outline some of  the steps that have been taken in  
its aftermath to better prepare states for such a situation in the future. 
Finally, it will look at what this attack means to the future of  cyber  
sabotage.  For context, in order to better understand the attacks, it is 
important to first review the political situation between Estonia and  
Russia at the time of  the incident. 

BACKGROUND ON THE ATTACKS

Historically, there has always been an underlying degree of  tension 
between Estonia and Russia. Prior to the start of  the Second World War 
much of  this tension was based on continuous Russian encroachment 
and settlement into eastern Estonia. Many of  the current issues dividing 
the two countries have their genesis with the Soviet annexation of  the  
Baltic States in 1940 and subsequent occupation of  the country during  
the Cold War (1947–1991).10 

In an attempt to increase cohesion within the Eastern Bloc but ultimately 
to completely “Russify” Estonian culture, the Kremlin pursued an 
aggressive policy of  resettlement. In the process, it relocated hundreds  
of  thousands of  ethnic Russians into Estonia throughout much of  the 
Cold War period. With the dissolution of  the Union of  Soviet Socialist 
Republics (USSR) in 1989, ethnic Russians accounted for an incredible  
26 per cent of  the county’s total population.11

When Estonia finally regained its independence in 1991, the Government 
moved quickly to implement a number of  policies specifically designed 
to reduce Russia’s overall influence on both its political infrastructure  
and its culture. Over the years, these policies have served to frustrate 
Moscow as it seeks to maintain influence in what it believes is its sphere  
of  influence in the Baltic States.12

In January 2007, the Estonian government decided to relocate a Soviet 
era gravesite and monument honouring the sacrifice of  Russian troops 
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during the Second World War.13 The monument, located in the center of  
Tallinn, had become extremely controversial. For ethic Estonians it was a 
constant reminder of  the Soviet occupation and oppression. However, for 
the Russian minority in the country, it represented Russia as the liberator. 
As a result, it had become a lighting rod of  tension between pro-Kremlin 
and Estonian nationalist movements. 

In an attempt to defuse the situation, the Estonian government tried to 
come up with what it believed was a compromise solution.14 It would 
move the monument, along with the accompanying remains, to a nearby 
military cemetery just on the outskirts of  the city. There, it could still 
be a focal point of  remembrance but in a more appropriate and far less 
visible setting. The planned move infuriated Moscow. Concerned that its 
former Soviet republic was cutting ties to its post-war history, the Russian 
Upper House took immediate action. It adopted a resolution demanding 
the Estonian government stop legislation to relocate the monument.  
Russian First Vice Prime Minister, Sergei Ivanov, went so far as to suggest 
a boycott of  Estonian goods and services.15 

In the end, these threats were not sufficient to deter the Estonians, and 
work on the monument’s relocation began on the morning of  26 April 
2007. Unfortunately, these actions were not without incident. As work 
began, pro-monument protesters gathered in a peaceful demonstration at 
the site in an effort to stop the move. When it became clear that the effort 
was not going to succeed, the situation turned violent. According to the 
British Broadcasting Corporation, “On 26 April 2007, Tallinn erupted into 
two nights of  riots and looting. 156 people were injured, one person died 
and 1,000 people were detained.”16 

Police were eventually able to regain control of  the situation but not 
before the rioters looted and caused significant damage to buildings  
in the surrounding area. What few understood at the time was that this 
incident proved to be only the beginning of  what would become a far 
more coordinated and prolonged action.17
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THE ATTACKS 

On 27 April 2007, the following day, the country was hit with a series 
of  cyber-attacks on its networks and information systems. The attacks, 
which lasted for 22 days, were carried out in two phases. The first phase 
comprised of  a series of  un-coordinated attacks that targeted high-profile 
websites including the President’s office, Parliament, police, political  
parties, and a number of  major media outlets. The majority of  the hacks 
involved different forms of  denial of  service and distributed denial of  
service (DDoS) attacks.18

A denial-of-Service (DoS) attack  is designed to shut down a specific 
machine, website or network by making it inaccessible to its intended 
users. This type of  an attack is normally carried out by flooding the 
target with traffic, or sending it information that triggers a crash.19 A 
distributed DDoS attack  occurs when multiple systems target a single 
system for a DoS attack. In this way the targeted network is bombarded 
with packets from multiple locations that are rerouted through different 
countries.20 

Heavily involved in this first phase were low-level hackers, commonly 
referred to as “script-kiddies.” Script-kiddies are usually younger web 
page defacers. At times they unwittingly aid and abet criminals or 
professional hackers through their constant probing and compromising 
of  systems. In this case, they were able to hack their targets using copied 
scripts or rented botnets created and distributed by professional hackers.21 
In the attack on Estonia, evidence shows that the hackers planning the 
assault encouraged script-kiddies in Russian chat rooms and other online 
forums to go after the Estonian sites. Once the script-kiddies started the 
process the sophisticated hackers moved in to do their work under the 
noise being created while remaining anonymous.22 

Unfortunately, these initial attacks were just the opening round as  
things got much worse before getting better. In the second and main 
attack phase, which occurred between 30 April and 18 May, the attacks 
became automated as much of  the attack coordination was delegated to 
the command-and-control servers of  real botnets.23 These botnets are 
a collection of  internet-connected devices infected with malware that 
hackers can control remotely.24 
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This phase ran in four waves of  different intensities, focusing on different 
targets in each wave while using different attack techniques.25 According 
to Andreas Schmidt of  the Delft University of  Technology:

The first wave of  this phase occurred on 4 May and focused on 
websites and DNS systems. The second wave ran between 9 and 
11 May and hit primarily government websites and financial  
services. The third wave on 15 May included botnet-based DDoS 
attacks against government websites and financial industry. The 
fourth wave again consisted of  attacks against governmental 
websites and banks.26

Once these attacks started, Estonian online services went down in quick 
succession, as banks, media outlets and various government agencies were 
hit with unprecedented levels of  internet traffic. Damien McGuinness, a 
correspondent reporting for the BBC, described the attack as follows:

Massive waves of  spam were sent by botnets and huge amounts 
of  automated online requests swamped servers. The result for 
Estonians citizens was that cash machines and online banking 
services were sporadically out of  action; government departments 
and officials were unable to communicate with each other on 
email; and newspapers and broadcasters suddenly found they 
couldn’t deliver the news.27 

Fortunately, these types of  attacks do not typically result in the theft or 
the loss of  information. Their primary purpose is to force the victim to 
spend time and money dealing with the outcomes.28 As such, they are 
designed to create disruption, confusion and frustration for the intended 
victim(s). However, these actions did “effectively closed down the ‘always 
on’ nature of  the digitally dependent state of  Estonia.”29 

In the short-term, the attacks blocked access to information and services 
that the country depended on and this could have had profound economic 
and potentially social consequences. Had the attack gone on much longer, 
there could have also been a far greater consequence to Estonia and its 
reputation as a safe place to do business.30
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A COORDINATED ECONOMIC EFFORT TO ACHIEVE  
MAXIMUM IMPACT 

Although the cyber attacks took most of  the international media spot-
light, it was economic pressure that caused the greater amount of  
short-term damage to Estonia. Once work started on the monument, trade 
relations between the two countries deteriorated rapidly. And as time 
went on, the Russian Government continually increased its pressure on 
the Estonian economy. According to Anastasia Nevskaya of  the Institute 
of  World Economy and International Relations, the Estonian government 
ended up losing a great deal of  Russia’s business and investment because 
of  the crisis. She revealed that the transit industry was one of  the biggest 
losers as Estonia handled 25 per cent of  Russia’s petroleum product along 
with large amounts of  coal, forest, chemical, and metallurgical industries 
exports to the European Union (EU).  

It has been estimated that shipments moving through Estonia decreased 
by as much as 41 per cent between January-March 2008, compared to the 
similar period of  2007.31 The full impact of  Russian actions likely cost the 
Estonian economy close to eight million krooni (0.5 billion euros) per year. 
This amount is about 3 per cent of  the country’s GDP.32 In addition to lost 
revenues there was also a mass exodus of  both Russian companies and 
investors from the country. Much of  this money re-orientated its focus 
to neighbouring countries while some simply moved back to the Russian 
side of  the border.33

ESTONIA’S RESPONSE

Although there was little Estonia could do about the economic pressure 
it was facing, it was able to deal with the cyber attacks as they occurred. 
According to Major Max Gordon of  the United States Air Force, “Many 
IT experts in the country had done an impressive amount of  preparation 
in combating possible threats to web services.”34 He explained this was 
“due in part to the country’s need for sophisticated security in the face of  
an early adoption of  web-based voting.”35  

Nationally, a task force of  cyber security experts, along with election 
authorities from the police, intelligence services, and other agencies had 
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been put together in preparation for the April 2007 elections. Fortuitously, 
this task force remained in place after the vote when different intelligence 
agencies started receiving mounting evidence of  possible DDoS attacks  
on the government.36 

Despite advance knowledge of  the strikes, Estonia struggled in the face 
of  both the sophistication and scale of  the attacks. Thankfully, the DDoS 
attack methodology is very familiar to cyber security experts so they were 
quite easy to counter. The key was to identify the sources of  attack so that 
the unwanted web traffic could be blocked. Due to the massive size of  
the attack, however, blocking all the sites took both time and resources.37 

Another issue was that the country’s front line cyber experts were 
struggling with the adaptability of  the hackers. They were finding that 
as they attempted to defeated/stop incoming assaults by filtering out the 
botnet’s brand of  attack, a short while later it would get past the defenses 
after having been modified to bypass the new filters that had been put 
into place.38 Gordon suggests, “This type of  adaptability would indicate 
a very active, persistent, and sophisticated hacker/s carrying out the 
attack.”39 It did not help that the attacks were coming from all around 
the world. This meant that blocking all the attacks at their source would 
require significant international cooperation. 

In the end, that is exactly what happened. In addition to its own res-
ources, Estonia was able to garner the assistance of  cyber experts from 
Finland, Germany, Israel, Slovenia and others to eventually restore all of  
their network operations. In the process, they also received help from 
the North Atlantic Treaty Organization’s (NATO) Computer Emergency 
Response Team (CERTs), which provided additional assistance, as well as 
EU’s European Network and Information Security Agency (ENISA) that 
produce technical assessments of  the developing situations.40 

LIKELY ATTRIBUTION FOR THE ATTACKS

Saboteurs typically try to conceal their identities and the 2007 cyber 
attacks on Estonia were no exception. Despite the extensive media  
coverage and very public form of  the attacks, only one person was ever 
charged. And, although Moscow has always denied involvement in these 
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attacks, there is compelling circumstantial evidence to suggest high level 
government involvement. 

For example, the demonstrations, concurrent economic disruption and 
overall sophistication of  the actual cyber attacks, particularly in its 
later stages, all occurred in conjunction with the scheduled move of  the  
Tallinn monument. The only country protesting the move at the time was 
Russia, so it is not difficult to conclude that these actions were likely a 
coordinated act of  hostility on their part to stop the work.41 

In addition to the timing and sophistication of  the attacks, Estonian and 
international cyber experts were able to track the source of  many of  the 
individual attacks back to Russia. In fact, they were even able to trace one 
source from a computer within the Kremlin.42 

It is also clear that the attacks were politically motivated, as many of  the 
hacks contained messages related to the conflict surrounding the statue. 
It is difficult to accept that such actions would have occurred from inside 
Russia without at least “unofficial” government approval. 

After the incident, there was a total lack of  cooperation by Russian 
authorities with any investigations into the attacks. This refusal, despite 
the fact that the activity in Russian-based forums at the time of  the assaults 
indicated a clear and widespread interest in attacking Estonia. Moreover, 
many of  the copied scripts and instructions for the attack were described 
in detail on both Russian language forums and various websites, all of  
which were available to anyone interested in participating in the attacks.43 

When taken together, it is not difficult to conclude that Russia’s politi-
cal elite were playing a leading role in the attacks. However, based on 
this assertion, the question remains, why would Russia be interested in 
conducting these attacks in the first place?

RUSSIAN RATIONAL BEHIND THE ATTACKS

In the context of  the specific situation, analysts believe the attacks were 
carried out to convince the Estonian government to stop the relocation of  
a memorial. Using cyber warfare as the major line of  attack was logical in 
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this case for two reasons. First, this type of  attack provides near perfect 
deniability for the government.44 Secondly, for a country that has been 
described as “The Most Wired in Europe,” hitting the country’s public 
digital services would have the greatest effect on the largest number of  
individuals, government agencies and businesses at the lowest cost.45 

However, these actions were likely part of  a march larger strategy aimed  
at maintaining Russian influence over the country and possibly to serve 
as a warning for others in the Baltic region. To achieve this strategic 
outcome, the attacks were likely an attempt to destabilize the Estonian 
social system and undermine the country’s economy. In so doing, the 
Russians hoped to weaken Estonian ties to both the EU and NATO.46

Analysts have also suggested that Russia’s influence campaign may 
have been seeking to demonstrate to Estonian citizens that their own 
government (and NATO) was unwilling and/or unable to protect them 
or to pursue the adversary, thereby weakening trust and confidence in 
both the national government, and the established international collective 
security structures protecting the Baltic region.47 

It is possible that the Russians may have also wanted to test and refine 
the developing concept and capabilities of  what they would later refer 
to as New Generation Warfare. This is the same concept the world would 
witness in 2014, with the Russian assaults on Crimea and Ukraine. In fact, 
this situation was an ideal opportunity to functionally test cyber weapons 
in coordination with other strategically ambiguous measures such as the 
protest potential of  the population, and economic sanctions. Moreover, 
they would able be able to closely monitor and evaluate the responses to 
these measures.48 

In looking at the emerging concept of  Russia’s New Generation Warfare, 
Dr. Rain Ottis, a professor and founder of  the Centre for Digital Forensics 
and Cyber Security at the Tallinn University of  Technology, provides an 
interesting link between these attacks and Chinese strategies regarding 
the concept of  the People’s War in the digital era. He states:

In an article about possible Chinese strategies for invading  
Taiwan, it points out the possibility of  using the information age 
equivalent of  the concept of  people’s war. In the context of  cyber 
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attacks, this means that ordinary citizens of  a state can be motivated 
to use the resources under their control to independently attack 
enemy systems in order to confuse the defenders…Amidst all the 
noisy and ill-coordinated attacks, more professional intrusions 
can then be carried out, supplemented with physical attacks to 
take out the command-and-control systems of  the opponent. 
The beauty of  people’s war is that it provides near perfect  
deniability for the government or any other entity that is behind 
the attacks.49 

This example is an interesting perspective because this is precisely  
what the mobilization of  the “script-kiddies” accomplished during the 
Estonian attack. 

Finally, another possibility is that 2007 was an election year in Russia so it 
is likely that the attacks could have also been a distraction and attempt to 
unite the Russian people against a common enemy before those elections 
occurred later that year. It is likely that Russian motives included  
a combination, or possibly all, of  this rational.50 

RUSSIAN STRATEGIC SUCCESS WITH ITS INFLUENCE 
OPERATIONS

If  the main goal for Russia was to maintain influence over the country 
by attempting to destabilize Estonian society and weaken its ties to the 
EU and NATO, then the attacks were a failure. Estonia did not stop work 
on moving the monument, and it was able to hold off  the onslaught and, 
in the process, achieve several political gains for itself. Specifically, it 
was able to establish closer ties with the West. According to Schmidt, 
“the attacks and the respective response turned Estonia into a household 
brand for all matters cybersecurity, which likely helped to secure the 
hosting of  the NATO Cooperative Cyber Defence Centre of  Excellence 
and EU Agency for large-scale IT systems.” He added, “Its vanguard 
status was only increased by Estonia’s provision of  support in some 
international cyber-crime cases. Politically, Estonia managed to secure 
an increased commitment from NATO and the EU, thereby advancing its 
strategic foreign policy goal of  strengthening integration into Western 
institutions.”51
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WESTERN POLICY AND STRATEGY RESPONSES SINCE 2007

Another area where the attacks had an impact was in highlighting to the 
international community the importance of  cyber security. Saboteurs 
attempt to conceal their identities in part to avoid the consequences of  
their actions. By doing this, they hope to delay or prevent invoking effec-
tive counter measures to address their actions. In the case of  the 2007, 
cyber attacks on Estonia the opposite occurred. 

Both during and after the cyber attacks on Estonia, NATO and EU 
member states began to take a far more serious interest in cyber security 
than had previously been the case. To this end, the NATO Cooperative 
Cyber Defence Centre of  Excellence was established in Tallinn, Estonia 
and became a NATO-accredited research and training facility focused on 
cyber defence education, consultation, lessons learned, and research and 
development.52

About a year later, at NATO’s Bucharest Summit in April 2008, cyber 
security was a priority agenda item with discussions leading NATO  
to adopted a policy on Cyber Defence and to the establishment of  the 
Brussels-based Cyber Defence Management Authority (CDMA) to  
“centralise cyber defence capabilities across the Alliance.”53 In August 
of  that same year, Tallinn became home to NATO’s cyber security 
headquarters.54

In November 2010, the EU released its cyber security strategy, calling 
for an integrated response to cyber security threats and significant 
expansion of  the European Union Agency for Cybersecurity (ENISA’s) 
duties beyond a purely analytical role. In addition, both NATO and 
the EU announced plans “to establish CERTs for EU institutions, hold 
multinational cyber defence simulations, and create a joint European 
cyber-crime platform,” along with steps to develop strong, integrated 
internet defence capabilities.55

Since that time, the NATO Computer Incident Response Capability  
Technical Centre (NCIRC TC) has become operational.56 It includes  
the NATO Communications and Information Systems School in Latina, 
Italy, as well as the NATO School in Oberammergau, Germany, which 
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also conducts cyber defence-related education and training to support  
Alliance operations, strategy, policy, doctrine and procedures. The NATO 
Defence College in Rome, Italy, also fosters strategic thinking on political-
military matters, including on cyber defence issues.57 

In February 2016, NATO and the EU concluded a Technical Arrangement 
on Cyber Defence to help both organizations better prevent and respond 
to cyber attacks. This Technical Arrangement provides a framework 
for exchanging information and the sharing of  best practices between 
various emergency response teams.58 Rather than delaying or preventing 
effective counter measures, the cyber attacks on Estonia actually became 
the stimulus for action on internet and cyber security worldwide. 

IMPLICATIONS FOR THE FUTURE OF HYBRID WARFARE

So, what can the cyber attacks on Estonia in 2007 tell us about the future 
of  cyber warfare as a weapon in the information age? For peer and near-
peer adversaries wishing to cause obstruction, disruption, or destruction 
while having plausible deniability, cyber actions appear to provide an 
ideal solution moving forward. Moreover, they provide a great deal of  
flexibility as they can be very simple and focused, as was the case of  
the corrupt software operation that triggered the explosion in a Siberian 
natural gas pipeline. They can be focused and more complicated, as in the 
case of  the Stuxnet computer worm, or they can be broad and complex 
such as the attacks on Estonia. 

Primitive cyber attacks take very little time and effort to organize, 
while defending against them requires a major investment in both time 
and resources. Unfortunately, as countries continue to invest in highly 
developed network infrastructures, they will become increasingly 
vulnerable to digital sabotage.59 

Of  greater significance is the fact that Estonia has showcased to the world 
that cyber space is being rapidly militarized. With this militarization 
comes the dangers of  both an increase in the acts along with a greater 
variety of  attacks. In the event of  war, all of  a targeted country’s critical 
systems could fall under a simultaneous concentrated cyber attack from 
thousands of  professional, well trained and equipped cyber attackers  
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that control an army of  cyber militia with just enough training to be 
dangerous.60 In this regard, attacking a nations’ cyber infrastructure will 
become easier and far more prevalent as the cyber domain continues  
to evolve. 

CONCLUSION 

Information age technology has provided the world with a great number 
of  benefits, but with it come greater dangers. These include transnational 
sabotage, cyber terrorism, information warfare, and the outright attack on 
a nation-state’s sovereignty in cyberspace.

The 2007 cyber attacks on Estonia have shown that states and autonomous 
transnational networks, or a combination of  the two, have the capability 
to target a nation’s digital networks with the ability to disrupt and/or 
cripple its social order and/or critical infrastructure through various acts 
of  sabotage. Ironically, the more technically sophisticated the targeted 
nation-state or organization, the greater the impact. Unfortunately, the 
effect of  the cyber attacks on Estonia will likely encourage other groups 
to do the same in the future, as everyone with an internet connection has 
access to the battle area in this domain.61

The challenge for democracies is to find the right balance between 
internet freedom and providing adequate monitoring, early warning and 
defensive systems. These systems will need to be combined with a far 
more aggressive concept of  cyber security cooperation across all borders. 
Cooperation and a flexible approach to problem-solving were the keys to 
Estonian cyber success. This approach must remain the Western model 
for success against sabotage, cyber terrorism, information warfare and an 
all-out network attack in the future.62
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N O N -STAT E  AC TO R S :  T H E  L I N K  
B E T W E E N  TAC T I C A L  O P E R AT I O N S 
A N D  ST R AT EG I C  O U TCO M E S  I N  
H Y B R I D  WA R FA R E

An important aspect of  modern Hybrid Warfare is the ability of  peer 
nations to link a series of  tactical operations with strategic outcomes. 
One way of  doing this is to use surrogate organizations, particularly  
non-state actors. This trend was demonstrated during the 2007 cyber 
attack on Estonia, where unidentified hackers and hacker groups carried 
out much, if  not all, of  the day-to-day operations for the Russians. More 
importantly, such groups are not directly linked to the government, so 
they can provide that all-important plausible deniability. However, peer  
and near-peer adversaries often seek to employ such groups as a way  
to achieve national objectives at relatively low cost to themselves in  
both dollars and personnel.

Such demand for their services often gives non-state actors access to  
modern equipment, along with various other forms of  national level 
support. For armed non-state actors, this often means the ability to access 
modern weapon systems. Although it is this access that gives armed non-
state actors their greater reach and destructive power, it also allows them 
to create a more refined conceptual approach to the conduct of  their 
military operations. This is done by incorporating these new capabilities 
into their established doctrine.1 

Doctrine can be defined as the fundamental principles by which military 
forces guide their actions in support of  specific objectives.2 At the 
tactical level, it is the adherence to doctrine that has allowed armed 
non-state actors to quickly transition their war-fighting methods from 
an insurgency campaign to conventional operations, or to combine both 
forms of  combat, seemingly with little or no effort. Moreover, it is doctrine 
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that gives these groups the necessary framework in which to develop  
additional reach and fully utilize newly acquired technical capabilities. 

This combination of  integrating on-going advances in technology with 
changes to force structure and doctrine is what has fundamentally 
changed the dynamics of  the modern tactical fight for these organizations. 
Specifically, it has allowed armed non-state actors to mature at much  
faster rates, engage their enemy at greater ranges and create higher 
casualty ratios on their opponents in battle. Together, these factors have 
produced an extremely complex security challenge for nation states 
forced to confront such fighters on the battlefield. 

Armed non-state actors can provide peer and near-peer adversaries  
with the ability to introduce proxy combat forces into a conflict and they 
can quickly transform the situation on the ground. Moreover, they give 
these adversaries a holistic and flexible capability within the context of  
Hybrid Warfare. 

HEZBOLLAH: THE TEMPLATE FOR ARMED NON-STATE 
ACTORS IS CREATED

The rise of  Hezbollah has provided many armed non-state actors  
with a contemporary template for gaining and maintaining political and 
military power. The group’s success is deeply rooted in its adherence to the 
People’s War doctrine, which has been modified and continues to evolve 
to meet the changing circumstances the group faces. More importantly, 
that doctrine remains the foundation on which it continues to evolve and 
expand its capabilities.3 

This adaptability, along with support from both Iran and Syria, has 
allowed Hezbollah to unite minority Shiites within Lebanon, while  
taking control of  the political agenda in that country. In the process, they 
have developed an extremely resilient organization that has survived 
numerous attempts at its destruction.4 The rise of  Hezbollah as a modern 
armed non-state actor also provides Western analysts with a case study 
into how these forces emerge and the keys to their success. 

This case study will focus on the group and its military capabilities 
as this is what Western forces will encounter on the battlefield. In so 



8 9U N D E R S T A N D I N G  H Y B R I D  W A R F A R E

P A R T  I I C H A P T E R  8

doing, it provides an overview of  its performance in selected operations 
to establish key periods within its developmental process. Finally, it will 
highlight specific periods that have played a role in defining Hezbollah’s 
way of  war. To begin, it is important to furnish a brief  overview of  the 
group’s conception and early history.

Early History of Hezbollah

The rise of  Hezbollah had its origins in the political situation facing 
Lebanon at the end of  the Second World War. The country had gained its 
independence from France in November of  1943. As part of  its transition 
from French rule, which ended in 1946, the Lebanese National Pact was 
established. The idea of  this pact was to create a framework for the orderly 
distribution of  power within the country.5 In essence, the framework 
called for an allocation of  membership within the state’s parliament and 
control of  senior bureaucratic and political appointments based on the 17 
recognized sectarian communities within the country. 

Although the allocation was proportionately grounded on the size of  
each community, the key positions of  the presidency and premiership 
were given to the Maronites and Sunnis respectively.6 The Shiite, the 
third largest demographic group in the country, was given the position of  
speaker. Regrettably, that position had no authority within the governing 
structure and resulted in the Shiite community becoming politically 
marginalized within the system.7 

Full independence in 1946 brought with it turmoil and conflict. Since 
that time, Lebanon has alternated between periods of  political stability 
and prosperity, frequently interrupted by civil war and the occasional 
need to fight off  invasion. Adding to the overall instability within the 
country was the fact that in the aftermath of  the 1948 Arab–Israeli War, 
more than 110,000 Palestinian refugees moved into Lebanon. This influx 
further aggravated tensions in an already stressed situation and resulted 
in even more conflict.8  

Haugbolle Sune, an associate professor in Arabic and Middle Eastern 
Studies at the University of  Copenhagen, insightfully points out that 
the situation in Lebanon “revolved around some of  the same issues 
that dominated regional politics in the Middle East during the latter 
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part of  the 20th century, including the Palestine-Israel conflict, Cold 
War competition, Arab nationalism and political Islam.”9 Sune asserts, 
“Conflicts over these issues intersected with longstanding disagreements 
in the Lebanese political elite, and in parts of  the population, over the 
sectarian division of  power, national identity, social justice and Lebanon’s 
strategic alliances.”10  

Civil War in Lebanon  

By 1975, many of  these issues had coalesced sufficiently to push the 
country into civil war. Hezbollah, as we know it today, did not emerge 
as a structured organization until after the 1982 Israeli invasion of   
Lebanon.11 At the time of  the invasion, many Shiite leaders within the 
country belonged to the Amal Movement. Amal was the military and 
political wing of  Lebanon’s Higher Shiite Council, a religious grouping 
that represented a large number of  Shiites in Lebanon and was supported 
by both Syria and Iran.12 However, Amal’s leadership was divided on  
how best to respond to the Israeli aggression. 

Those that favoured the eventual creation of  an Iranian-style Islamic 
republic for Lebanon, wanted to fight the incursion and were unwilling 
to accept the more moderate approaches being suggested by others in 
the movement.13 This division eventually resulted in a split within the 
group and the creation of  the Al Amal al Islamiya (or Islamic Amal) 
organization.14 

Frequent clashes between the two groups continued for a period of   
time, until they were able to reach an understanding with Syrian 
mediation. However, by that time, the Islamic Amal had established itself  
as the clear leader of  Shiite interest in the country and as the apex of  
the resistance movement in the South. In the process, they became the 
umbrella association for like-minded groups, and it is this organization that  
evolved into Hezbollah (Party of  God) in 1985.15

As chaos was unfolding within Lebanon during the early 1980s, Iran 
was seeking ways to capitalize on the deteriorating situation and unite 
the various Shiite militant groups under its control.16 The emergence of   
Hezbollah as a supporter of  the Iranian Revolution and clear leader of  the 
resistance in the South provided Iran with that opportunity. In addition 
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to accessing financing and equipment, the group received assistance from 
Iran’s Islamic Revolutionary Guard Corps (IRGC) Pâsdârân.17 The Guard 
Corps provided instructors/mentors, and weapons along with expertise in 
organizing the group’s militia. They also provided support to both social 
and cultural activities.18  

Hezbollah’s Strategy 

Like many aspiring insurgent groups, Hezbollah initially confined 
itself  to fighting other militias and carrying out acts of  terrorism. This 
included suicide bombings, kidnappings, and hijackings. However, by 
1986 the group’s leadership began to realize these actions were unfocused 
and achieving little of  substance.19 Moreover, during its early years,  
Hezbollah’s belief  system prevented it from creating political alliances 
or understanding the need to win over the local population. In fact, its 
lack of  tolerance for any ideas but its own alienated many Lebanese as the 
group quickly moved to implement and enforce Islamic fundamentalism 
in areas it had secured. These measures quickly proved very unpopular 
and the group started losing much of  its support among the people it was 
trying to protect.20 

As the backing of  the local population is an essential prerequisite to  
success in the People’s War doctrine, Hezbollah eventually realized it 
needed to somehow regain that support.21 To do this, the group decided 
to make critical concessions to its philosophical outlook. As Cambanis 
Thanassis, a senior fellow at The Century Foundation highlights, 
“Hezbollah issued an invitation to the Lebanese people… ‘Support our 
resistance against Israel, and we will stop talking about an Islamic republic 
and stop telling you how to live your lives’.”22 

In addition to granting more freedoms, Hezbollah also started providing 
areas under its control with better governance and a host of  social 
services. This change in mindset played a crucial role in winning back 
and maintaining control over much of  the Lebanese Shiite population.23 
Eventually, the group expanded its services into a vast network of  
activities including infrastructure, policing, garbage collection, health-
care facilities, schools, and different youth programs.24 A key part of  this  
programme was the reconstruction of  damaged homes. Every home  
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damaged in Israeli raids between 1991 and 2000 was eventually repaired, 
and it is estimated that the total number of  homes the group worked  
on was over 17,000.25  

From a military perspective, Hezbollah’s real fight was with Israel and 
the group realized that without political participation its resistance 
movement would have no legitimacy within the country.  To deal with 
this vulnerability, the group’s leadership decided to run candidates in 
the parliamentary elections of  1992. Their efforts paid off, as they were 
able to take eight seats in parliament during their first run. This victory 
gave them a strengthened claim to legitimacy but also provided them with 
nationalist credentials.26 As Iver Gabrielsen in his article, “Hezbollah’s 
Strategy and Tactics in the Security Zone from 1985 to 2000,” points out, 
“Pragmatism, social services and political participation were important 
means for Hezbollah to reach their political aim of  liberating Southern 
Lebanon. This approach secured popular support and increased the 
legitimacy of  their struggle.” He added, “these non-military means were 
arguably a crucial aspect of  Hezbollah’s grand strategy.”27

There can be little question that non-military means were an important 
driver in Hezbollah’s overall strategy, the group understood that if  it 
wanted to accomplish its ultimate goal, that of  eventually creating an 
Iranian-style Islamic republic for Lebanon, it would first need to force 
the Israel Defense Forces (IDF) and its proxy, the South Lebanese Army 
(SLA) out of  Southern Lebanon. And, that was not going to be done using 
non-military means.

To achieve this desired end-state, the group went back to the basics of  
the People’s War doctrine. They realized that they would need a far more 
holistic military campaign based on a pragmatic strategy. The group’s 
leadership concluded that by attacking the Israeli public’s aversion to 
casualties, there was a possibility of  eventually undermining support for 
the war effort. They also understood that such a victory would likely be 
a long and bloody process but believed that regardless of  the outcome, 
the conflict would position Hezbollah as the undeniable leader in the 
southern part of  the country. Lisa Brennen in her thesis, “Hezbollah: 
Psychological Warfare Against Israel,” reinforces this last point when she 
states, “Hezbollah carried out attacks in order to position themselves as 
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the protectors of  the Lebanese (not just Shiite) population of  southern 
Lebanon from the vicissitudes of  Israeli occupation.”28

Moving forward, Hezbollah decided on a long-term strategy of  continuous 
attrition. However, this meant that it would have to constantly hit at 
its enemies.29 Moreover, it had to do so while maintaining a sustainable 
casualty ratio for itself. Unfortunately for the group, in the early stages of  
its development, it lacked both the knowledge and experience to achieve 
such an outcome. Operations tended to be poorly executed and usually 
resulted in high casualty rates. A CIA report published in 1987 noted that 
before the spring of  1986, Hezbollah’s attacks were more “undisciplined 
acts of  desperation than military actions.”30  The report highlighted an 
attack by the group on 18 April 1986, when a force of  approximately 100 
fighters attacked two SLA positions where 25 of  its fighters were killed in 
what was described as a clear defeat for the group.31

One of  the main reasons for this poor performance were the tactics being 
employed. The primary method of  attack was human wave assaults. This 
technique was employed simply because it was used by the Iranians at 
the time and was taught to the group by their advisors.32 Matters were 
not helped by the fact that many of  their early assaults were carried out 
in broad daylight against well-defended outposts or positions. The results 
of  such attacks often proved extremely costly, regardless of  the actual 
outcome of  the operation. 

As Gabrielsen emphasized, in order for Hezbollah’s attacks to have a 
strategic impact, “they needed to improve their tactical performance  
compared to the costly human-wave assaults of  the 1980s.” However, 
this in and of  itself  was not going to fix the real problem. Gabrielsen 
concluded that the group still had to deal with the main strategic issue 
it was facing which was, “[i]nflicting a heavy and persistent casualty toll  
on the IDF and the SLA was necessary to crack Israeli public support  
for the occupation of  the security zone.”33  

By the summer of  1986, the group had begun to overhaul their tactical 
procedures in order to better align them to its strategic objective. To do 
this, they started improving training and looking at alternative methods 
that could reduce casualties using standoff  attacks. Under this concept 
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they switched their focus from direct assaults on fortified positions to 
using improvised Explosive Devices (IEDs), ambushes, and various types 
of  attacks employing long-range or indirect fires. Over time, these changes 
had the desired impact on the overall situation. IEDs, in particular, proved 
to be so effective that by the late 1990s they were accounting for almost 
half  of  all the IDF casualties.34 

Although, direct assaults on fortified positions continued to be an important 
element of  the overall strategy, particularly against SLA positions, 
they were starting to be carried out based on the principles of  fire and 
movement. The group began employing assault forces and fire support 
teams. Fire support usually included machine guns, mortars and eventually 
the addition of  long-range direct fire from anti-tank weapons.35  The 
group also started integrating indirect fire support (artillery and mortars) 
into their attacks. The 1987 CIA report acknowledged this progress, 
stating, “beginning in the spring of  1986, the group was conducting 
squad-size operations using guerrilla-style hit and run tactics. By last fall, 
Hizballah began what appeared to be carefully planned attacks on Army 
of  South Lebanon strongpoints.” It continued, “in September [1986],  
Hizballah had launched an unprecedented number of  simultaneous 
attacks on positions throughout much of  South Lebanon.”36 

There is little question that these tactical level improvements were starting to 
create a more adaptable and proficient force on the battlefield. According 
to Gabrielsen, “When the IDF and SLA employed fixed outposts, Hezbollah 
responded by frontal assaults. When the outposts were reinforced, 
Hezbollah responded with indirect mortar and rocket fire. When the IDF 
changed tactics and became a more mobile force with increased patrols, 
Hezbollah responded with ambushes and improvised explosive devices 
(IEDs).”37  

As Hezbollah became increasingly successful on the ground, they started to 
expand the scope of  their operations throughout all of  Southern Lebanon. 
However, this expansion brought with it the need to improve operational 
security. In addition to implementing better operating procedures, the 
group cut out a number of  their loosely affiliated reservists. In order to 
limit information leaking out, the group also removed most mid-level 
commanders from the chain of  command.38 Interestingly, this change 
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not only increased security but had the added benefit of  improving the 
group’s battlefield performance as it pushed greater authority down to 
local commanders.  

Local commanders are often in the best position to take advantage of  
the evolving situation on the ground in real time. This change gave them 
greater authority to act in those situations, which enhanced the group’s 
overall tactical adaptability and performance. Improvements at the  
tactical level were not the only reforms implemented by Hezbollah.  

By the early 1990s, the group had created a dedicated military staff, which 
enhanced its overall planning and coordination abilities significantly. An 
important aspect of  this addition included the establishment of  a new 
and highly proficient intelligence organization. Over time this capability 
evolved to became responsible for intelligence, counter-intelligence, and 
internal supervision.39  

There is little doubt that intelligence triumphs by Hezbollah played a role 
in eventually forcing IDF into withdrawal from South Lebanon.40 Notable 
examples of  intelligence success included, “the ambush of  sixteen naval 
commandos from the elite Shayetet 13 unit near the town of  Ansariyah 
in 1997, which led to the loss of  12 Israeli operatives while Hezbollah 
reportedly only suffered casualties of  two slightly wounded.”41 Despite 
statements from the IDF that the operation’s failure was attributed to bad 
luck, evidence suggests that Hezbollah had intercepted Israeli unmanned 
aerospace vehicle (UAV) video transmissions in real time and possibly 
had a double agent working for them. Regardless of  the reason for the 
operation’s failure, Israeli raids north of  the security zone halted after  
the operation.42

One of  the more important mandates for the group’s intelligence 
organization was the infiltration of  enemy organizations.43 Gabrielsen 
notes that much of  their intelligence activities were focused on the SLA. He 
states, “Hezbollah was able to encourage desertions with offers of  amnesty,  
in addition to targeting individual officers for assassination.”44 For 
example, “SLA’s second-in-command Aql Hashim was among the killed 
high-ranking SLA officers.”45   
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In fact, the group was eventually able to neutralize the effectiveness 
of  the SLA through a long running campaign of  both intimidation and 
assassinations. This success was in part due to the fact that Hezbollah’s 
intelligence service maintained records of  all SLA members and 
when needed, would threaten them unless they deserted or served as 
informants.46 

These tactics had the added benefit of  increasing the group’s collection 
capabilities against the IDF, something that created a great deal of  distrust 
between the IDF and SLA. The infiltration and slow disintegration of  
the SLA was significant in that a key part of  the initial Israel strategy in 
1982 was to use the organization as a buffer between themselves and the 
various anti-Israel forces operating in southern Lebanon.47 

Collectively, these reforms had the desired strategic impact, as the group’s 
casualty rates started decline. For instance, prior to 1993, it is estimated 
that Hezbollah was losing about five fighters for every Israeli soldier 
killed. After 1993, that ratio was down to about 1.5 to 1.48

On the battlefield, a major improvement in the group’s combat capability 
occurred in September of  1992, when it acquired the AT-3 Sagger anti-
tank guided missile (ATGM). As time went on, the employment of  this 
weapon steadily increased as the group continued to evolve its anti-tank 
tactics to deal with Israel’s Merkava tanks.49 Although the quality of  the 
group’s missiles could not match the Merkava’s sophisticated reactive 
armor protection suite, ATGM gunners were trained in finding work-
arounds using innovative tactics. For example, tank hunting teams were 
able to eventually defeat the armour by using swarming tactics. This 
method involved hitting the same spot on a tank, multiple times in quick 
succession to overwhelm and defeat the vehicle’s defences.50  

In response to Hezbollah’s growing threat, Israel started to exert greater 
pressure on the group. This strain was done by increasing retaliatory 
attacks and launching large-scale counterterrorism operations targeting 
both the group’s personnel and capabilities.51 The first of  these major 
operations occurred in July 1993, when Israel launched a major offensive 
into Southern Lebanon. 
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Operation Accountability and the Introduction of Katyusha 
Rockets

Operation Accountability took place between 25 and 31 July 1993.  
It occurred after months of  sporadic clashes between the IDF and  
Hezbollah. According to the IDF, the goals of  the operation were “to 
strike the terrorist organization Hezbollah and other Lebanese terror 
organizations and to stop them from turning southern Lebanon into a base 
for terror.”52 To achieve this outcome, Israel used a combination of  air 
raids; artillery strikes and commando operations against specific targets in 
an attempt to eliminate the group’s capabilities.53 The operation concluded 
after a week of  heavy fighting with little or no impact on Hezbollah.54 
Despite a clear lack of  success by either side, the operation did prove  
significant in that it saw the first large-scale and prolonged use of  
unguided Katyusha rockets being fired into Northern Israeli settlements 
by the group. 

Hezbollah first fired these rockets into Northern Israel in retaliation for 
the assassination of  Abbas al-Musawi in 1992.55 However, it was not until 
Operation Accountability that the extensive use of  rocket attacks over a 
prolonged period was employed by the group as a critical part of  ongoing 
operations. More importantly, the success of  these attacks during this 
action resulted in the rocket’s employment becoming a standard operating 
practice for Hezbollah moving forward.56 

The reason these attacks proved so effective was due to the indirect 
effects they created, rather than the casualties they produced. The range 
of  these weapons could put almost one million people living in Northern 
Israel at risk. These people would need to seek refuge in bomb shelters 
every time there was an attack.57 More importantly, during periods of  
sustained shelling people living in the impacted areas were forced to 
relocate, creating significant additional problems for government officials 
already dealing with the demands of  an ongoing operation. Finally, from 
a psychological perspective, it was quickly realized that these attacks had 
a major impact on the Israeli public’s confidence in the ability of  their 
politicians and the IDF to keep them safe.58 

Thus, the introduction of  Katyushas into the conflict with Israel provided 
Hezbollah with an important weapon in helping the group achieve its 
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strategic objective, that of  undermining support for the war effort.  
It also gave the group a significant deterrence capability against its  
enemy. In fact, it is likely that this development helped to shorten 
the Operation Accountability campaign and led to an understanding 
between the two sides, “Hezbollah would not launch rockets, if  Israel 
did not launch attacks that caused Lebanese civilian casualties.”59  This 
understanding, however, did not last long as sporadic clashes continued 
between Hezbollah and Israel. These actions eventually culminated with 
Israel once again launching a major assault on the group in 1996 under 
what was called Operation Grapes of  Wrath. 

Operation Grapes of Wrath

Operation Grapes of  Wrath was the second major offensive carried out  
by the Israelis specifically targeting Hezbollah. It occurred between 11 
and 27 April 1996. Its stated goal was to neutralize rocket attacks into 
northern Israel. The methods employed in attempting to achieve this 
outcome, however, were at best questionable. At the start of  the operation, 
Israeli aircraft and artillery hit a number of  Shiite villages in South  
Lebanon.60 The purpose of  these attacks was to create a humanitarian  
crisis by forcing the civilian population out of  their homes and having 
them evacuate towards Beirut.61 The Israelis hoped that the subsequent 
crisis would put sufficient pressure on both the Lebanese and Syrian 
governments to finally put an end to Hezbollah. At the very least, it was 
assumed that the operation would degrade the group somewhat as it 
would hit the infrastructure being used by the organization.62

Although the sixteen-day campaign was marked by intensive rocket and 
artillery strikes and heavy ground fighting, Hezbollah suffered little 
overall from the operation. In fact, it is telling that the group was able 
to continue launching rockets into Israel for the entire period of  the 
operation. The campaign ended with the negotiated written “Grapes of  
Wrath Understandings.” This agreement barred cross-border attacks on 
civilian targets, as well as the use of  villages to launch attacks.63

After the operation, fighting lulled briefly as Hezbollah took time to 
recover from the effects of  the fighting. The group dramatically escalated 
its level of  activities in the subsequent months and years.64  Arguably, 
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the group appeared to become stronger as time went on. For example,  
Hezbollah carried out 100 attacks from 1985–1989 and 1,030 attacks in the 
six-year period from 1990–1995. However, from 1996–2000, it launched 
over 4,928 attacks.65

Moreover, by 1997, Hezbollah was displaying capabilities normally found 
in advance insurgency armies or conventional military forces, as many 
of  the reforms of  the early 1990s were now being combined with more 
advanced equipment and experience. According to Major Christopher E. 
Whitting, in his thesis, “When David Became Goliath,” a characteristic 
Hezbollah attack now:

consists of  a hit-and-run assault on an IDF or SLA position or 
patrol. It will normally involve two squads, each comprising three-
to-four men. Typically, the first squad will attack a compound  
at any time of  day at close range with light and heavy machine 
guns, rocket-propelled grenades and Sagger or 90 Spigot antitank 
missiles…At the same time, the second squad, acting as a fire 
support team, will fire 81-millimeter or 120-millimeter mortars. 
Attacks lasted only a couple of  minutes and the Hezbollah, did 
not limited their attacks to one objective, but rather synchronize 
concurrent attacks against multiple positions that were spread 
over a wide area.66 

In February of  1997, the group launched a total of  21 attacks on IDF 
and SLA positions simultaneously. In late December of  that same year, 
Hezbollah repeated this scenario, launching 25 attacks on IDF and SLA 
positions simultaneously.67   

Of  greater significance is the fact that starting in 1997, combined Israeli 
and SLA casualties began to exceed those of  Hezbollah. In 1990, Hezbollah 
was suffering 5.2 casualties per IDF/SLA casualty.  In stark contrast, by 
1998, that casualty gap was shrinking. In that year, Hezbollah suffered  
37 and the IDF 23 killed in action respectively.68 

On 24 May 2000, the first phase of  Hezbollah’s long-term strategy 
succeeded amid escalating violence, poor morale, and intense political 
pressure at home for the Israelis. The war in Lebanon simply became 
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too much for Israel. The IDF departed southern Lebanon after 18 years 
of  occupation.69 Not surprisingly, the SLA collapsed shortly after the 
withdrawal and Hezbollah took over control of  the region.70 

During the course of  the insurgency, Hezbollah had evolved from a poorly 
trained militia group into a highly skilled guerrilla movement that was 
concurrently pursuing political, social, military and propaganda goals. 
According to Shmuel L. Gordon, a PhD in International Relations and 
Strategic Studies from the Hebrew University in Jerusalem:

Its [Hezbollah’s] development reveals a deep understanding of  
the theory and practice of  guerrilla warfare. Central control of  
the different wings of  the organization is a power multiplier 
that enhances the movement’s integrity and unity…In the last 
few years Hezbollah fighters have acquired the knowledge and 
proficiency needed to exploit modern weapon systems such as 
anti-tank missiles, sophisticated mines, proximity and electronic 
fuses, communication, and intelligence gathering systems…The 
integration of  guerrilla doctrine and tactics with modern systems 
has become a substantial factor in the movement’s success against 
a modern, well-trained, well-equipped IDF.71

2006 Lebanon War 

After the Israeli withdrawal from Southern Lebanon in 2000, Hezbollah 
realized that it would only be a matter of  time before the two sides clashed 
once again. As a result, the group used that period to transform itself  
into a more effective fighting force. As it continued to monitor Israeli 
developments, it started adopting a number of  lessons learned it had gain 
from its insurgency.72 

Although, there were many minor alterations made to improve its overall 
tactical performance, a key change in the group’s strategy was its decision 
to transition from a guerrilla army into a regular military force.73 This 
transformation was done within the aforementioned doctrine by splitting 
guerrillas into two capabilities: regular and guerrilla forces. Within this 
context, the strategic role of  guerrilla warfare is to support regular 
military operations and to provide replacements for the regular force. 
According to the doctrine, regular forces can still be used to carry out 
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guerrilla warfare when needed, however, their primary military focus 
remains the conduct of  mobile and positional warfare. 

From a geographic and security perspective, these changes in force  
structure were coupled with an operational imperative onto positional 
warfare or what Western experts often denote as the operational defensive. 
As such, Hezbollah would fight a defensive battle while attempting to 
maximize opportunities for the tactical offence. In the process, it would 
evolve its fighting methods into what Western analysts now refer to as a 
hybrid force. Hezbollah’s strategy for its future defence was based on the 
idea of  area-denial using a “Complex Web Defense” (CWD) concept. This 
concept also incorporates the use of  integrated standoff  fires along with 
an active defence component on the ground.74 

CWD was based on a series of  well-defended villages and small built-up 
areas that were interconnected to natural terrain features. When they 
were brought together, they became a series of  integrated and mutually 
supporting defensive positions. These interconnected positions included 
well-sited strong points, redundant communications, overlapping fields 
of  fire and large stockpiles of  supplies.75 

The active defence component was characterized by launching rocket 
attacks into Israel and employing mobile light infantry forces organized 
into small self-sufficient units. These units carried out ambush patrols 
and anti-tank hunting operations. Once hostilities started, these forces 
provided a constant rate of  attrition on advancing IDF forces until they 
hit the main defensive positions.76  

Not surprisingly, the idea behind Hezbollah’s overall concept for defence 
is similar to China’s concept for active defence. This similarity is likely 
due to the fact that both military capabilities evolved from Mao’s People’s 
War fighting concept. Captain Scott J. Tosi, highlights in his article,  
“Xi Jinping’s PLA Reforms and Redefining ‘Active Defense,’” that the  
concept was actually “First coined by Mao Zedong during the Chinese 
Civil War for the strategy of  the Red Army (the precursor to the PLA).”77 
He states, “the term emphasized a strategically defensive posture  
characterized by tactically and operationally offensive actions, primarily 
within the confines of  China’s geographic borders.”78
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This basic idea is reinforced by Major Timothy A. Ornelas in his article, 
“China’s Active Defense Military Strategy,” where he acknowledges, 
“Following the Chinese Civil War, China’s primary military strategy was 
influenced heavily by Mao Zedong’s approach to guerilla warfare, which 
sought to draw an adversary deep into Chinese territory then reclaim any 
lost territory through a long-protracted war of  attrition using China’s 
geography and population to its advantage.”79 

By 2006, Hezbollah’s defensive posture included an operational level 
mobile component/reserve that remained north of  the Litani River. 
However, the concept appeared to emphasize a desire to defeat or at least 
significantly wear down the IDF in a series of  defensive battles at or near 
the border. If  this was not possible, they would allow the Israeli attack 
to continue into Lebanon before starting to reclaim lost territory through 
a protracted war of  attrition using the active defence component of   
its force structure. 

To this end, the group started a massive buildup in the early 2000s that 
involved the construction of  defensive positions interconnected by 
tunnels. In addition, they were able to increase both the number and 
sophistication of  their weapons holdings. This arsenal included more 
advanced anti-tank missiles like the AT-14 Kornet and their first holdings 
of  UAVs.80  

In the lead up to the war, the situation remained strained between the 
two sides. Things took a drastic change on 12 July 2006, near Zarit, when 
Hezbollah ambushed an Israeli patrol just inside Israel. During the attack 
three Israeli soldiers were killed and two others were captured as leverage 
for the release of  incarcerated Hezbollah prisoners. Unexpectedly, Israel 
responded to this attack with a full-scale invasion, sparking what would 
become the 34-day 2006 Lebanon War.81 

Within hours of  the Hezbollah attack, Israeli authorities retaliated with  
a bombing campaign that targeted various objectives within South  
Lebanon and Beirut including the Beirut airport.  The main focus of  
the initial Israeli response was an air and artillery campaign with 
the Israeli Air Force flying 11,897 missions and firing some 170,000 
artillery shells.82 Israel also launched a limited ground attack into South 
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Lebanon. The stated aim of  this offensive was to push Hezbollah away 
from the Israeli border.83 

Hezbollah retaliated to the airstrikes by firing rockets into Israeli  
territory. In fact, over the course of  the conflict it is estimated that the 
group fired between 3,970 and 4,228 rockets in total.84 On the ground, 
Hezbollah’s new defensive strategy work extremely well as the group 
was able to disrupt the Israeli offensive using its newly established active 
defence concept almost as soon as it started. 

As the IDF assault force advanced, it found itself  facing well-organized 
Hezbollah militias both in the countryside and in every town and vill-
age they approached.85 It did not help matters that the region they were 
attacking was ideal for defensive operations, so the terrain negated many 
of  Israel’s advantages in armoured and manoeuvre warfare. As a result, 
combat outcomes focused on the importance of  highly developed infantry 
skills, where Hezbollah proved to be superior.86

The 2006 conflict between Israel and Hezbollah ended after 34 days 
of  fighting by United Nation (UN) Resolution 1701.  The resolution 
was approved by the United Nations Security Council (UNSC) and was 
accepted by both sides. As a result, the cease-fire took effect on 14 August 
2006.87 

The Concept of Hybrid War at the Tactical Level

Not surprisingly, the 2006 war garnered significant interest from  
Western analysts as it was clear that Hezbollah had performed extremely 
well against the IDF onslaught. More importantly, the group was some-
thing more than the purely guerrilla organization it had been in 2000. 
During operations it showed it could switch between guerrilla and con-
ventional (mobile) warfare or use both forms simultaneously depending 
on the situation. Moreover, it now had the ability to absorb significant 
damage during prolonged periods of  high-intensity fighting. Outside of  
the context of  the Israeli–Hezbollah conflict, this new form of  warfare 
had the potential to become a major threat to Western militaries and 
therefore needed to be better understood. 
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In his analysis after the war in 2007, Frank Hoffman, a Research Fellow 
at the Marine Corps Warfighting Laboratory, produced a monograph 
entitled, Conflict in the 21st Century: The Rise of Hybrid Wars. This book 
was primarily based on Hezbollah’s performance in the war.88  In it, 
Hoffman laid out the key principles that have come to define Western 
perceptions on tactical Hybrid War. In this work, he defined Hybrid 
Wars as incorporating “a range of  different modes of  warfare including 
conventional capabilities, irregular tactics and formations, terrorism acts 
including indiscriminate violence and coercion, and criminal disorder.”89 
He described this form of  warfare as blurring the lines between different 
types of  conflict, those who fight them, and the technologies that are 
used.90 In this respect, Hoffman saw the world entering a period when 
multiple types of  warfare would be used simultaneously by flexible and 
sophisticated adversaries.91 

Hoffman believed, “The future does not portend a suite of  distinct  
challenges with alternative or different methods but their convergence 
into multi-modal or Hybrid Wars.”92 He emphasized that units operating 
in such an environment would be hybrid in both form and application. 
As an example, he pointed out that future conflict would include hybrid 
organizations like Hezbollah and Hamas, employing a diverse set of  
capabilities. Additionally, he envisioned states shifting their conventional 
units to irregular formations and adopting new tactics, as the Iraqi Fedayeen  
did in 2003.93 Hoffman also highlighted the fact that although these activities 
could be carried out by the same, or separate units, they would usually 
be operationally and tactically coordinated within the main battlespace  
by a higher headquarters to achieve synergistic effects.94

One of  Hoffman’s most critical observations pertained to how Hybrid 
Wars would function in terms of  the interaction between regular  
and irregular elements. He revealed that historically, many wars had seen 
both regular and irregular elements fighting; however, these elements 
traditionally operated in different theatres and/or in different formations. 
He hypothesized that in the future, this may no longer be the case. In 
fact, he declared that it would not be unusual for the irregular element 
to become operationally decisive, rather than just being relegated to  
the traditional role of  a secondary player.95
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Hoffman’s ideas regarding the simultaneous use of  multiple forms of  
warfare, the employment of  state level Hybrid War, hierarchical politi-
cal structures employing decentralized cells, and the emergence of  the 
irregular element as a decisive, or at least equal, partner in conflict are  
in large part proving to be correct. It is important to remember that 
Hoffman was interpreting Hezbollah’s actions and performance in 2006. 
As Hezbollah was developing its capabilities based on the prescribed 
evolution of  Mao’s People’s War fighting doctrine, one could argue that 
Hoffman was simply interpreting Hezbollah’s application of  that doctrine, 
not something new. Regardless, Hoffman’s analysis insightfully makes the 
connection between Hezbollah’s application of  Mao’s People’s War at the 
tactical and Colonels Qiao Liang and Wang Xiangsui’s concept of  state- 
level Hybrid Warfare in Unrestricted Warfare. 

After the 2006 Lebanon War, Hezbollah again undertook an extensive 
after-action review of  its performance, concluding that although its forces 
had performed well overall, some areas needed improvement. Specifically, 
there were weaknesses in the areas of  marksmanship, small unit tactics, 
and the exposure of  battlefield defences and weapons depots that needed 
to be addressed. However, its lack of  air defence was considered a “serious 
problem” and an area that needed to be urgently dealt with.96 

From an operational perspective, the war had weakened the group’s overall 
position in Southern Lebanon, as the UNSC resolution that ended the war 
forced Hezbollah to abandon its vast network of  underground bunkers 
and fortifications in southern Lebanon.97 However, with help from Iran, 
Hezbollah was able to continue growing its weapons arsenal, manpower, 
and intelligence capabilities.98 Moreover, after the war, the group started 
to evolve its practices and began exporting its knowledge and capabilities 
to other countries within the region. 

Hezbollah’s Involvement in Syria  

In March 2011, the  Syrian  government faced a serious threat to its  
authority when pro-democracy protests began to erupt throughout much 
of  the country. The Syrian government responded with force to sup-
press demonstrations, using police, military, and paramilitary forces in  
an attempt to regain and maintain order. Opposition militias began to  
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form from these uprisings and by 2012, the unrest and violence had 
expanded into a full-scale civil war.99

By the end of  2012, rebel groups had been able to achieve a number of  
tactical successes over government forces on the ground. These successes 
had forced the government to withdraw from many of  the northern and 
eastern parts of  the country. This retrograde included Aleppo, Syria’s 
largest city, where rebels took control of  part of  the city. However, by 
early 2013, rebel forces had overextended themselves and were unable to 
make further progress. The situation was not helped by the fact that they 
lacked the heavy equipment, weaponry, and organization to capitalize on 
the situation. Government forces, on the other hand, had been weakened 
by defections, and were unable to retake any of  the lost territory so 
the situation became stalemated. Daily fighting did continue, but the  
situation on the ground remained unchanged.100

Hezbollah’s involvement in the civil war was the result of  the strategic 
alliance between Iran, Syria, and Hezbollah. Specifically, Syria is a vital 
conduit between Iran and Hezbollah and neither Iran nor Hezbollah could 
afford to risk losing its access to that Syrian support. Moreover, the Assad 
regime had provided safe havens for Hezbollah’s training camps and 
weapons storage facilities.101 As Marisa Sullivan, a Fellow at The Institute 
for the Study of  War (ISW), points out, it was through this relationship 
that Hezbollah entered the conflict and played a key role.102

There has been much speculation on the various contributions Hezbollah 
made to the overall war effort, however, there is little question regarding 
their impact on the battlefield, which was significant. At the tactical 
level, Hezbollah trained National Defence Forces (NDF) paramilitaries 
at military bases across Syria. This training proved instrumental in 
cultivating a light infantry force that helped the regime hold cleared 
terrain.103 Hezbollah fighters also augmented Syrian forces, providing 
advice and training for Syrian military and paramilitary forces, either in an 
embedded or partnered capacity. The group also assumed a direct combat  
role alongside both Syrian military and paramilitary forces.104

In April 2013, Hezbollah’s involvement in Syria shifted significantly when 
it was given direction to plan and lead the assault on al-Qusayr, a primarily 
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Sunni town in Homs province, not far from the border with Lebanon. 
This battle was noteworthy because Hezbollah not only operated within a 
much larger force structure than in its previous operations, but they were 
also responsible for almost all of  the planning and conduct of  the actual 
operation.105

Al-Qusayr itself  was important because it served as a logistical conduit 
for the anti-Assad revolt, facilitating the movement of  weapons and  
militants between Lebanon and Homs. Lebanon’s northeast Bekaa Val-
ley is home to a Sunni population, most of  which sympathized with the  
Syrian opposition. Syrian rebels and Lebanese volunteers infiltrated  
Syria from Lebanon via the flat, arable Masharei al-Qaa district and the 
adjacent arid mountains to the east.106  Moreover, the highway linking 
Damascus to the Mediterranean coastal port town of  Tartus runs between 
Homs and Qusayr. Rebel control of  Qusayr and parts of  Homs threatened 
regime traffic.107

The Syrian government launched its offensive against al-Qusayr in May 
2013, and after a period of  bitter fighting was able to successfully push 
rebel troops from the town in early June of  that same year.108 What 
is interesting about the fighting in al-Qusayr is that it revealed a new 
approach to conducting operations for the government. 

In this battle, government forces used a combination of  conventional 
and hybrid fighters, and both were supported by heavy weapons and 
airpower. Tactics highlighted a sophisticated level of  operations which 
included heavy preparatory bombardment, which covered the infil-
tration of  irregular allied units. This penetration was followed up by 
armour-supported heavy infantry advances.109 Moreover, the operation 
was achieved through the coordination of  different chains-of-command, a  
difficult task even for the best militaries. What should make this opera-
tion of  interest to Western analysts is the fact that government forces  
cooperated closely with Hezbollah leadership in combining regular, 
irregular, and allied units, each with very separate capabilities and 
functions.110

In the end, the victory at al-Qusayr marked an important turning point 
in the conflict. First, it dealt a major blow to rebel forces militarily and 
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psychologically. Al-Qusayr also began Hezbollah’s overt involvement in 
Syria, which went on to play an important role in the Syrian government’s 
success. Government forces quickly followed up this victory with 
offensives to regain the remaining territory in Homs, followed by Aleppo 
and areas around Damascus.111

Reports suggested that Hezbollah’s forces were far better trained, 
disciplined, and experienced than any of  their Syrian or Iraqi counterparts 
and that they tended to improve the overall combat effectiveness of  the 
less-capable Syrian units when they were assigned to them.112 In fact, 
many rebel commanders reported that fighting Hezbollah troops was 
much more difficult than fighting against regime troops because “they 
are better fighters” and “more professional” than the Syrian army.113

With the help of  Hezbollah’s leadership and fighters, along with those 
from Iran, and Iraq, Syrian government forces were eventually able to 
demonstrate a remarkable ability to adapt their military tactics on the 
battlefield and to become more effective fighting against the insurgency. 
Hezbollah’s efforts in this regard likely helped to shift the local balance 
of  power in the government’s favour. According to Elizabeth O’Bagy, a 
senior policy advisor at the U.S. Senate, “Hezbollah has proven to be much 
more effective in confronting rebel forces as they have better experience 
in guerrilla tactics, unlike the ranks of  Syria’s conventional army.” She 
continued, “moreover, Hezbollah has played a key role in the regime’s 
development of  effective irregular forces and knowledge of  dealing with 
a combination with regular and irregular regime elements.”114

During the course of  the civil war in Syria, Hezbollah deployed a 
substantial amount of  its manpower into the country, where it carried 
out both counterinsurgency and large-scale operations. Most sources 
tend to agree that this deployment has harmed Hezbollah’s morale and 
public image, while improving the group’s ability to conduct large-scale 
manoeuvres and better interoperability with allied forces. 

As late as 2017, Hezbollah’s military operations still included thousands 
of  fighters deployed to Syria supporting the Assad government. It also 
had about 250-500 fighters in Iraq training the Shiite-dominated Popular 
Mobilization Forces. It is also believed that there are also about 50 fighters 
in Yemen on a covert train-and-support mission for Houthi rebels.115 In 
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this regard, Hezbollah has taken over the role of  providing training and 
advisors to other armed non-state groups supported by Iran.

The Next Stage in Hezbollah’s Development

Clearly, Hezbollah transformed its  military wing  from a militia to a  
guerrilla army in the early 1990s and moved towards becoming a 
more mobile/conventional light force  during the early 2000s. These 
transformations were at least part of  the reason it performed so well 
in the 2006 conflict. Moreover, its regular military capability became 
significantly better with its experience in Syria, as its top commanders 
gained experience in operational command. So, given its development 
process to date, what is the group’s most likely next move? 

After 2006, the group’s number one priority was to establish an effective 
air defence system in the south. As operations in 2024 play out, it 
is unlikely this priority has changed. Moreover, it is probable that  
significant investments in air defence systems will be attempted in order 
to reduce the IDF’s ability to retaliate at will. This will remain a prime focus 
of  Hezbollah’s force development efforts into the foreseeable future. 

Historically, whenever Hezbollah has improved its weapons capabilities, 
it has done so with the appropriate changes to its doctrine and tactics 
to maximize performance. This adaptation was the case when they 
adopted the People’s War doctrine as a foundation on which to build their 
guerrilla army in the late 1980s and early 1990s. The group again used 
an adaptation of  China’s active defence concept in 2006 to develop its 
warfighting concept. As most of  their capability development focus will 
likely now be on air defence and missile strike capabilities, it is reasonable 
to conclude that Hezbollah  will attempt to develop its own version of  
an Anti-Access/Area Denial (A2/AD) strategy. Although, it is clear the 
group  does not yet have that integrated and wide-ranging air defence 
system in place. Recent clashes between the group and IDF have shown 
evidence of  progress in this area. 

For example, the IDF has reported it intercepted surface-to-air missiles 
that were fired from Lebanon at Israeli UAVs on 25 & 28 October, 1, 12 & 
18 November and 16 December 2023. In addition, Israel believes similar 
missiles may have been fired at Israeli helicopters on 20 December 2023.116



1 1 0 U N D E R S T A N D I N G  H Y B R I D  W A R F A R E

P A R T  I IC H A P T E R  8

The overall success rate of  both surface-to-air and surface-to-surface 
attack intercepts appears to be changing slowly as it is becoming more 
challenging for the Israeli system to deal with the higher technological 
missiles that are starting to be fired at its aircraft and into Israel. The 
improvement of   Hezbollah’s air defence capability, especially with the 
introduction of  the 358 interceptors and the Sayyad-2 missile system, will 
not help the overall situation.117 For instance, the Iranian Sayyad-2 can 
cover the medium range and high altitudes and has a combined guidance 
system. Interestingly, the launcher of  the Sayyad-2 missile, which consists 
of  four canisters in a two-on-two, configuration is similar in design to the 
American MIM-104 Patriot SAM system launchers.118 

With a large stock of  unguided missiles and a much smaller supply of  
guided systems, it is likely that Hezbollah is exploring and has started using 
the concept of  a two-phase missile attack. Phase 1 would see hundreds of  
unguided systems used in “saturation attacks” to overwhelm Israel’s Iron 
Dome system. As the systems within Iron Dome are reloading, Phase 2 
would commence with guided systems (including drones) going after key 
targets such as surveillance installations, communications facilities and 
other high value targets. The main problem for Hezbollah in this situation 
is understanding the depth of  the system they need to breach. This issue 
will take time to analyze in order to find the right/best solution.119 

Once in place, an effective A2/AD system would become a game changer 
for Hezbollah. IDF air attacks would become less frequent and effective 
so unless ground forces move in to capture or destroy such systems, the 
IDF’s options become limited. Moreover, should Israel decide to launch a 
ground attack, the IDF will be fighting a war on Hezbollah’s terms.   

Key Lessons from this Chapter 

There are a number of  lessons that can be taken away from this study on 
the development and continued existence of  Hezbollah. These include: 

•	 From its inception, Hezbollah had the advantage of  receiving 
weapons, equipment training and support from a professional 
military force, Iran. Having these requirements fulfilled for them 
allowed the group to focus its efforts on increasing its battlefield 
performance, unhindered by resource or financial constraints. 
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•	 Hezbollah has put a lot of  importance in having well-trained light 
infantry forces, with overmatch capabilities such as long-range 
AT weapons and mortars. This weaponry has given them the  
ability to hold off  heavy forces in battle for a period of  time. 

•	 The group has adopted a form of  mission command and has 
pushed command authority down to the lowest levels possible. 

•	 Hezbollah has made significant advances in its combat capabili-
ties such as the employment of  long-range weapons, first with 
unguided rockets and then with AT weapons. This capacity has 
provided the group with the all-important standoff  capabilities 
to effectively overmatch and hit at Israel and the IDF, thus help-
ing to create a more level playing field with it enemy.  

•	 Hezbollah  has improved its weapons capabilities with the 
appropriate changes to doctrine in order to maximize it 
performance. 

•	 Hezbollah understands the importance of  long-term strategy and 
the need to stay focused on it goals. It has also proven to be a 
learning organization that has adapted to the changing circum-
stances it has faced. 

•	 Hezbollah  has developed and improved its overall capabilities 
by following Chinese doctrine. First with People’s War and then 
with an adaptation of  active defence. The evidence now suggests 
Hezbollah  is likely in the process of  moving to the next stage 
of  Chinese doctrine evolution with the development of  its own 
version of  an A2/AD (Anti-Access/Area Denial) strategy.

Over the course of  its existence, Hezbollah has evolved from a relatively 
small group of  revolution-oriented conspirators into the most powerful 
organization in Lebanon.  In the process, it has progressed from a small 
militant force into a guerrilla army and finally into a regional military 
actor with significant “hybrid” capabilities. Hezbollah’s strategy com-
bines a logical approach focused on long-term objectives to achieve its 
success. The main reasons for its success have been its continued resis-
tance to Israeli occupation, combined with institution-building,  the 
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development of  social services and active political participation within 
the country. Arguably, its military capability has formed the foundation 
upon which much of  its success in achieving political power, public  
support, and legitimacy has resulted. That being said, it is likely that little 
of  this success would have been possible without the extensive support 
from Iran.  

It has become popular for Western governments to classify organiza-
tions such as Hezbollah as little more then terrorist groups. Although, 
this depiction is useful in creating a simple picture of  good and evil for  
public consumption, problems arise when governments and the people 
who advise them start to actually believe this to be the case. In reality, 
Hezbollah is a resilient, multifaceted and complex organization that  
has proven it can take whatever the IDF can dish out and survive. More 
importantly, it is not developing a new fighting construct, rather it is 
employing and evolving with an established doctrine.                

Although Hezbollah has provided modern armed non-state actors  
with a template for long-term success using the People’s War doctrine, 
actually gaining and maintaining that success is often more difficult than 
it appears. This paradox is due to the fact that adherence to its principles 
is critical for its success. For example, the movement did not grow beyond 
a small militia until it was able to win over the support of  the people.  
Not winning over the people will eventually result in defeat. This  
outcome is precisely what happened to ISIL.

Despite impressive results of  the battlefield, ISIL was unable to attain  

the most important objectives within the insurgency’s framework. It  
failed to achieve the strategic requirement of  winning the hearts and  
minds of  the people. Moreover, it was never able or just unwilling to make 
long-term strategic alliances with other groups that could have aided its  
success, such as with the Kurds. These miscalculations eventually resulted 
in its downfall.

That being said, ISIL is an interesting case study from a military perspec-
tive of  modern armed non-state actors. This is due to the fact that the group 
was able to progress to a hybrid force of  guerilla and regular army units 
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without external support, and once they reached that capability were able 
to demonstrate exceptional abilities in the application of  mobile warfare. 
They also showed a mastery of  integrating conventional and irregular 
tactics into an overall campaign design. Moreover, its eventual defeat  
by the Iraqi military and coalition forces is evidence that these forces  
can be defeated if  their weakness are well understood and exploited. 
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T H E  I S L A M I C  STAT E  O F  I R AQ  A N D  T H E 
L E VA N T ( I S I L ) :  TA K I N G  A DVA N TAG E 
O F  V U L N E R A B I L I T I E S 

The stunning success of  ISIL between 2012 and 2014 in both Northern 
Syria and Iraq, along with similar performances by other such groups in 
the region, shocked the world and demonstrated the power and reach that 
such organizations can now achieve. The foundation of  this success was 
also derived from the fact that ISIL used the tried and tested principles 
established within the People’s War doctrine. 

Like Hezbollah, the group was able to enhance this doctrine by integrating 
contemporary international trends such as globalization, the expansion 
of  network-based approaches to organizational constructs, and advances 
in technology into their fighting techniques. Moreover, they benefited 
from direct assistance from decommissioned Saddam Hussein-era military 
commanders, specialized staff  officers, training cadres and the acquisi-
tion of  captured state-of-the-art weapons. 

One of  the main problems ISIL faced during its existence as a hybrid force 
was an inability to compromise its stance regarding Islamic fundamen-
talism and Sharia law. This lack of  flexibility prevented the group from 
gaining the support of  the people, so once military operations started 
to go wrong for them, they had nothing to fall back on. This section 
will examine the rise of  ISIL and how it used the key elements of  insur-
gency doctrine to establish itself  in Iraq and Syria. It will then analyze 
its strengths and weaknesses in implementing that doctrine and how its 
shortcomings ultimately led to its defeat. 

BACKGROUND AND HISTORY OF ISIL

The organization that eventually became known as ISIL had its genesis as 
Jama’at al-Tawhid wal-Jihad, a Jordanian Sunni insurgency group that 
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formed in 1999. The main purpose of  the group was to overthrow the 
monarchy in that country. However, after the American invasion of  Iraq 
in 2003, it became one of  many decentralized militant networks fighting 
against the coalition forces and their Iraqi allies.1 

Despite being one of  many militant groups Jama’at al-Tawhid wal-
Jihad stood out for its brutally. It viciously targeted Iraqi security forces 
and anyone else it perceived as supporting the occupation.2 Its tactics 
varied, but initially included a mix of  suicide bombings, kidnappings, 
beheadings, the planting of  IEDs, and ambushes.3 

In October 2004, Abu Musab al-Zarqawi, a long-time jihadist and leader 
of  the organization, pledged allegiance to Osama bin Laden. As part of  the 
al-Qaeda network, the group became known as Tanzim Qaidat al-Jihad fi 
Bilad al-Rafidayn (commonly referred to as al-Qaeda in Iraq or AQI).4 It 
was under this group that Al-Zarqawi formulated his overall strategy to 
unhinge American operations in Iraq. To do this he attempted to draw 
coalition forces into a sectarian Sunni-Shiite war through the broad use 
of  targeted terror attacks.5

One such attack occurred on 22 February 2006, when AQI bombed the 
Shiite Askariyah Shrine in Samarra. Although there were no casualties, 
the attack prompted outrage within the Shiite community and resulted 
in a number of  retaliatory strikes against Sunni mosques. The attack 
achieved the desired result of  increasing violence between Shiites and 
Sunnis. However, it also created significant backlash against the group 
within the Sunni community.6

On 7 June 2006, Zarqawi was killed in a coalition air attack and was 
replaced by Abu Ayyub al-Masri. Under al-Masri’s leadership, AQI  
continued the unrestricted use of  terror. Unfortunately for the group, 
these attacks increasingly targeted Sunnis. By the end of  2007, the 
backlash from these attacks against the Sunni community had become  
so severe that it pushed many tribes into cooperating with American 
coalition forces.7 

This Sunni cooperation became known in the West as the Anbar 
Awakening and its support greatly increased the overall effectiveness of  
government security operations. Over time, AQI, which had now been 
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renamed the Islamic State of  Iraq (ISI), was almost completely destroyed.8 
In fact, by early 2008, it was estimated that government security forces 
had killed approximately 2,400 ISI members and captured about 8,800 
others.9 On 18 April 2010, ISI’s two top leaders, al-Masri and Omar  
al-Baghdadi, were killed in a coalition air raid near Tikrit, paving the way 
for Abu Bakr al-Baghdadi to become the group’s new leader.10  

Although the Iraqi government’s success against ISI during the Anbar 
Awakening was significant, it proved to be temporary. The group was 
saved by the coalition withdrawal from Iraq in December 2011. In 
addition, the government’s lack of  inclusiveness towards Sunnis, as well 
as its clumsy attempts to put down unrest in Sunni dominated areas, 
resulted in a continual state of  discontent.11

Al-Baghdadi took advantage of  the American departure and government 
hostility towards the Sunnis to rebuild his organization. One of  his first 
and most important steps was to recruit a number of  ex-senior military 
officers from the former Saddam Hussein’s Army. This move allowed 
him to build a professional organization with world-class intelligence, 
security, and military capabilities. Moreover, it laid the foundations for 
ISI to recreate itself  from a terrorist group into a full-fledged insurgency 
organization. Incredibly, this process occurred within little more than a 
two-year span.12  

ISI’S MOVE INTO SYRIA

While the group was still recovering from the effects of  the Anbar 
Awakening, ISI’s leadership decided to take advantage of  the weakened 
central Government of  President Bashar al-Assad and moved into Syria. 
Under the leadership of  Abu Mohammad al-Golani, members of  the group 
experienced in guerilla warfare crossed the border into Syria in late 2011. 
They called themselves Jabhat al-Nusra l’Ahl as-Sham (Support Front for 
the People of  the Sham) and by the second half  of  2012, had established a 
reputation as a highly disciplined and effective fighting force.13 

As Jabhat al-Nusra l’Ahl as-Sham was fighting Syrian government forces 
under the direction of  ISI, al-Baghdadi began establishing a political 
presence among the Sunni-majority areas within the northern provinces 
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of  Ar-Raqqah, Idlib, Deir ez-Zor, and Aleppo.14 ISI started its takeover 
of  these provinces by targeting specific villages. Once a village had been 
selected, the group would open an Islamic missionary centre.  

The official purpose of  these centres was to provide humanitarian relief. 
However, their main activity was the recruitment and training of  followers 
to act as spies. According to Christoph Reuter, a reporter for Der Spiegel, 
“Of  those who came to listen to lectures and attend different courses on 
Islamic life, one or two men would be selected and then instructed to spy 
on their village or local area to obtain information.”15 

The information that these spies were expected to gather was wide 
ranging and included such things as: a list the powerful families, names 
of  powerful individuals in these families, their sources of  income, the 
names and the sizes of  (rebel) brigades that were operating in the village, 
the names of  the leaders who controlled the brigades and their political 
orientation.16

As soon as the group had identified sufficient spies, they would begin 
to expand their presence. This infiltration was done covertly at first by 
renting apartments in strategic locations where they could store weapons 
and house their men. Once ISI felt it had gained sufficient strength in an 
area it, would start openly displaying its presence using black flags and 
blocking off  streets to mark off  and secure its territory.17

The idea was to expand its power base while avoiding open resistance. 
As a result, infiltration, surveillance, and espionage were critical to their 
operational success. According to Anne Speckhard and Ahmet S. Yayla, ISI 
documents captured in Aleppo confirmed that ISI had developed a highly 
complex system of  monitoring all the groups and individuals opposing 
it. They state, “In the captured ISIL archives from Aleppo were long lists 
identifying the informants installed in each rebel brigade and government 
militia. These lists even noted who among the rebels was a spy for Assad’s 
intelligence service. The lists also confirmed instructions for ISI cadres to 
strategically marry into influential families ahead of  overtaking villages, 
thereby gaining their loyalty and allegiance before ISIL would take full 
power.”18
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Once its presence was firmly established ISI was extremely brutal in its 
consolidation of  power. It would systemically clear the area of  all potential 
threats.  Reuter explained, “the phase of  infiltration was followed by the 
elimination of  every person who might have been a potential leader or 
opponent.”19 These people would simply be kidnapped by masked men 
and killed while ISIL publicly denied any involvement in such activities.20 

This pattern repeated itself  in different towns, villages, and provinces 
until much of  Northern Syria had been secured by the group. In many 
cases the process was so opaque that it completely surprised local residents. 
In fact, many did not realize what was happening until it was too late 
and ISI was already in control. This strategy allowed the group to avoid 
heavy battle losses as it attempted to consolidate and expand its strength. 
Speckhard and Yayla point out ISI was able to rely on “surveillance, 
espionage, murder, and kidnapping to pave the way for the creation of  
the powerful totalitarian state structure of  the “Islamic State.”21

As ISI was establishing its control over Northern Syria it chose Raqqa  
as the base of  its insurgency in that country. According to insurgency 
doctrine the base is the political, economic and military hub of  its 
existence. It is used to provide protection for its forces, a house for its sup-
plies, and it becomes a platform from which to expand its power. As such, 
the placement of  the base must consider a number of  factors including  
the geographical conditions, the enemy’s situation, the population, the 
ability to develop political power and mass, among others. In many of  
these criteria, Raqqa was a perfect fit for the group. 

Before the start of  the civil war, Raqqa had a diverse population of  nearly 
300,000 residents, with Sunni Arab tribes making up the majority of  
the citizens within and around the city. Once the rebel uprisings against  
Syrian President Bashar al-Assad started, Raqqa became the refuge for 
many anti-government protesters from different Syrian cities.22 More 
importantly, it was located in a remote oil-rich province on the north 
bank of  the Euphrates River far from the control of  the central authority. 
Other important factors in Raqqa’s favour were its proximity to the Iraqi 
border and the strong ties of  its tribes to Iraqi clans. These links allowed 
ISI to freely operate back and forth between the two countries according 
to shifting operational needs.23 
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BUILDING UP A MILITARY CAPABILITY

Although the sophisticated use of  tactics such as surveillance, espionage, 
murder, and kidnapping worked well against the population protected 
solely by fragmented rebel forces, they were not enough to defeat estab-
lished authorities such as the governments of  Syria or Iraq. For this ISI 
needed a combat force of  its own. 

On 8 April 2013, ISI leader Abu Bakr al-Baghdadi publicly announced that 
he had created Jabhat al-Nusra and was now merging it with ISI to form 
one organization under this command. This group now called themselves 
the Islamic State of Iraq and the Levant (ISIL), although most Western 
press and government spokespeople called the group Islamic State in 
Iraq and Syria (ISIS).24 However, al-Golani rejected the merger and after a  
bitter conflict the two groups ended up going their separate ways.25 With 
its designated fighting force in the country and Jabhat al-Nusra, no longer 
being part of  the group, ISIL needed to regenerate a military capability 
for its operations in Syria almost from scratch. 

Shortly after its arrival in the country ISIL had established several  
military training camps. By the end of  2012, these camps were set up and 
fully functioning.26 Moreover, they were well organized, inconspicuous 
and located in remote areas to prevent anyone from getting too close and 
interfering with their operations. Unlike other rebel groups in the country, 
which relied on local recruits, ISIL focused all of  its efforts on recruiting 
foreign fighters. Unfortunately, most of  these newcomers arrived in  
country with little or no military experience.27

As a result, all newcomers were expected to undergo at least two months 
of  military training and were drilled to be unconditionally obedient to 
the central command. Once they had completed their basic training, they 
were placed under the command of  battle-tested Chechens and Uzbeks, 
which significantly increased their overall combat effectiveness.28 

ISIL’s strategy of  avoiding open combat with local rebel brigades had 
initially worked well for the group. They had been able to expand rapidly, 
and although they had to fight often, they were never confronted by any 
type of  a unified resistance.29 This situation changed in December 2013. 
As rebel leaders began to appreciate the scope of  the growing threat ISIL 
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represented, they decided it was time to act and neutralize the threat. As a 
result, they attacked them with a series of  coordinated assaults that were 
able to push the group out of  large regions of  Northern Syria. It was only 
the timely arrival of  1,300 fighters from Iraq that stabilized the situation 
and saved the day for ISIL in Syria.30

THE MILITARY STRATEGY AGAINST THE ESTABLISHED 
AUTHORITY

Having firmly established and consolidated its base within the Sunni 
communities of  both Iraq and Syria, ISIL turned its attention to extending 
its concept of  an Islamic Emirate even further. Key to achieving this 
objective, at least in the short term, was the group’s ability to continue 
destabilizing the political situation in both these countries. The group 
reasoned that as various anti-government factions were actively engaged 
in fighting Syrian government forces, they could focus their efforts on 
Iraq.31

In pursuing its strategy in Iraq, the group hoped to fragment the 
government to the point that it would never be able to fully recover its 
authority over the country. To this end, ISIL’s military objectives for the 
campaign focused on destroying the government structure, degrading 
and possibly destroying the Iraqi Army, as well as ensuring that Baghdad 
could no longer remain a viable Shi’a capital.32  

To achieve its initial objectives, ISIL required the ability to clear gover-
nment forces from Sunni dominated areas, defend the newly created 
nation and have sufficient strength to pose a long-term viable threat to 
Baghdad and Southern Iraq. ISIL leadership reasoned that this plan could 
be accomplished through a combination of  conventional and irregular 
military operations supported by an extensive campaign of  intelligence 
gathering, espionage, and terror.33

DEVELOPING ITS CONVENTIONAL AND HYBRID MILITARY 
CAPABILITY

ISIL had already developed a significant level of  expertise with irregular 
military operations and had in place much of  the capabilities it needed 
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to carry out an effective campaign of  intelligence gathering, espionage, 
and terror. However, the group had little or no experience with large-
scale military offensive operations. In order to defeat the Iraqi Army, they 
would need to generate this capability. As such, ISIL started building 
toward this by conducting a series of  small-scale attacks and working up 
to larger operations. In addition, it also created an extensive capacity to 
carry out sustained nation-wide attacks using Vehicle-Borne Improvised 
Explosive Devices (VBIED).34 

The development and active use of  this capability had the benefit of  
allowing the group to continue its pressure on the government while 
it created an effective infrastructure for the command and control over  
a distributed ground force.35 Experimentation also allowed VBIED 
operations to become integrated into combined arms attack against fixed 
sites, such as prisons, checkpoints, and police buildings. 

As part of  its preparations for offensive operations, ISIL announced the 
start of  the “Destroying the Walls” campaign on 21 July 2012. The main 
objectives of  this campaign were to secure the release of  Muslim captives 
and retake territory that had previously been controlled by the group. 
During the one-year period of  this campaign, there were eight attacks on 
Iraqi prisons with an estimated release of  1,000 prisoners. In July 2013, 
the group successfully broke out approximately 500 prisoners from Abu 
Ghraib prison alone.36

Sam Wyer, from the Institute for the Study of  War, commented, “The 
‘Destroying the Walls’ campaign indicates the degree to which ISIL has 
grown in its ability to plan, coordinate, and execute attacks since the 
withdrawal of  U.S. forces.”37 He added, “the attack wave demonstrates a 
nation-wide command and control capability to synchronize attacks from 
Mosul and Kirkuk in the north to Basra in the south.”38  In fact, Wyer 
concluded that by the end of  2013, “ISIL had likely developed military 
headquarters commanding operations in separate zones in northern 
Diyala, the Jazeera desert west of  Tikrit, and the Thar region north of  
Abu Ghraib.”39 

Despite its ongoing successes against Iraqi government forces, there were 
setbacks for the group. For example, in mid-2013, ISIL began attacking 
three Kurdish enclaves that bordered their territory in northern Syria. 
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Strategically, the group needed control of  the Kurdish regions near 
the border with Turkey in order to secure an uninterrupted flow of  
operatives, recruits and weapons into the areas it occupied. Possession of  
the area would also prevent its opponents from linking up with foreign  
supporters.40 However, ISIL was unable to achieve any of  its objectives in 
this area. In fact, over the next year the group launched repeated attacks 
against the Kurdish People’s Protection Units (YPG) and the armed wing 
of  the Syrian Kurdish Democratic Union Party (PYD), with little or no 
success.41 

THE TRANSITION TO CONVENTIONAL MILITARY 
OPERATIONS

Despite these setbacks, by early 2014, it was clear that ISIL’s move into 
Syria had paid off  for the group. It had provided it the time, resources 
and the necessary experience to not only re-equip and recover, but also 
to expand its fighting strength and capabilities. As the group would soon 
demonstrate, this period of  recovery had transformed the organization 
into a formidable military force. It was now capable of  fighting and win-
ning a variety of  different types of  tactical battles against forces from the 
established authority in Iraq. Moreover, the political conditions in Iraq 
were now also moving in ISIL’s favour. 

During late 2013 and early 2014, Sunni militias in central Iraq went  
onto the offensive, taking over much of  Fallujah and Ramadi and 
pushing the Iraqi Army out.42 Although government forces immediately  
began counter-offensives into the Anbar region, their ruthless methods  
did more to alienate the Sunni tribes and their peoples than it did  
to secure the province.43 Taking advantage of  this discontent, ISIL 
launched a major offensive, striking towards Mosul and three cities north 
of  Baghdad: Baiji, Tikrit and Samara.44 

The operation proved surprisingly swift and decisive as the Iraqi army  
collapsed under very little pressure and in many cases without firing a 
shot. This gave ISIL a rapid military and complete propaganda victory.45 
Mosul, the second largest city in Iraq and an important crossroads between 
Iraq, Syria, and Turkey, was quickly captured. With that victory, ISIL 
declared a ‘Caliphate’ that included parts of  both Syria and Iraq.46 
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FIGURE 10: Map of ISIL Control in Iraq47

As conventional military (mobile) operations were unfolding around 
Mosul, ISIL intensified its irregular campaign. This offensive included 
carrying out coordinated attacks on government installations as well as 
on the Shi’ite population in areas still under the Iraqi regime’s control. 
These attacks were specifically targeted at undermining the regime’s 
authority and forcing the army to redeploy its units from the main area of  
operations to secure its rear areas and vulnerable points.48 

During August and September of  2014, ISIL continued its offensive 
south, attempting to take control of  Baiji and Samara, while also push-
ing to extend its control into northern Iraq. By this time, both Kurdish 
forces and the Iraqi army were benefitting from increased American  



1 2 5U N D E R S T A N D I N G  H Y B R I D  W A R F A R E

P A R T  I I C H A P T E R  9

aerial support. This assistance allowed both groups to put up a far  
more determined resistance that effectively brought the ISIL offensive to 
a halt.49 

In an effort to consolidate control over the remainder of  Al-Anbar, ISIL 
renewed its attack in that Sunni province at the end of  September 2014. 
The main targets of  this offensive were the cities of  Ramadi and Haditha, 
which were well defended by Iraqi army forces. During the fighting ISIL, 
was able to secure a series of  victories including Camp Saqlawiya outside 
of  Fallujah, Hit, Kubaisa, Muhammadawi, and finally Ramadi. These 
successes put ISIL into a position where it directly threatened western 
Baghdad.50

PLANNING FOR THE FUTURE

These victories became the high-water mark of  ISIL’s advances in Iraq. 
The last series of  attacks in September 2014 were seen by many Western 
analysts as the group attempting to position itself  for an eventual attack 
on Baghdad. According to Jessica D. Lewis, Research Director at the 
Institute for the Study of  War (ISW), ISIL’s urban campaign in Iraq had 
revealed its future objectives. These included: 

•	 Permanently break down political boundaries in Iraq, Syria, and 
the region by cultivating conditions for government failure and/
or sectarian civil war; 

•	 Establish the Islamic Emirate by controlling terrain across Iraq 
and Syria, governing the population within, and defending 
against external threats; 

•	 Bring like-minded people to fight alongside and settle within the 
Islamic Emirate; and

•	 Expand the territory of  the Emirate and connect it to the wider 
Muslim community, or the Ummah.51

Despite its careful strategic positioning around the city, analysts do not 
believe that ISIL would have been able to successfully take Baghdad by 
military attack as they had done with Mosul. Many believe that ISIL was 
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more likely to have besieged the city and attempted to disrupt life to the 
point where it would eventually surrender. It is possible that this would 
have been done by cutting off  the main roads leading into and out of  the 
city.52 Lewis, for example, believed that ISIL would have likely attempted 
to besiege the city by using a previous plan developed by AQI for the 
control of  Baghdad, which called for securing its surrounding belts.53 
Regardless of  the method it employed, had ISIL been able to blockade 
the city for an extended period, it would have likely gone a long way to 
achieving the group’s goal of  preventing Baghdad from remaining a viable 
Shi’a capital.

THE BATTLE WITH THE IRAQI AND SYRIAN KURDS

ISIL’s June 2014 advance into northern Iraq drew Iraq’s Kurdish population 
into the conflict, as they sent their forces into areas abandoned by the 
Iraqi army. In August of  that year, ISIL launched an offensive against 
the Kurds who initially withdrew from several areas including Sinjar, but 
overall held firm.54 

In September 2014, ISIL launched a direct assault into the Syrian Kurdish 
area, this time near the town of  Kobane. Fighting forced thousands of  
people to flee across the Turkish border and after prolonged fighting 
between the two sides, Kurdish forces were able to regain control of  the 
area. Strategically, these failures would prove extremely costly for ISIL. 
Their attacks forced the Kurds into an alliance with the American-backed 
Syrian Democratic Forces (SDF). Aided by U.S.-led coalition airpower, 
Kurdish forces were able to eventually drive the group out of  much of  
Northern Syria. More importantly, it also allowed the Kurds to maintain 
firm control along the border area with Turkey.55 

ISIL’S ADMINISTRATION OF OCCUPIED TERRITORIES 

A key aspect of  the political and social elements of  any insurgency is  
the insurgent’s ability to establish an alternative government structure 
in the areas they have taken over. Once ISIL had started its move 
into Styria, it needed to govern increasingly wider areas and larger 
populations. According to a RAND study, at its peak in late 2014, ISIL  
held almost 100,000 square kilometers of  territory, which included  
a population of  nearly 12 million.56 
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This span of  control meant ISIL needed to set up a large government-
type administration to replace those in both Syria and Iraq which had 
essentially collapsed during the fighting. Everything from education, law 
enforcement, and municipal services, to taxation and defence had to be 
put back into place. According to several sources, ISIL was able to maintain 
a relatively high level of  local services simply by changing as little  
as possible in the areas it governed.57

This transition was aided by the fact that many of  the civil servants that 
allowed the cities to function had remained at their jobs and were in 
fact still being paid by the government. In Raqqa for example, “school 
teachers, state telecoms company employees and municipal workers all 
remain at work, under ISIL control but paid by Damascus.” In these cases, 
ISIL simply placed its own leadership at the top of  existing institutions to 
make sure employees were following ISIL’s directives.58

The group did add their own policies to the framework. For example, 
ISIL quickly started revising school curriculums, setting tariffs for waste 
disposal and banning litter. In one ISIL communiqué issued to residents 
of  Mosul and the surrounding Ninawa province, it stated, “Waste is not 
to be thrown away and gathered in a strip of  vacant land, and all who 
deliberately throw away waste thus will incur a fine of  25,000 dinars 
[around $22] or be held in custody in the event of  refusal to pay the 
fines.”59 In an attempt to curb illegal fishing in Deir ez-Zor province, along 
the River Euphrates, “ISIL banned fishing during the spawning season and 
the use of  dynamite for fishing.” It also banned electric current fishing, 
whereby two electrodes deliver a current into the water, because, “it 
leads to extermination of  many river/water creatures as well as congenital  
disfigurement for small fish and other river creatures.”60

According to many reports, local populations that remained under the 
control of  the group appeared to have come to terms with the occupation 
and occasionally even supported it. This reaction was likely due to the 
organization’s ability to restore daily life to the status quo by providing 
basic services, and filling the administrative void that was created  
when the government structure collapsed.61 According to Aymenn  
al-Tamimi, a researcher at the Philadelphia-based think tank Middle  
East Forum, “I wouldn’t say on the whole it’s a better quality of  life than 
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most Arab states, but what they do bring, that gives them a one-up, is 
their totalitarian model.” He added, “It brings this sense of  order in a 
time of  civil war.”62

Although it created an efficient infrastructure to provide services, the 
main goal, like any totalitarian organization, was to control the people. To 
do this, ISIL imposed their version of  Sharia Law on the population, who 
were forced to adopt the code or be severely punished.63 More importantly, 
educational, judicial, policing and law enforcement networks were all 
developed under ISIL to not only provide services but also to enforce 
its ideology and keep the local population under close surveillance.64 
According to Reuter, the plan was to produce, “a caliphate run by an 
organization that resembled East Germany’s notorious Stasi domestic 
intelligence agency…the goal was to have everyone keeping an eye on 
everyone else.”65 The group continued making extensive use of  spies and 
implemented brutal measures against its opponents and any minorities 
unlucky enough to be living under its control.66

Under ISIL’s occupations, brutal measures included the liberal use of   
executions that targeted the Iraqi army, government officials and ethnic 
and religious minorities that ISIL regarded as “infidels.” The executions 
were publicized on the group’s social network sites as a means of  
deterrence to enemies at home and abroad. They did achieve the desired 
effect, as targeted groups would leave their homes en masse ahead of  any 
reported ISIL advance. Moreover, the mass exodus of  residents added to 
the Iraq Government’s problem of  displaced persons.67 

According to Metin Gurcan, a Turkish security analyst and columnist 
with al Monitor, such terror polices had a strategic purpose. He asserts, 
“Their use of  violence is not indiscriminate one but a strategic one 
serving to the purpose of  creating a sterile environment. Simply, their 
aim is to drive the unwanted out of  the captured lands and building a  
‘sterile’ human population in sectarian terms in the controlled territories.” 
He added, “This strategy provides ISIL a submissive human population  
and thus makes the holding phase easier to realize. This strategic use  
of  fear and intimidation not solely for propaganda purposes but also  
for controlling the territory captured is another dynamic we have not  
noticed since 9/11.”68
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As ISIL did not have external support, they had to find other sources  
of  income to fund their military and administrative activities. To do this 
the group used a verity of  means. As they had taken over much of  the state 
infrastructure in Syria and Iraq including a number of  oil fields, the export 
of  petroleum products was a main source of  the group’s income estimated 
at several million dollars a day.69 Other sources of  income included profits 
from various criminal activities such as extortion, collecting ransom for 
abductees, and trading in antiquities, as well as collecting donations and 
imposing local taxes. ISIL’s ability to generate revenue allowed it to fund 
its military infrastructure and operations while providing an effective 
alternative system of  governance to occupied territories.70

FORCE COMPOSITION AND ATTRIBUTES OF ISIL

At its peak, ISIL’s military presence in Syria and Iraq was estimated 
to be around 10,000 armed fighters. About one third of  those were 
experienced combat veterans. In addition, analysts believe there were 
also about 5,000 ex-Baathist cadres, local Sunni tribal structures, some 
local and transnational criminal networks and some other Salafi-Jihadist 
and around 10,000 local Iraqis, most likely Sunnis, working for ISIL in the 
areas of  logistics, governance, recruitment, training and indoctrination. 
The complete force was estimated to be around 25,000 to 30,000 people 
with about 15,000 of  those being armed fighters.71

Critical to its success was the fact that ISIL had developed into a professional 
and highly disciplined organization with many of  the attributes associated 
with Western military institutions. They proved to be extremely 
good at adapting to changing situations and new developments on the 
battlefield. This adaptation was largely due to the fact that while they 
had a centralized decision-making and planning process, the execution 
of  operations was usually based on the initiative of  the commanders on 
the ground.72 This particular ability made them masters at coordinated 
distributed operations. 

There is also general agreement that the professionalism, military 
campaign design, and fighting style of  the organization were derived 
in large part from a cadre of  former Senior Saddam Hussein-era military 
officers who were intimately familiar with the terrain and demographic 
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dynamics. Moreover, they had the knowledge to exploit these dynamics 
when planning and conducting operations. As Lewis points out, “The ISIL 
style of  warfare hybridizes terrorism, guerilla warfare, and conventional 
warfare.” She argues, “The presence of  the last indicates that the ISIL 
likely possesses a cadre of  former Saddam-era military officers who know 
the military terrain in Iraq as their own.”73

Metin Gurcan, a Turkish security analyst and columnist with al  
Monitor, expanded on this idea of  ISIL’s professionalism stating, “the 
military campaign design exhibited by ISIL … consistently demonstrated 
scope, distribution, deception, and timing as overarching strategic  
characteristics.74 Gurcan observed:

ISIL has been pursuing a phased campaign design as well. It 
has skilfully achieved building a balance between the phased 
campaign designs and maintaining the tempo of  warfare. This 
could only be achieved with increased tactical and situational 
awareness and with the implementation of  centered planning 
and de-centered execution... This is a strong indication of  a  
unified, coherent leadership structure that commands from the 
top down.75 

Andreas Krieg, a professor at King’s College London who was embedded 
with Iraqi Kurdish fighters, agrees with these assessments. He explained, 
“ISIL local commanders receive overall orders on strategy but are given 
freedom to operate as they see fit to achieve them. That’s a sharp contrast 
to the rigid hierarchies of  the Iraqi and Syrian militaries, where officers 
often fear acting without direct approval.”76   

TACTICAL OPERATIONS

At the tactical level, ISIL proved to be a highly organized and adaptable 
fighting force. It had the ability to switch its operating concept between 
conventional attacks and guerrilla warfare with little difficulty. At times 
it would combine both by using the latter technique to wear down their 
opponents while massing the remaining fighters for a major attack. 
As time went on, these attacks would involve the coordinated use of  
armoured fighting vehicles, Humvees, and at times artillery. The group 
also incorporated suicide bombings into the initial phases of  an attack by 
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having them infiltrate through enemy lines and setting off  explosions just 
before the start of  the assault.77 

According to Petri Makela, a Finnish Security and foreign policy analyst, 
“When ISIL was on the offensive it would use its insurgence cells, set up 
in advance, in an attempt to create chaos among rear area Iraqi security 
forces until it was ready to take over the territory with fast moving 
motorized units.”78 This concept is reinforced by Reuter who states ISIL’s 
playbook, “called for the infiltration of  areas to be conquered with spies 
who would find out as much as possible about the target towns.”79

On a number of  occasions, ISIL highlighted its proficiency in attacking 
Iraqi military positions with coordinated company and battalion-size  
formations in order to clear towns and urban settlements. When 
conquering territory, its main tactic was to attack, hold and rebuild the 
settlements it had secured. This process was like the tactics Western 
forces attempted to use in their counter insurgency operations.80  

ISIL AND POSITIONAL WARFARE

Unquestionably, these offensive tactics did not work once ISIL was  
forced onto the defensive. However, ISIL again proved adaptable in 
modifying its tactics to meet specific circumstances on the battlefield. 
According to Makela, some of  the organization’s units were designated to 
operate as layback cells, “fading into the population to harass advancing 
Iraqi troops.” Other elements were used to conduct delaying operations 
along the major lines of  advance by attacking lead elements that were 
following up on the withdrawing force.81 This tactic allowed the group 
more time to prepare major defensive positions that were always focused 
in villages, towns and major centres. In cases such as Mosul, the defence 
plan would incorporate the surrounding area of  settlements into the 
overall defence.

ISIL’s tactical defensives were based on a ring defence with less reliable 
jihadists manning the outer perimeter of  settlements. “ISIL allowed the 
attacking force to take them over, with relatively light resistance. IED, 
VBIED, ATGMs and sniper attacks were used to cause attrition on the lead 
elements of  Iraqi troops delaying them for as long as possible.82
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Once the Iraqi army reached the main defensive positions, which were 
usually based on a built-up area, they would attempt to send motorized 
light units into the main streets, however, ISIL would always develop 
obstacle belts to funnel these troops into kill zones where they would  
be subjected to intense assaults using IEDs, VBIEDs, RPGs and small  
arms fire.”83

After the failure of  an Iraqi assault force, ISIL would launch relentless 
waves of  counter attacks with platoon and company sized units that 
would contain suicide bombers and sappers. These assault units were 
usually extremely motivated, well rehearsed and very well versed in 
infantry Close Quarter Battle tactics.84

The description of  ISIL’s tactical operations is intriguing with relation 
to the character of  future war. When one talks about such attributes as 
highly organized, adaptable, mission command, proficiency in attacking 
positions with coordinated company and battalion-size formations, and 
relentless platoon and company level counterattacks to retake lost posi-
tions one automatically thinks of  German infantry during World War II, 
not an insurgent group in Iraq. 

ISIL’S USE OF PROPAGANDA

From its inception as AQI in 2004, the group had an extensive online 
presence and had made effective use of  propaganda. Its main purpose 
was getting its message out to the world and recruiting new members. It 
also used the internet to pass on instructions and teaching materials to its 
distributed cells. To coordinate its increasingly sophisticated propaganda 
efforts, the group initially established the Al-Furqan Foundation for 
Media Production in November 2006.85 This organization produced CDs, 
DVDs, posters, pamphlets, and a plethora of  other web-based products 
including the group’s official statements. By 2013, ISIL had created  
a second media wing, the Al-I’tisam Media Foundation, along with the 
Ajnad Foundation for Media Production, specializing in nasheeds (chants) 
along with other forms of  audio content. In mid-2014, ISIL established the 
“Al-Hayat Media Center, which focused on targeting Western audiences 
producing material in English, German, Russian and French.”86
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A key forum of  Al-Hayat messaging was its online English-language 
magazine titled Dabiq, which included “in-depth reports called ‘Insight 
into the Islamic State’ that detailed ISIL strategy and updates on its 
‘successes’.”87 In addition to these outlets, the group also ran a “radio 
network called Al-Bayan, which aired bulletins in Arabic, Russian and 
English covering its activities in Iraq, Syria and Libya.”88

Despite significant attempts to counter its online presences and propa-
ganda efforts, Western governments made little progress in defeating 
this sophisticated information war. As it had great success, it is likely to 
become a key component of  armed non-state actors in future conflicts. 

ISIL’S PERFORMANCE WITHIN THE STRATEGIC  
FRAMEWORK OF THE PEOPLE’S WAR DOCTRINE

Despite impressive results on the battlefield, ISIL was unable to attain the 
key objectives outlined within the People’s War doctrine. For example, 
although they were able to establish bases, train and equip their forces, 
and generate stunning tactical and operational military successes, they 
failed in a number of  critical areas. First, they were unable to arouse and 
organize the people to the extent they needed for any long-term success. 
In fact, they often alienated the people they needed most, the Sunnis, 
through the practice of  Sharia law and harsh punishments and reprisals. 
Moreover, they tended to recruit fighters from outside the country rather 
than developing the capabilities from with the local population. As a 
result, they were unable to develop a close relationship with the people 
and use that relationship to properly structure their guerrilla force or 
their control over the population. 

Secondly, they were never able to achieve the military objectives needed 
for their strategic success. Specifically, they were unable to destroy their 
enemy’s (the Iraqi government’s) national strength or its military forces. 
This failure prevented them from gaining their own national strength 
through that process. 

Finally, ISIL was never able to achieve internal unification politically.  
To do this in Iraq and Syria the group would have needed to bring 
the Iraqi and Syrian Kurds and some part of  the Shi’ite population/ 
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tribes onto their side. However, the group’s philosophy, organizational 
culture and policies of  reprisal made this almost impossible. This short-
coming, combined with the fact that they were unable to make long term 
strategic alliances with any group that did not see the world the way  
they did, eventually resulted in their downfall.  

Overall, the transformation of  ISIL from a terror group into an insurgency 
force and ultimately a hybrid capability was impressive. Its plan to do 
so was well thought out and for the most part extremely well executed. 
During the group’s initial stages of  rebuilding in Syria it did not have the 
strength or desire to openly take on competitors, so it adopted a strat-
egy of  seeking out vulnerability and relying on intelligence, espionage,  
kidnapping and murder to open the way for its infiltration into the 
region. As it was doing this, the group also developed as a professional 
military force. This force was aided by an experienced cadre of  former 
Saddam Hussein-era military officers, who also helped the group develop 
the blueprints for the future state, along with the strategic plans needed 
to achieve its goals. 

In terms of  tactical operations to support the insurgency, ISIL was able  
to use and combine different styles of  warfare that included terrorism, 
guerilla warfare, and conventional military operations. They adapted 
their fighting style to the operational situation. Over time, ISIL was also 
able to generate an ability to conduct large scale military offensives. It did 
this systemically by starting off  with small scale attacks and working up 
to larger operations.

Despite impressive results on the battlefield, the group was unable to 
attain its most important objectives. This failure was due to the fact that 
they were unable or unwilling to compromise on their belief  system, 
which resulted in strategic miscalculations that prevented them from 
translating military successes on the battlefield to its larger operational 
and strategic goals. Specifically, the group failed to win the hearts and 
minds of  the people. Moreover, they were never able to, or did not want 
to, make long-term strategic alliances with other groups that could have 
aided their success, such as the Kurds. This failure eventually resulted in 
their downfall.  
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In the end, ISIL’s experience reinforces a clear message that Western  
governments would do well to adhere to, namely, strategic mistakes can-
not be corrected by tactical or operational successes on the battlefield, 
regardless of  how spectacular those successes may initially be. ISIL’s 
failure was helped along by the international coalition that had formed 
to fight against it, however, its real failure was its own strategic blunders.  

What does ISIL’s experience tell us about Hybrid Warfare and conflict? 
Clearly the concept of  the insurgency along with the idea of  the insurgent 
group is still evolving. This form of  warfare is no longer just being used 
to overthrow an established authority but is now being used by minority 
groups as a form of  cultural/religious group security within a state or a 
collection of  states. 

Ongoing examples of  this trend include the Kurds, Hamas and Hezbollah. 
This trend is likely to continue into the future, as more armed non-state 
actors see the benefits of  this type of  construct for self-defence or to 
achieve political goals. However, if  peer and near-peer adversaries wish 
to harness the full potential of  this capability, they will need a force to 
undertake the training, organization and oversee the development and 
employment of  such a capability. And, this is where SOF excel. 

To date, SOF have played key roles in a number of  Hybrid Warfare opera-
tions carried out by peer and near-peer adversaries. Specifically, they 
have facilitated operations by armed non-state actors and have conducted 
a series of  independent operations of  their own. These operations have 
included the occupation and installation of  a pro-Russian government 
in Crimea and the start of  a resistance movement in Eastern Ukraine. In 
order to understand how SOF are employed in this role, it is instrumental 
to examine that operation in more detail. 
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STAT E  U S E  O F  S O F  A N D  N O N -STAT E 
AC TO R S :  A  P R AC T I C A L  A P P L I C AT I O N 
I N  C R I M E A   

From the outset, the outbreak of  the “Maidan Revolution” in Ukraine was 
viewed by the Kremlin as a Western-backed plot to topple a legitimate 
government from power. Fearing that the demonstrations could spill over 
into Russia and that the installation of  a pro-Western government in 
Ukraine would eventually bring NATO to Russia’s doorstep in the south, 
the Russians concluded that they had little option but to act quickly.1 

However, before they could effectively deal with the crisis, they had  
a number of  problems they needed to resolve. They wanted to regain direct 
control over Crimea and they wished to have Ukraine back under their 
influence. However, in so doing they did not want a direct confrontation 
with NATO or the possibility of  having to deal with yet another 
nationalist-inspired insurgency campaign should they decide to invade.2 
To that end, a Hybrid Warfare approach to the problem appeared to  
provide the best solution. The country was in the process of  breaking  
up, so the trick was to allow it to continue imploding but to orchestrate 
the confusion towards a pro-Russian leaning. 

As the situation started to come apart in Kiev, the Russians had already put 
the various elements it needed to secure the Crimea into place. As things 
got worse, the only visible sign of  Russian preparations was the fact that 
they began to deploy significant military forces along the Russia/Ukraine 
border area. This of  course immediately captured, and for the most part, 
held NATO’s interest. When Ukrainian president Viktor Yanukovich fled 
the country in late February 2014, NATO braced for a Russian invasion 
and waited to see what the Kremlin would do next. Incredibly, Russian 
military forces simply remained on the border. Instead, news networks 
starting reporting that well-armed and equipped pro-Russia separatist 
rebels wearing green military uniforms and wearing no insignia began 
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taking control of  key points within the Crimean Peninsula. Moreover, 
they began establishing checkpoints in and around cities and government 
locations including airports and military bases.3  

What NATO, along with the rest of  the world, did not know at the time 
was that these events were signalling the closing stages of  the Russian 
operation in Crimea rather than its beginning. As it turned out, the first 
five phases of  Russia’s “New Generation Warfare” doctrine had already 
occurred, and the events that followed the establishment of  the control 
points exposed both the true extent of  Russian preparations along with 
the potential of  this new form of  Hybrid Warfare.  

Shortly after the Peninsula had been secured, the Head of  the Ukrainian 
Navy, Admiral Berezovsky, along with about half  of  the Ukrainian military 
forces stationed in the region, defected to the Russians.4 This treachery 
was followed by the seizure of  the Crimean parliament, which was 
immediately dissolved and a new pro-Russian Prime Minister installed.5 
The new parliament lost no time declaring the Republic of  Crimea to be an 
independent, self-governing entity, and quickly announced it would hold 
a referendum on the status of  Crimea recommending succession from the 
Ukraine to join the Russian Federation. In a majority vote, held on 16 
March 2014, Crimea decided to become part of  Russia and a treaty to that 
effect was signed with the Kremlin on 18 March 2014.6  

While Crimea was getting ready for its referendum, demonstrations by 
anti-government groups were already taking place in the Donetsk and 
Luhansk regions of  Eastern Ukraine. These demonstrations followed  
a similar format to the events in Crimea. So-called civilians holding  
Russian flags along with pro-Russian separatist rebels stormed buildings 
of  regional state administrations and when successful in getting inside, 
raised Russian flags on top of  the buildings.7 Their demands were the same 
as those in the Crimea: a referendum to join the Russian Federation. News 
media outlets in the region captured the scene of  hundreds and sometimes 
thousands of  Ukrainian residents waving Russian flags wishing to reunite 
with Russia. Not surprisingly, some local reports pointed out that many 
of  the key personalities and organizations associated with this separatist 
movement were either Russians or people with identifiable connections 
to Russia.8  
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The speed and efficiency of  these operations had much to do with  
Russia’s ability to infiltrate the Ukraine’s political and economic institutions 
by the various Russian agencies. Dr. Mark Galeotti, who writes a blog 
titled In Moscow’s Shadows, believes that “the GRU (military intelligence) 
supported by regular military units took the lead in Crimea, while the 
Federal Security Service (FSB), directed operations in eastern Ukraine.” 
He states, “The FSB had likely penetrated much of  the Ukrainian security 
apparatus prior to Yanukovich’s fall, where it was able to monitor Kiev’s 
plans and encourage at least some of  the defections. Members of  the  
Interior Ministry (MVD) used its contacts within the Ukrainian 
establishment to identify potential agents and other sources of  
information.”9  

As these activities were ongoing, the military was being used in a show 
of  force role, providing a distraction along the border area while sup-
porting the ongoing operations as needed. Moreover, Russian media 
and diplomatic sources kept up a constant campaign to characterize  
the new government as illegitimate and brutal, while in cyberspace  
‘patriotic hackers’ attacked Ukrainian banks and government websites 
causing additional confusion and damage.10 

In Crimea, the underlying premise of  this form of  warfare has been  
validated. This includes the idea of  collapsing a state onto itself  through 
social upheaval, even before a declaration of  war is made, along with the 
focus of  using such methods as political, economic, informational, human-
itarian, and other non-military measures in coordination with the protest 
potential of  the population. As Gerasimov also predicated, the Russians 
effectively used their Special Forces to link up with internal opposition 
groups throughout the target country, which created an operating front 
extending throughout the entire depth of  the enemy’s territory. These 
actions were effectively combined with information operations, cyber 
warfare, legal warfare, economic war and other activities that were spe-
cifically linked to a strategic outcome of  the campaign and were modified 
as needed to achieve the specific results they wanted. 

In fact, some believe it is the single most important lesson to come out 
of  the Ukraine conflict. Kristin Ven Bruusgaard, a Research Fellow at  
the Norwegian Institute for Defense Studies (IFS) states:
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Experts have focused on the military novelties in the Russian 
approach—the use of  asymmetric, covert, and otherwise 
innovative military tools. However, the real novelty in Crimea was 
not how Russia used its armed might (in terms of  new military 
doctrine), but rather how it combined the use of  military with 
state tools.11  

The devastating effectiveness of  this new combination can be seen when 
looking at the larger context of  the conflict and its impact on security 
thinking within NATO in the aftermath of  the operation. Imants Viesturs 
Liegis, the Latvian Ambassador to Hungary and a Former Defence Minis-
ter, put the Ukraine situation into context when he said:

Russia is conducting several parallel wars at the same time. There 
has been a military intervention by stealth into Ukraine’s Crimea 
and Eastern territory. An economic war is taking place following 
sanctions imposed on Russia by the EU, U.S. and other Western 
powers. An information war is being conducted by Russia on a 
massive and asymmetrical scale…The toxic results are there for 
all to see in Ukraine.12 

In this regard, the Russian operations in 2014 appear to have taken  
significant steps towards creating the “battlefield of  battlefields.” 

This construct will have a major impact on future wars, as the idea of  
combining conventional militaries with armed non-state actors will 
eventually reintroduce variations of  compound warfare back onto the 
battlefield. As a result, Western militaries will need to start looking at 
how their force structures and planning can be adapted to accommodate 
these changes. Specifically, how will Western governments and their  
militaries evolve to meet these changing circumstances. More importantly, 
the question of  what changes in policy and doctrine will be needed to  
be addressed to better understand, employ and counter these different 
types of  formations and their methods in combat. 



PART III
COUNTERING THE 
HYBRID WARFARE 

THREAT
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CO U N T E R I N G  T H E  H Y B R I D  WA R FA R E 
T H R E AT

Countries seeking to employ Hybrid Warfare are attempting to shift 
the emphasis of  conflict from the operational level, focused on military 
campaigns, into the strategic realms of  national defence/national secu-
rity. Therefore, the critical first step in adjusting to this new reality is  
for Western nations to move back into the strategic realm of  thinking 
while creating resiliency at the tactical level. 

The strategic realm is defined as the art and science of  developing and 
using the political, economic, informational and psychological powers of  
a nation, together with its armed forces, during peace and war, to secure 
national objectives.1 To achieve the necessary proficiency to win this  
type of  conflict, Western nations will need to open debate on how best  
to carry out strategy formulation and more importantly how best to  
apply it to achieve their strategic goals. 

Although such changes at first glance appear to be relatively simple, they 
may be very difficult to bring about. This paradox is due to the fact that 
strategy formulation and implementation has not been a strong point for 
the West for some decades. A recent RAND Corporation study, Improving 
Strategic Competence Lessons from 13 Years of War, found that strategy is 
the missing link in current operations. Among others, shortfalls included 
a deficit in the understanding of  strategy, shortfalls in the process for 
formulating strategy, and a failure to incorporate the essential political 
element of  war into strategy.2 

A key finding noted, “The U.S. government has experienced a per-
sistent deficit in understanding and applying strategic art. The blurry  
line between policy and strategy requires both civilians and the  
military to engage in a dynamic, iterative dialogue to make successful 
strategy, but that often failed to occur.”3 The report added, “Americans 
[Western nations] are very competent at fighting, but they are much less 
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successful in fighting in such a way that they secure the strategic and, 
hence, political rewards they seek.”4 This point is significant, as the focus  
of  different forms of  Hybrid Warfare such as “New Generation Warfare” 
is to specifically seek and attain those political rewards as part of  an  
overriding strategic goal. 

Western nations will need to become more strategic in their thinking and 
application, if  they wish to neutralize the effects of  this form of  war-
fare in the future. However, this is only part of  the answer. The ability  
to think is of  little value without the appropriate tools to do the job  
that must be done. These tools need to include the creation of  a strategic 
coordination agency, along with the production of  a new doctrine for  
war. Finally, Western nations must overcome the stigma of  using various 
state tools as the primary means of  dealing with conflicts.

CREATING A STRATEGIC COORDINATION AGENCY

To defeat state-level Hybrid Warfare, Western nations will need to  
compete with an enemy operating at a tactical level but fighting within 
the strategic realm. To accomplish this, a coordination agency that can 
effectively process information and coordinate the necessary state tools 
will be necessary. Initially, the role of  such an agency would be to define 
the end-state of  the Hybrid War against any nation prosecuting such 
a conflict, articulate the means available to achieve that end-state, and 
produce a coherent plan to set the concept in motion to counter the  
designated activities. 

Once this has been accomplished, the coordination agency would need 
to organize the necessary activities to bring about the chosen end-state 
for the defender. Such an organization would need the capacity to create 
a model of  the nation’s “extended domain” so that it could produce and 
coordinate a national version of  the “battlefield of  battlefields.” 

To this end, the agency would need to be able to monitor the military, 
political, informational and economic situation worldwide. More impor-
tantly, it would need the analytical power to anticipate, recognize and 
analyze threats to its national entity (as well as its alliance partners), both 
ongoing and emerging. It would also need the authority for control over 
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its national military forces, along with any other national bodies and 
national organizations needed for the overall security of  the state. This 
includes intelligence, national police forces, national emergency measures 
troops, diplomatic affairs, and cyber warfare capabilities, to name but  
a few. 

In essence, the Strategic Coordination Agency becomes a country’s Hybrid 
Warfare planning and operations centre. In the case of  an alliance such 
as NATO, a similar organization that connects the national coordination 
centres to the alliance would also be required. As there is arguably no  
longer a distinction between war, competition and peace, this cen-
tre would need to operate continuously on a high-readiness posture. 
The capabilities within the agency would need to be networked into  
national-level strategic coordination centres with similar abilities and 
functions in order to be truly effective.   

CREATING A HYBRID WARFARE DOCTRINE USING THE 
CONCEPT OF POLITICAL WARFARE AS THE FOUNDATION

As Strategic Coordination Agencies are put into place, Western countries 
will need to develop a doctrine for the conduct of  this new type of  war-
fare. This process may not be as difficult as it first appears. A Cold War 
application of  this concept was first introduced by George Kennan in 
1948 under the idea of  “Political Warfare”. 

Kennan was an American diplomat and historian best known for  
developing the concept of  “Containment,” an idea to limit Soviet expan-
sion during the Cold War. John Lewis Gaddis, a Cold War historian  
and author of  George F. Kennan: An American Life, observed that the 
genius behind the thinking regarding containment was that “Kennan laid 
out a third path between the extremes of  war and appeasement.” Kennan 
believed, “if  the US and its allies could be patient and …develop a  
coherent strategy of  non-provocative resistance, this third path would 
lead to a settlement … or even to the break-up of  the Soviet Union.”5

In a Policy Planning Memorandum, dated 4 May 1948, Kennan argued, 
“Political warfare was the means to achieve Western objectives and 
was in fact, the logical application of  Clausewitz’s doctrine in time of  
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peace.” He asserted, “in [its] broadest definition, political warfare is the 
employment of  all the means at a nation’s command, short of  war, to 
achieve its national objectives.” He added, “Such operations are both 
overt and covert. They range from such overt actions as political alliances, 
economic measures (as ERP [the Marshall Plan]), and ‘white’ propaganda 
to such covert operations as clandestine support of  “friendly” foreign 
elements, ‘black’ psychological warfare and even the encouragement of  
underground resistance in hostile states.”6 

Kennan provided three broad areas of  focus for Political Warfare’s activi-
ties, Liberation Committees, Support of  Indigenous Anti-Communist 
Elements in threatened countries of  the Free World, and Preventive 
Direct Action in Free Countries. In 2014, the United States Army Special 
Operations Command (USASOC) updated these ideas to include a more 
detailed listing. These include:

•	 Economic sanctions against countries, groups, and individuals,  
as well as coercive trade policies; 

•	 Diplomacy, including boycotting international events, estab-
lishing treaties or alliances to counter adversary UW, severing 
diplomatic relations, or excluding offending states from member-
ship in international forums; 

•	 Support for “friendly” insurgent groups to coerce, disrupt, or 
overthrow an adversary regime; 

•	 Support for friendly governments to counter adversary political 
warfare activities; 

•	 Support for foreign political actors and parties opposing adver-
sarial regimes; and

•	 Strategic communications and information operations to expose 
adversary activities.7

The strategy of  containment became the central pillar in the post-war 
concept for dealing with the Soviet Union. Although it had its detrac-
tors, it kept the Cold War in check for 41 years and did achieve Kennan’s 
ultimate vision of  ending with the break-up of  the Soviet Union.  
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While Kennan was not interested in managing the transition from peace 
to war in broad terms, the other components of  political warfare, particu-
larly within the context of  USASOC updated listing, are still relevant to 
developing an effective counter to Hybrid Warfare. These include finding 
the enemy’s weaknesses, developing a long-term strategy to attack those 
weaknesses, and identifying and coordinating the necessary state tools to 
do the job effectively.  

Interestingly, USASOC has already started to move in this direction. In 
their SOF Support to Political Warfare White Paper, they lay out the 
requirement for a suite of  complementary options to counter Hybrid 
Warfare carried out by state and non-state adversaries. They feel that 
any effective response will need to “comprehensively mitigate the 
effect of  subversion, UW [Unconventional Warfare], and delegitimizing  
narratives in partner countries targeted by adversaries. They also feel that 
it is important to dissuade adversaries from conducting Hybrid Warfare 
by increasing the cost of  such activities to the point that they become 
unsustainable.”8 

To do this USASOC believes it can overmatch its adversaries. 
However, they understand that this can only be done through a whole-of- 
government approach that is expressed through an integrated strategy 
and a cohesive set of  policy options that uses both overt and covert  
tools.9

SPECIAL OPERATIONS FORCES THE KEY MILITARY  
PLAYER IN THE FUTURE OF TACTICAL HYBRID WARFARE

The central idea behind the evolving character of  state-level Hybrid 
Warfare is to de-emphasize the use of  conventional military forces and 
if  possible, eliminate their use altogether. Unfortunately, this will not 
always occur. During the Cold War, even though NATO and the Warsaw 
Pact never went to war in Central Europe, the strategy of  containment, 
using Political Warfare as its means, produced a number of  proxy wars 
between various Communist nations and the Americans including Korea, 
Vietnam, and Afghanistan to name a few.10 In fact, central to the initial 
phases of  Hybrid Warfare is the use of  security services, intelligence  
and Special Operations Forces (SOF) operating in a covert manner or  
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with local forces in the form of  irregular warfare. Therefore, even  
though the aim of  Hybrid War is to reduce military conflict, it is rea-
sonable to assume that military operations will be needed with the idea  
that they would be limited to as small a force as possible. 

The most suitable and likely military intervention in the early stages of  
any future Hybrid War will likely be SOF and counter-SOF capabilities. 
This is due to the fact that such capabilities are the most capable physi-
cal component for transitioning between the strategic, operational and 
tactical levels of  conflict and war. The major question that needs to be 
addressed is, do these forces fit into the realm of  Political Warfare in  
such a way as to allow them to contain the situation or effectively destroy 
an enemy’s capacity to carry out specific aspects of  a Hybrid Warfare 
campaign? One possibility could be the use of  an innovated concept 
being referred to as Special Warfare. 

In a research paper, “Special Warfare: The Missing Middle in U.S.  
Coercive Options,” published by the RAND Corporation in 2015, the 
authors argue that Special Warfare fills the missing middle for exerting 
influence between the costly commitment of  conventional forces and 
precision-strike options provided by drones, aircraft, missiles, and SOF 
direct action. The idea is that Special Warfare campaigns are designed  
to “stabilize or destabilize a regime by operating “through and with” 
local state or non-state partners, rather than through straight unilateral 
action. 

The authors have identified a number of  campaigns that could support 
a Hybrid War capability. These include hybrid guerrilla warfare in the 
defence, support to conventional power projection, support to distant 
blockade, covert foreign internal defence for eliminating weapons 
of  mass destruction, counter proliferation against a global network, 
foreign internal defence in a fractured state, building a regional security 
exporter, and counter genocide unconventional warfare. Most of  these 
missions are directly applicable to three of  USASOC’s Political Warfare 
activities. As such they may provide a good foundation for deploying  
SOF on such operations.11 The research paper adds that these Special  
Warfare campaigns have six central features:
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•	 Their goal is stabilizing or destabilizing the targeted regime;

•	 Local partners provide the main effort;

•	 Military forces maintain a small (or no) footprint in the country;

•	 They are typically of  long duration and may require extensive 
preparatory work better measured in months (or years) than days;

•	 They require intensive interagency cooperation; and

•	 They employ “political warfare” methods to mobilize, neutralize, 
or integrate individuals or groups from the tactical to strategic 
levels.12

Like the USASOC white paper, the RAND document emphasizes the  
need for strategic thinking and coordination. However, it cautions, 
“accepting this broader definition of  war would then require a theory 
of  victory to adequately account for that dimension.” Moreover, political 
outcomes would be embraced as a principle and articulated specifically 
in each case.13 

OVERCOMING THE STIGMA AND INSTITUTIONAL  
RESISTANCE OF USING HYBRID WARFARE

Although, there is sufficient evidence to support the need to adapt  
Hybrid Warfare doctrine as part of  the West’s security strategy, the 
idea will face a number of  difficult obstacles. For example, despite the 
publicity and analysis surrounding the initial launch of  the Unrestricted 
Warfare publication, there is little evidence that the Chinese People’s 
Liberation Army (PLA) has adopted any of  its core concepts. In 2003, 
the Chinese Communist Party (CCP) Central Committee and the Central 
Military Commission (CMC) did endorse the “three warfares” concept 
based on the need to integrate Psychological Warfare, Media Warfare, and 
Legal Warfare into its doctrine.14 However, according to the Department 
of  Defense’s, Military and Security Developments Involving the People’s 
Republic of China for 2011, “The Chinese concept of  “three warfares” 
… reflects China’s desire to effectively exploit these force enablers in the 
run-up to, and during, hostilities.” 
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The term “force enablers” suggests little more than a supporting role for 
these capabilities within the context of  conventional military operations. 
Something Qiao Liang and Wang Xiangsui specifically warned against. 
In fact, the evidence suggests that the PLA is very much on the road to 
developing a capability and doctrine to conduct a head-on conventional war 
against a high-technology conventional opponent. According to another 
Department of  Defense review “China is investing in military programs 
and weapons designed to improve extended-range power projection and 
operations in emerging domains such as cyberspace, space, and electronic 
warfare.” The report adds, “current trends in China’s weapons production 
will enable the PLA to conduct a range of  military operations in Asia 
well beyond China’s traditional territorial claims.”15 This would clearly 
suggest that the PLA’s views on future warfare appear to be very similar 
to Western ideas of  integrating selected national capabilities to support 
operational level activities, rather than creating a specific hybrid doctrine 
or warfare components to support strategic operations.  

Why have the Chinese adopted a more conventional approach to mili-
tary modernization? As Dr. Andrew Scobell, Senior Political Scientist at  
RAND in Washington, D.C., points out, “it is likely that China’s political 
leaders would find many of  the concepts discussed in Unrestricted Warfare 
appealing as it would offer an alternative defense policy where strategic 
(government) control would be far greater and likely for far less money. 
However, the military establishment of  the PLA would likely view such a 
reorientation as a threat to the defense budgets, manpower, bureaucratic 
clout, and a decline in prestige.”16 

Notwithstanding, this institutional resistance, the idea of  state-level 
Hybrid Warfare is still very much viewed as the poor man’s weapon  
and although effective in defending a weaker opponent, it is unable to  
provide the necessary power projection capabilities needed to become a 
real player on the international stage. In this respect, the Russians may 
have found the right balance; they have integrated Hybrid Warfare into 
their conventional warfighting doctrine, which demonstrates a transition 
from Hybrid War to conventional operations as required. But they still 
have a significant conventional military capability they can call upon. 
That being said, its success in places such as Crimea, Ukraine, Syria, South 
China Sea and Norway may start to change some perceptions.
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TOWARDS A FUTURE OPERATING CONCEPT FOR DEALING 
WITH ARMED NON-STATE ACTORS 

Undeniably, armed non-state actors will play a key role in state-directed 
Hybrid Warfare efforts. Moreover, these actors are also beginning to 
introduce different forms of  warfare onto the battlefield. As a result, 
conventional military operations, irregular warfare, Hybrid War, acts of  
terrorism and criminal activities are now occurring simultaneously on the 
contemporary battlefield. To counter these new threats, Western military 
forces will need to become more flexible and adaptive. But how? One 
possibility is to integrate SOF into an Army’s employment concept using 
UW to train, coordinate and direct the operations of  irregular and hybrid 
forces. 

Such a concept would formally bring these individual capabilities into 
the Western military’s operating doctrine. Properly done, it would give 
Western nations a more holistic force structure with a flexible doctrine 
of  battlefield saturation. It would also provide armies with the ability to 
transition between hybrid, conventional and counterinsurgency (COIN) 
operations simply by emphasizing different aspects of  that doctrine and/
or the forces available.  

Historically, the idea of  bringing a variety of  forces together, or pair-
ing conventional and irregular forces onto the same battlefield is 
nothing new. Such tactics have been used extensively throughout Western  
history with great success and are now being employed or being con-
sidered by a number of  different militaries and armed non-state actors  
in the form of  hybrid or compound warfare at the tactical level. In  
order to better understand what roles Western forces can play within 
this context, it is important to first comprehend the trends impacting the 
modern battlefield. 

Frank Hoffman’s ideas regarding the simultaneous use of  multiple forms 
of  warfare, the employment of  state-level Hybrid War, and the emergence 
of  the irregular element as a decisive, or at least an equal partner, in open 
conflict is slowly impacting conventional military thinking. Along with 
this concept is the idea that operations are becoming more distributed 
as the modern battlefield expands and fighting becomes more dispersed, 
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diverse and complex.17 This process is forcing conventional military  
forces into various forms of  distributed operations. 

DISTRIBUTED OPERATIONS WAR-FIGHTING CONCEPT 

As already noted, the modern Western concept of  dispersion in  
war-fighting was researched and developed by the United States Marine 
Corps and initially published as a war-fighting concept, Distributed 
Operations (DO), in April 2005. This document was subsequently refined 
and adopted in various forms by other Western nations. The concept 
was specifically designed to deal with adaptive enemies operating in  
a complex environment by providing conventional forces with the  
ability to decentralize both decision-making and force distribution as 
necessary.

In order to maintain the ability to destroy the enemy or support 
other operations, distributed units need the capability to rapidly re- 
aggregate.18 This ability to distribute and aggregate is necessary to  
provide commanders with the capability to operate using the fuller  
range of  tactical employment methods that were complementary in 
character. For example, the initial concept envisioned sea-based forces 
projecting power using ship-to objective manoeuvre in an aggregated 
fashion, while being complemented by additional units that would 
continue using distributed operations.19 

FINDING THE RIGHT EMPLOYMENT CONCEPT

Understanding this problem is one thing, finding a way to actually inte-
grate and manage the various capabilities on the battlefield is another. 
Part of  the answer lies not so much in attempting to find new capabili-
ties as it does in finding new ways to bring current capabilities, such as 
well established heavy, medium, and light ground forces, together with 
SOF/irregular forces onto the battlefield within an integrated and flex-
ible doctrine. In this case, the challenge is in finding the right tactics to 
effectively employ SOF/irregular forces by allowing them to be coupled 
to conventional units, while allowing the two groups to break apart when 
necessary. One option could be the integration of  SOF/irregular and 
light forces into the part of  the construct for disperse operations, while 
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maintaining medium and heavy forces to do the aggregate work, within  
a distributed construct. 

In this case, SOF could be integrated into the employment of  this con-
cept using UW. This allows the further integration and employment of  
irregular forces into the larger operating doctrine. This construct, prop-
erly done, creates a holistic force structure operating from a common and 
flexible doctrine of  battlefield saturation. 

Such a doctrine and force structure would also give Western armies 
incredible flexibility to deal with the complexities of  future conflict by 
allowing them to have the ability to quickly transition between hybrid, 
conventional and COIN operations simply be emphasizing different 
aspects of  the doctrine and forces that are available.  

Interestingly, the idea of  bringing these different types of  forces together 
is nothing new. It has been used extensively throughout history and with 
great success. Moreover, the idea of  pairing conventional and irregular 
forces onto the same battlefield is also nothing unique and has sometimes 
been referred to as compound warfare.20 

DEVELOPING COMPOUND WARFARE TO BETTER MEET 
WESTERN NEEDS

From a Western perspective, compound warfare has been defined as the 
simultaneous use of  conventional and irregular forces against an enemy.21 
According to Thomas M. Huber, editor of  Compound Warfare: That Fatal 
Knot, operations of  the regular and the irregular forces are extremely 
complementary. He explains that the irregular forces can give important 
advantages to the regular force, such as developing superior intelligence 
information while suppressing enemy intelligence. They can also provide 
supplies and quick passage through territory that they occupy, while 
denying these to an enemy.22 

Huber also believes that regular forces can give important advantages to 
irregulars. For example, they can pressure the enemy to withdraw, forcing 
them into or out of  areas where irregulars are operating thus creating the 
conditions for greater freedom of  action. “The main force can provide 
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strategic information, advising the guerrillas of  when and where to act  
to accommodate the overall effort.”23 

From a historical perspective, Huber’s thesis appears to have merit as 
there are numerous examples of  armies employing various forms of  
compound warfare. The more famous cases include Wellington’s use of  
irregulars in Spain (1808 and 1814), Mao Zedong in China’s revolutionary 
wars (1927 to 1949), and Ho Chi-Minh in Vietnam’s wars of  Independence 
(1945-1975).24 In fact, compound warfare was an integral part of  the early 
Canadian “way of  war” as both the English and French used conventional 
and militia units in North America that integrated irregular forces, such 
as native allies during much of  the eighteenth and early nineteenth 
centuries.25 

Interestingly, French Canadian militiamen adapted these tactics to the 
conditions of  fighting in the North American wilderness faster and  
better than their English counterparts, and for this reason they usually 
had a tactical advantage. Eventually, the British discovered that they could 
overcome this very effective form of  warfare by adopting similar tactics.26 
Michael Pearlman, associate professor of  history at the United States  
Army Command and General Staff  College explains, “The British did 
more than slavishly copy the French. They domesticated irregular 
operations… [this was done] by substituting rangers for Indian auxiliaries,  
and then more reliable light infantry regulars for American rangers.”27 
Ironically, once the British had developed a capacity for irregular warfare, 
they used it to great effect on their enemies, and even exported the idea 
to the Spanish theatre of  war where they ravaged a far superior French 
force. The number of  irregulars operating with Wellington’s forces  
during the Spanish campaign provides some insight into effectiveness 
of  compound warfare. Huber states that “France had 320,000 troops 
in Spain at the height of  its presence in 1810 and…during their six- 
year campaign, French forces lost 240,000 men. Of  these, 45,000 were 
killed in action against conventional forces, 50,000 died of  illness and 
accident, and 145,000 were killed in action against guerrilla forces.”  
By comparison, he estimates that “Wellington’s army in Spain at its 
height had only about 40,000 troops, with some 25,000 Portuguese forces 
attached.”28 Incredibly, despite enjoying a conventional force advantage 
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of  four to one the French were unable to achieve any type of  measurable 
success let alone victory during the six-year campaign.29 

The synergy derived by combining regular and irregular operations at 
both the tactical and operational levels makes compound warfare espe-
cially effective for operations by smaller forces over large areas and  
in difficult terrain. If  properly developed, such operations would 
significantly enhance the flexibility and combat effectiveness of  any 
Western nation’s future doctrine.30 However, for such a concept to be 
integrated into that doctrine, a capability would be needed that could 
organize, train, and employ irregular forces and conventional light forces  
within the framework of  a nation’s campaign plan and this is where SOF 
comes in. 

As SOF are likely to play the central role in the initial phases of  any  
future conflict, their operations would also set the battlefield framework 
for any escalation and subsequent move to conventional force operations. 
The key capability SOF would need to bring to the table for this modern 
version of  compound/Hybrid Warfare to be effective is Unconventional 
Warfare.31 

UNCONVENTIONAL WARFARE AND THE MERGING OF  
DIFFERENT FORCES 

In its most basic terms, UW can be defined as the ability to organize, train, 
equip, advise, and assist indigenous and surrogate forces in military and 
paramilitary operations. According to the American Joint Special Operations 
Joint Publication 3-0517, Unconventional Warfare are operations “that 
involve a broad spectrum of  military and paramilitary operations, 
normally of  long duration, predominantly conducted through, with, or 
by indigenous or surrogate forces that are organized, trained, equipped, 
supported, and directed in varying degrees by an external source.”32 
The publication explains that “UW is unique in that it is a SO [special 
operation] that can either be conducted as part of  a geographic combatant 
commander’s overall theater campaign, or as an independent, subordinate 
campaign. When conducted independently, the primary focus of  UW is 
on political-military objectives and psychological objectives.”33 
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Incredibly, UW has not been well received or understood by conventional 
military commanders, which may be the reason it originated outside of  
the armed forces establishment. Despite this lack of  interest on the part of  
the military, the American and British Governments devoted significant 
effort to such activities during the Second World War, as both the British 
Special Operations Executive (SOE) and American Office of  Strategic 
Services (OSS) were set up to coordinate various UW activities in occupied 
countries in Europe and Asia. These activities included the insertion of  
teams to support and coordinate existing resistance movements.34 One such 
organization was based on a three-man liaison team, commonly referred 
to as a Jedburgh team. These teams consisted of  a British or American 
officer, a French officer, and a radio operator, who would be deployed into 
areas known to have active resistance movements with sufficient arms to 
supply about one hundred men.35 In addition to the Jedburgh teams, the 
OSS developed and successfully employed the idea of  operational groups 
(OGs). 

OGs were unique as they were deployed on missions that required a wider 
range of  capabilities than could be provided by the three-man Jedburgh 
teams. As a rule, an OG had between fifteen and thirty men and included 
two specialists, a medical technician, and a radio operator.36 These groups 
were organized and trained to work independently or in cooperation 
with either the Jedburghs or partisans. They also undertook a variety of  
activities that ranged from ambushing enemy columns, cutting lines of  
communications, blowing up railroad lines and bridges, and providing 
supplies to various resistance groups. According to Patrick K. O’Donnell, 
an expert on Second World War espionage and special operations, “The 
typical OG team was described as a small self–sufficient band of  men who 
might be required to live and fight in the manner of  guerrillas.”37 

During the war, the success of  the OSS validated the concept of  UW and 
provided SOF with a unique mission. The idea was refined in post-war 
analysis as members of  the OGs indicated that their extensive training was 
effective but felt that some adjustments needed to be made. Specifically, 
greater emphasis was required on such things as the operation and 
maintenance of  foreign weapons and vehicles, methods of  instruction, 
French military nomenclature, and on radio maintenance and repair.38 
Members of  the groups realized that any type of  team functioning 
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behind enemy lines for extended periods needed highly developed skills 
in critical areas, such as communications, medical procedures, weapons 
knowledge, and vehicle and equipment maintenance and repair.39 

UNDERSTANDING WESTERN EMPLOYMENT OF THE UN-
CONVENTIONAL WARFARE CAPABILITY POST WWII 

At the end of  the Second World War, the OSS was disbanded and  
most of  its operational intelligence activities were handed over to the 
newly created Central Intelligence Agency (CIA). Initially, the United 
States Army did not see a need to develop an UW capability; however,  
a growing Soviet threat resulted in the activation, albeit reluctantly, of  
the 10th Special Forces Group (Green Berets) in 1952. From the beginning, 
the group’s main mission was to conduct guerrilla warfare behind any 
Soviet advance in the event of  a Russian invasion of  Western Europe.40 
The organization of  the 1952 Special Forces (SF) operational detachment 
(OD) was very similar to the OGs that had deployed to France, with the 
addition of  many of  the post-war recommendations.41 

ODs were authorized a strength of  15 men, which included a “detachment 
commander, an executive officer and 13 enlisted men. In theory, these 
teams could organize, support and direct a regimental-sized guerrilla 
unit. The functional specialties used to carry out this mission included 
medical, demolitions, communications, weapons, [and] operations and 
intelligence.”42 During the Vietnam War (1959-1975), the Americans 
had the opportunity to again prove and refine this concept as the Green 
Berets were tasked to employ indigenous troops using many of  the same  
small-war methods the enemy was using.43 For much of  the war “the  
5th Special Forces Group trained and led Civilian Irregular Defense  
Groups (CIDGs), which included Mobile Strike Forces (“Mike Forces”) 
and reconnaissance companies that were manned by ethnic minority 
tribes from the mountain and border regions.”44 These forces carried out 
reconnaissance along the border regions and provided security for their 
home bases. The idea of  having CIDG forces was to broaden the COIN 
effort; by asserting security over much of  the tribal-minority-populated 
areas of  the highlands and remote districts of  the Mekong Delta to provide  
a buffer against Viet Cong infiltration.45 
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Controlling the region allowed the Americans to set up a system of  
“indigenous trail watchers, whose mission was to locate and report 
Viet Cong movements near the border. The trail watcher program was 
significant in that it was the precursor to the border surveillance program, 
where area development and border surveillance combined to create one 
of  the more valuable components of  the CIDG program.”46 Over time, 
these forces developed an offensive capability and by 1964 they were 
carrying out operations against Viet Cong safe havens and interdicting 
infiltration routes into Vietnam. By 1965, these operations had developed 
into more aggressive search and destroy missions using larger forces.47 
Other CIDG-type forces included mobile guerrilla teams, which raided 
enemy base areas using hit-and-run tactics against regular enemy units. 

To put these operations into perspective, 2,500 Special Forces soldiers 
raised, trained, and led an army of  50,000 tribal fighters that carried 
out operations in some of  the most difficult areas in Vietnam. This force 
patrolled the border areas, provided intelligence, and developed a security 
force in areas that otherwise may have been controlled by the enemy.48 

The adaptability and employment of  the UW capability has remained 
valid in the contemporary operating environment. In fact, in the aftermath 
of  9/11, SOF have played increasingly important roles in military opera-
tions throughout the world. As in the case of  Afghanistan, they proved 
they could quickly adapt to changing circumstances. Despite having as 
few as 300 soldiers on the ground, SOF teams were able to successfully 
rally unorganized and rival anti-Taliban-opposition groups within the 
country to form a Northern Alliance that defeated Taliban forces. These 
well-planned operations included very intense and precise bombing  
campaigns that used state of  the art equipment coordinated by SOF  
soldiers. However, what is even more astonishing than the effectiveness 
of  these operations was the speed at which they were accomplished. Only 
49 days were needed from the time they became directly involved with 
operations on the ground to the fall of  Kandahar.49 

EMBRACING THE UNCONVENTIONAL WARFARE CAPABILITY 

UW has proven to be a versatile operational capability, however, in order 
to be a successful, part of  the force structure would have to be devoted to 
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working within the irregular construct of  compound warfare. This means 
that, at the operational level, UW activities would be focused on establish-
ing and/or maintaining the overall framework for dispersed operations 
around which conventional forces could manoeuvre. This would allow 
OD forces employing UW to provide tactical support to conventional 
forces operating in theatre on an ongoing basis. 

Such a change would significantly alter the current relationship that has 
historically existed between SOF, irregular and conventional units. Once 
these issues have been worked out, the possible combinations of  UW  
and conventional forces could be as numerous as the situations they 
would be expected to encounter. Moreover, it is this flexibility that is  
at the heart of  compound warfare’s true strength, and it is this flexibil-
ity that will allow Western nations the ability to deal with increasingly  
larger threats in the future security environment. 

Another issue that would have to be addressed when considering the 
development of  an UW capability for ODs is the need to closely align SOF 
operations with the Western nation’s conventional forces doctrine. To 
achieve the necessary coordination, SOF would have to become an integral 
component within their operations and this new emphasis would require 
a major cultural shift for many militaries and their SOF. In developing 
such a capability, Western nations could better tailor their operational 
needs to meet the specific requirements of  ODs and Hybrid War rather 
than trying to make employment compromises that could reduce ODs’  
full potential. 

THE FINNISH ARMY’S INTERPRETATION OF COMPOUND/
HYBRID WARFARE CONCEPT       

Many of  these ideas have already, to some extent, been incorporated  
into the Finnish military’s modern force structure and doctrine.50 The 
country’s defence doctrine is to hold vital ground and key points with 
regional forces while destroying attacking forces using a combination of  
irregular and conventional mobile forces. This is done within the context 
of  a deep territorial defence based on a force employment concept similar 
to that of  compound warfare. 
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As mentioned earlier, the synergy derived by combining regular (light, 
medium, and heavy) and irregular operations at both the tactical and 
operational levels makes this type of  warfare especially effective for oper-
ations by smaller forces. As with the Finnish Army’s experience in the 
Winter War in 1939-1940, when properly employed, such operations can 
significantly enhance the flexibility and combat effectiveness of  an army.

Finnish forces achieve this level of  fighting efficiency by breaking down 
their force structure into general forces, local forces, and support forces. 
General forces are based on brigades and are the best equipped units 
within the Army. As such, they are the elements most suited for decisive 
massed attacks at key points along the battle front.51 

The Finns use local forces to supplement this conventional military 
capability. These units consist of  a professional cadre, older reservists, and 
newly raised conscripts. Their primary function is to carry out guerrilla 
operations in areas that have been overrun by the enemy. When necessary, 
these local forces are combined with general forces for conventional 
attacks against a weakened or encircled enemy. Support forces assisted 
the other two forces with logistics, supplies, and other requirements.52

In peacetime, the Finn’s standing forces are concentrated in areas where 
they can be deployed to provide the greatest flexibility at hitting back 
at potential threats in the most likely areas of  attack. Any attacking 
force would have to go through a “deep zone” defence that would take 
advantage of  both geographical features and climatic conditions. Tactics 
of  delay and attrition would be employed to the extent possible to prevent 
an attacking force from reaching vital areas.53

As the attacker’s lines of  communication lengthen, concentrated 
counterattacks would be launched under conditions favouring the more 
lightly armed Finnish units. In areas seized by an invading army, local 
forces would continue to conduct guerrilla-type operations, such as 
ambushes, limited raids on the enemy’s supply lines, mining of  roads, and 
carrying out strikes against logistics centres.54 

These local defence forces would also be expected to operate as self-
contained units in relative isolation. The object of  such operations is to 
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sap the strength of  an attacker as they moved deeper into the country, 
denying them the use of  roads and facilities to slow down progress. After 
enemy combat units have been cut off  from supplies and reinforcements, 
segmenting the fighting, it is expected that local and general forces would 
be concentrated to deliver strikes against the enemy before dispersing 
into the wilderness to repeat the process.55 After suffering costly damage 
over a protracted period, the Finns hope that the attackers would find it 
more expedient to abandon their original objectives and accept some type 
of  negotiated settlement.56

Within the context of  modern conflict, the idea of  using local defence 
forces as self-contained units supporting larger manoeuvre elements 
to sap the enemy’s strength and deny them freedom of  movement goes 
back to the British 1808-1814 Peninsular War. However, it is now being 
modified and refined by the United States Marine Corps to support future 
American maritime operations.

THE UNITED STATES MARINE CORPS’ MOVE TOWARDS 
COMPOUND/HYBRID WARFARE CONCEPT       

Introduced in March 2020, Force Design, is the Marine Corps’ effort to 
reshape its fighting capabilities to better meet the demands of  future 
conflicts and support naval operations.57 The main focus of  this concept is 
to counter an enemy’s area denial and access strategy, within the context 
of  littoral settings. Central to its vision is the ability of  small but well-
equipped forces to operate within an enemy’s protective zone of  air, 
missile, and naval power. Something the Marines refer to as the weapons 
engagement zone (WEZ). To accomplish this, the Marines will provide the 
Navy with “stand-in forces” (SIF). These forces are specifically designed 
and trained to operate as irregular forces within the WEZ.58 

SIF’s main mission is to support the U.S. Navy’s fleet operations by  
disrupting enemy forces. This will be done by fighting within a con- 
tested area as the forward edge of  a maritime defense-in-depth strategy. 
Their primary function will be to help the fleet win the reconnaissance/
strike and counter reconnaissance/strike battles before and during the 
initial stages of  a conflict. To do this they will attempt to identify and 
monitor potential adversary’s sensor systems. Should armed conflict 
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erupt, SIF will be expected to carry out a host of  additional missions 
including:

•	 conduct sea denial operations in support of  fleet operations,  
especially near maritime chokepoints; 

•	 sea denial through the use of  organic sensors and weapon systems 
to complete kill webs, but also by integrating organic capabilities 
with naval and joint all-domain capabilities; and 

•	 In support of  sea denial operations, SIF will be expected to gain 
positional advantage in the area by seizing, and controlling key 
maritime terrain. 

The idea is that SIF forces will become so much of  an operational prob-
lem for an enemy that the problem must be addressed if  the enemy is to  
achieve their war aims. However, this outcome can only be achieved if   
units have operationally relevant capabilities that cannot be ignored.59

The basic idea is to turn large bodies of  water  into anti-ship missile 
engagement zones, with layers  of  various anti-ship missile defenses  
ranging out to hundreds and even thousands of  miles from shorelines. 
As Tyler Rogoway, points out in his article, “HSV-2 Swift Destroyed  
Off  Yemeni Coast by Anti-Ship Missile: A horrific reminder of  how anti-
ship missiles are falling into the hands of  non-state,” he explains, “Even 
relatively dated anti-ship missiles, or, in more rare circumstances,  anti-
tank missiles, are especially dangerous to vessels operating close to 
shore in the so-called littoral combat environment.” He adds, “In such 
an environment, these weapons can emerge from seemingly nowhere and 
impact in a matter of  seconds, giving a crew little time to react. This is a  
reality that even the world’s most advanced surface combatant will have  
to come to terms with.”60

In order to work, the concept will require major structural changes  
within the Corps. For example, it will need to become a more amphibious 
and somewhat irregular light striking force if  it wants to dominate the  
littoral setting in key areas. To do this the Marine Corps is looking to 
create a new baseline “formation called the littoral regiment.” These  
regiments will consist of  infantry, rocket artillery, logistics, and an anti-
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air battery, all of  which will be highly mobile and have a long-range 
precision strike capability.61

Littoral regiments will also be equipped with a variety of  missiles and 
drones and will be able to form smaller highly mobile teams able to moved 
quickly from island to island using various types of  amphibious vessels, to 
assist the Navy with attacking enemy ships and keeping sea lanes open.62

This added agility and firepower will come at a cost. Structural changes 
to make this happen will need to include the shedding of  all tanks and 
the replacement of  most cannon artillery with rocket artillery. It will 
also see the number of  UAV squadrons, missile artillery batteries, and 
C-130 transport squadrons increasing, while removing almost all cannon 
artillery batteries, and all tank and bridging companies. Moreover, the 
numbers of  other units, “including infantry battalions, tilt-rotor aircraft 
squadrons, and helicopter squadrons, are being slightly reduced.”63 A key 
element of  the new concept will be reintroduction of  the “distributed 
operations” concept.  

As already noted, distributed operations were developed by the Marines 
to deal with adaptive enemies operating within a more complex battlefield 
environment. Their primary purpose was to provide conventional 
forces the ability to decentralize their capabilities, including both 
decision-making and force distribution as necessary. More importantly, 
distributed operations were intended to provide commanders with the 
ability to employ tactical units across the entire depth and breadth of   
the non-linear battlespace.64 

As the Marine concept paper at the time explained, “Distributed Operations 
describes an operating approach that will create an advantage over an 
adversary through the deliberate use of  separation and coordinated, 
interdependent, tactical actions enabled by increased access to functional 
support, as well as by enhanced combat capabilities at the small-unit 
level.” It goes on to state, “The essence of  this concept lies in the capacity 
for coordinated action by dispersed units, throughout the breadth and 
depth of  the battlespace, ordered and connected within an operational 
design focused on a common aim.”65
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This approach allows forces to reduce their vulnerability to enemy 
observation and fire. However, forces still need to possess significant 
combat power to close with, and destroy the enemy as necessary.66 Within 
Force Design, it appears that the Marines are attempting to address this 
issue, as a major departure from the initial concept recognizes that future 
SIF units will require significantly more organic combat power, not just 
the capacity to call on supporting fires.67

The Marine Corps has taken a number of  lessons from history to justify 
further research. For example, they point out that to “strategically defend 
the Sinai coast, Israeli Red Sea Naval Forces conducted a tactical offensive 
using a variety of  aggressive small unit actions to confuse the Egyptians 
and keep them close to their bases, focused on defending themselves.” 
Their studies point out that, “Through a combination of  navy commando 
raids, hit and run attacks, complemented by an understanding of  how 
to evade and defeat Egyptian sensors, the Israelis were able to destroy 
Egyptian missile boats and much of  their transport fleet.” They conclude, 
“the Israelis were able to do all of  this even though their army and air 
force were fully engaged in other parts of  the theater of  operations.”68

When facing a near-peer threat such as China, the Marine Corps’ Force 
2030 will see small Marine forces deployed around the islands of  the first 
island chain and within the South China Sea. Each element will have the 
ability to contest the surrounding air and naval space using medium and 
long-range anti-air and antiship missiles. Collectively, it is hoped that 
these units will attrite Chinese forces, inhibit them from moving outward, 
and ultimately, as part of  a joint campaign, squeeze them back to the 
Chinese homeland.69

In the end, analysis and experimentation are showing the Americans that 
SIF can generate technically disruptive, tactical stand-in engagements 
that can confront enemy naval forces with an array of  low signature, 
affordable, and risk-worthy platforms and payloads.70 In this respect, 
we are seeing a reintroduction of  old but proven concepts that validate 
the idea that not all forces need to be going into battle as conventional 
capabilities within the Western context. 
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Peer and near-peer adversaries are seeking to move the center of  gravity 
for conflict from the operational level, where conventional military forces 
play a predominant role, into the strategic realm, where the integration 
of  strategic planning and the coordination of  state tools becomes the 
critical denominator. This is achieved by converging different methods, 
battlefields, and force structures into a holistic doctrine that blurs various 
capabilities into a single force operating within a battlespace dominated 
by information management. 

This concept comes from the Chinese idea of  creating the “extended 
domain,” which is done by integrating information from national interests 
and national security requirements onto the larger strategic situation 
map. Once this has been completed, one can produce the “battlefield of  
battlefields,” which, if  coordinated correctly, will be a major step towards 
reducing the impact of  a potential enemy’s overwhelming advantage in 
conventional military operations. 

The Russians have proven that they are well on their way to develop-
ing this concept in the form of  “New Generation Warfare.” Based on the 
theory of  Unlimited Warfare, they will only become more effective over 
time as experience creates sophistication of  both process and reaction. As 
a result, Western countries must seek to better understand this form of  
warfare in order to effectively counter its devastating results.   

To counter these types of  operations Western countries will need to  
have the appropriate concepts, tools and organizations in place so that 
they can plan, act and coordinate the strategic capabilities within the 
nation. In the future, Western countries will still be required to fight 
and win conventional wars; however, they must also be able to fight on  
the “battlefield of  battlefields” that globalization, technology and the  
evolution of  the future security environment are now creating. In order 
to win the various conflicts, whether through the media battle, the cyber 
battle, the political battle, or on the irregular/conventional military battle, 
the West must make the following changes to their current practices: 
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•	 The first and most important is to move from operational to strategic  
level thinking; 

•	 Create a Strategic Coordination Agency; 

•	 Create a Hybrid Warfare capability using the concept of  Political 
Warfare; 

•	 Bring Special Operations Forces to the forefront of  Hybrid War-
fare by integrating Political Warfare with Special Warfare; and 

•	 Lose the stigma of  fighting Hybrid War. 

In order to bring all of  these things together, Western nations will need  
to have a unifying doctrine for conflict from the tactical to national  
strategic level. They will have to deal with the problems associated with 
the idea of  the “Whole of  Government” approach, which is more show 
on a PowerPoint presentation than a work in progress. Finally, it will 
have to plan for and develop resiliency within the elements of  national 
power. The one issue that events in the Ukraine, Syria and the South China 
Sea have shown the West is that, should peer nations wish to take on a 
Western country, they will do so by avoiding the West’s military and high 
technology strengths. The West must be ready to counter this approach.  

More importantly, current trends in the international security environ-
ment suggest a continued use, by both regional and major powers, of  
non-state actors as proxies. In practice, this is currently being done by 
supplementing such forces with small SOF or other specialists, which can 
access Intelligence, Surveillance, Reconnaissance (ISR)/strike capabilities 
along with other types of  selected conventional military support. This 
additional support is usually in the form of  training, logistics and advance 
equipment. Recent examples of  this approach have been seen with the 
Russian use of  such forces in the Crimea, Ukraine and Syria, as well as 
with the American/Coalition’s use of  similar forces in both Iraq and Syria. 
More recently, Iran has also begun employing such forces against various 
governments within the Middle East. Given the increasing capabilities of  
these forces, it is likely their importance and influence will only continue 
growing on both the irregular and conventional battlefields of  the future. 
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As the emphasis of  major conflict between peer nations slowly shifts  
to a focus on targeting social stability rather than the destruction of   
military capabilities, it is likely this type of  conflict will continue to 
evolve with both state and armed non-state actors employing different 
aspects of  Hybrid Warfare depending on the specific situation they  
face. Moreover, armed non-state actors will likely serve as the future 
building blocks for a more modular and flexible state military doctrine 
that can allow such forces to be integrated into SOF or conventional units 
to better meet specific national policies and battlefield circumstances. 

In order to counter armed non-state actors using Mao’s doctrine, it is 
important to understand that they are as much a political force as they  
are a military threat. As such, their focus is at the strategic and tactical 
levels of  conflict. This construct allows them to circumvent the estab-
lished authority’s strength in military capability at the operational level. 
When armed non-state actors get to the point where they are openly 
displaying capabilities that challenge the operational level of  war, or are 
being provided with that capability by an outside nation state, it is a  
sign that they are in a position of  strength relative to the established 
authority. Defeating such groups militarily does little except to force them 
back into a posture of  guerrilla warfare, as is the case currently with 
the remnants of  ISIL, so they must also be defeated politically as well  
to achieve decisive results. 

To defeat such forces as a political entity, they must be isolated from 
their base of  support and from any external help they may be receiv-
ing. If  this cannot be done, victory cannot be achieved. However, if  the 
armed non-state actor can be isolated politically, they can be defeated. 
More importantly, conventional military operations alone will not be  
able to achieve victory. If  Western nations want to be successful in the 
battlespace of  the armed non-state actor, they will need a doctrine that is 
as flexible and adaptive as the one they must face. Doctrine that seeks to 
find and fight the decisive battle will not work with this type of  enemy. 
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