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Introduction

How does United States Special Operations Command (USSOCOM) 
build competitive advantages to optimize disruptive innovations for 

future operating environments (FOEs)? This multifaceted research ques-
tion requires investigation of Special Operations Forces (SOF) acquisition 
and procurement processes to address today’s decisions that shape tomor-
row’s FOEs. Consistent with U.S. national security policy and military 
reorientation,1 SOF FOE will be characterized by peer, near-peer, and non-
state actor competitors that leverage advanced technological capabilities to 
affect battlespaces and societies to disrupt U.S. activities. Development of 
competitive advantages and achieving overmatch technologies across the 
spectrum of SOF’s operational responsibilities require evaluation of disrup-
tive innovations within the context of their SOF-peculiar application. This 
holistic approach aims to identify technical, policy, and acquisition hurdles 
involved with the development and fielding of disruptive innovations.2 Tech-
nologically disruptive innovations are rapidly advancing in the private sector, 
Department of Defense (DOD), and potential adversaries at a time when 
U.S. fiscal concerns are mounting, defense budgets are inconsistent, and 
national artificial intelligence (AI) policy is still forming.3 In this changing 
environment, USSOCOM faces challenges to continue to win today’s fight 
while planning for tomorrow’s advancing technology, tight fiscal environ-
ment, evolving adversaries, and its own bureaucracy. Harnessing disruptive 
innovations better than adversaries requires review of existing processes, 
recognition of limitations, and policy adaptation. USSOCOM excels at adap-
tation and can win tomorrow’s fight with deliberate action today.

Disruption is more than incremental change. Disruption requires recon-
ceptualization of the original function. When applied to military contexts, 
disruption is the integration of technology, policy, and strategy that redefines 
operational activities. Disruptive innovation is the culmination, convergence, 
and leveraging of three distinct areas.4

 First, disruptive innovations emerge when there is political will to 
implement national (or corporate) strategies that reconceptualize activities 
and develop capabilities to deliver them. For USSOCOM, political will is 
acceptance by command leadership that disruptive technology may impact 
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the manner in which SOF contribute to strategic, operational, and tactical 
assumptions, policies, procedures, and decision making. Second, disruptive 
innovation occurs when new technology to implement an innovation is eco-
nomically feasible.5 For USSOCOM, economic feasibility is more than simply 
price; feasibility means that the innovation can be identified, acquired, pro-
cured, and fielded while retaining its disruptive capacity.6 Third, disrup-
tive innovations emerge when policies (i.e., management, testing, fielding 
acquisition, procurement, operations, etc.) are tailored to utilize the innova-
tion. For USSOCOM, policy cohesion—from warfighter needs to capability 
delivery—is synchronized such that the nature of warfighting, operations, 
and/or capabilities will be changed by the disruptive innovation, and metrics 
will need to be developed to capture its effects. Failure to act in any of these 
three areas will result in settling for incremental improvements of exist-
ing capabilities instead of the revolutionary change generated by disruptive 
innovations. 

USSOCOM is positioned to benefit from emerging innovative ecosystems 
because of its political will to pursue change and comparatively streamlined 
policy processes. USSOCOM is the DOD’s leader in the acquisition of spe-
cifically tailored solutions to warfighter problems.7 Pursuit of disruptive 
innovation through alignment of political will, economic feasibility, and 
policy cohesion is necessary at the command level as leadership determines 
priorities and engages with major stakeholders (e.g., Congress and the Ser-
vices). Alignment of the three factors also occurs at smaller scales, such as 
through integrated product teams or individual acquisition groups within 
the Program Executive Office (PEO). Special Operations Forces Acquisi-
tion, Technology, and Logistics/Contracting (SOF AT&L-K) consistently 
improves capabilities in support of the warfighter across the research and 
development (R&D), procurement, deployment, and sustainment life cycle. 
The importance of these incremental improvements cannot be overstated. 
They have resulted in the majority of SOF AT&L-K’s organizational focus and 
effort being correctly and effectively apportioned to achieve SOF objectives. 

That being said, new challenges are evident with regard to the work of 
identifying and leveraging disruptive innovations. This work involves pecu-
liar pressures, constraints, and hurdles. An examination of these features—
and how they can be addressed—is the focus of this publication. Specifically, 
this monograph examines how identification of disruptive innovations 
occurs and how organizational changes can facilitate the development and 
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acquisition of such innovations. Of particular interest are disruptive innova-
tions in areas where current capabilities do not yet exist and are unlikely to 
emerge without the direct, deliberate involvement of the SOF community.

The example of the Tactical Assault Light Operator Suit (TALOS) illu-
minates the dynamics between pursuit of disruptive innovation and incre-
mental improvement. The aspirational goal of TALOS was to produce a 
fully functional suit that protects the first-through-the-door warfighter (a 
new capability comparatively less needed by the Services than by SOF). A 
review of the TALOS program indicates that, even at the earliest stage of 
program initiation, incremental improvements (not a fully functional suit) 
were the goal of the program and the metric used for program evaluation.8 
The emergence of disruptive innovation, however, requires a willingness to 
pursue audacious goals where the likelihood of success is low and failures 
may occur.9 TALOS highlights the difficulty of pursuing disruptive innova-
tion in an environment where supporting the current force with incremental 
improvements is the highest demand. The combination of political will and 
streamlined acquisition and procurement policies enabled investment in 
TALOS without sacrificing sustainment of the Force and investments in 
other areas.10

However, the limited size and scale of USSOCOM’s budget means that 
it will continue collaborative efforts with industry, academia, and the DOD 
for R&D—a practice consistent with the existing acquisition model. While 
this approach facilitates comparatively effective traditional procurement, 
it may not yield disruptive innovation in FOE because disruptive innova-
tion requires tailoring solutions to specific SOF challenges. SOF applica-
tion of disruptive innovations faces distinct challenges because of a unique 
operational environment that generates less data than commercial or ser-
vice operations as well as the constant necessity for operational flexibility 
and adaptation. For example, when applying artificial intelligence (AI) and 
machine learning (ML) to supply chains, SOF will benefit from predictive 
analytics from commercial or Service applications because the underlying 
training datasets are similar. Application of ML to more sensitive areas such 
as operations or unit deployments may be less effective as the underlying 
data (e.g., operational tactics) is distinct from the Services. 

Military history provides numerous instances of states failing to recog-
nize the implications of disruptive innovations.11 For USSOCOM, broad and 
varied expectations of FOE are necessary to ensure that today’s decisions 
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set the stage for future policies that are conducive to disruptive innovation 
generation and incorporation. Contentment with incremental improvements 
on existing capabilities, such as weapon hand grips, autonomous capabili-
ties, and augmented reality during operations, will not be enough to ensure 
the overall superiority of SOF warfighters. Further, the perceived operating 
environment over the next thirteen years (FOE 2035) features a changing 
landscape—rising peers and near peers who are simultaneously pursuing 
disruptive innovation but without the same legal framework and bureau-
cratic constraints; non-state actors whose technological savvy has already 
frustrated operations; and policy makers’ increased utilization of SOF.12 
These elements will place additional burdens on the Force. The impact of 
today’s decisions will compound as the pace of technological change accel-
erates. Failure to effectively harness disruptive innovations today reduces 
future decision options, operational capability, and the likelihood of win-
ning tomorrow’s fight.

Monograph Outline

This monograph is divided into three chapters. Chapter 1 establishes a frame-
work to analyze disruptive innovation by assessing how political will, eco-
nomic factors, and policies are necessary to harness innovations. Chapter 
2 examines USSOCOM’s acquisition and procurement practices as well as 
its adaptability to disruptive innovation. Chapter 3 provides case studies of 
potential disruptive innovations in areas of social manipulation and AI/
ML in the FOE 2035. The monograph concludes with a set of policy recom-
mendations. Following is a contextualization the monograph’s argument by 
examining disruptive technology in the context of SOF’s competitive advan-
tages, existing acquisition processes, and societal manipulation through 
misinformation.

Adaptation, Disruptive Technology, and SOF’s Competitive Advantages
Chapter 1 presents a framework to assess the interaction of information and 
data technologies, organizational adaptation, and managerial policies neces-
sary to field tomorrow’s disruptive technologies. USSOCOM is the DOD’s 
leader in adaptability, innovation, and experimentation. Integration of dis-
ruptive technologies and contributions to the hyper-enabled operator (HEO) 
concept will necessitate policy and acquisition coordination. USSOCOM’s 
successful integration of disruptive technologies will require targeted R&D 
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activities as well as extensive collaboration with the DOD, industry leaders, 
and academics because the financial intensity and testing capabilities neces-
sary for development are typically beyond existing budgetary boundaries, 
recruitment practices, or personnel availability. 

Next is the analysis of impediments to interoperability, which is essential 
to multi-domain operations. Impediments are analyzed in relation to a tem-
plate that can be used to evaluate organizational adoption of innovation.13 
Impediments are discussed in relation to the perspective of private-sector 
industry as well as USSOCOM at a time when the command seeks to pursue 
open-architecture solutions and accelerated acquisition in a constantly evolv-
ing data space. Finally, the assumption that industry and academia will 
perpetually partner with and facilitate military applications of technology 
is examined. Silicon Valley’s recent reticence regarding the militarization 
of digital services (e.g., Google backing out of Project Maven) suggests that, 
going forward, multilevel U.S. collaboration around disruptive innovations 
faces challenges.

Existing Acquisition Processes
Chapter 2 evaluates existing acquisition processes and doctrines to identify 
policy adaptations necessary for disruptive innovation. Disruptive tech-
nologies require adaptation of acquisition processes at multiple points from 
requirement verification to sustainment. Various aspects of the acquisition 
process are investigated, such as comparative source selection authority 
levels, funding stream dynamics, requirement verification processes, and 
design/adaptation opportunities, to identify best practices in procurement 
of revolutionary technology.14 How technology readiness levels (TRLs) and 
manufacturing readiness levels affect deployment of disruptive technologies 
is also examined. Finally, this section investigates SOF-peculiar challenges 
that require balancing multiple factors including acquisition speed, price, 
data rights ownership dynamics, warfighter needs, and economies of scale. 

Retaining a competitive edge is contextualized in this section with an 
emphasis on procurement. Because successful fielding of a disruptive innova-
tion involves command-wide engagement with all stages of the acquisition 
process—from the planning stage, to requirement verifications, to acqui-
sition and procurement—disruptive innovation and integration acceler-
ate in networked contexts. Although, public-sector procurement may be 
slowed (compared to private-sector procurement) because of regulations 
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and policies.15 Consistent with the Services, USSOCOM operates under Fed-
eral Acquisition Regulation (FAR) rules, which can impede private-sector 
engagement. Procurement, which occurs toward the end of the acquisition 
process, faces particular restrictions unique to government contracting. Yet, 
procurement processes are fundamental to fielding disruptive innovations, 
and they serve as a barometer of past reform policy efforts and existing 
efforts given constraints within the bureaucratic system.

The reality is that ensuring a competitive advantage for SOF requires 
innovative acquisition policies. Adversaries who are either near-peer or non-
state actors are not bound by rigorous federal acquisition requirements. From 
one perspective, the lack of legal and ethical constraints on adversaries is 
an organizational disadvantage for USSOCOM.16 At the same time, well-
run bureaucracies may contribute to victory in power competitions with 
autocracies over the long run. This section examines USSOCOM procure-
ment procedures, outcomes (e.g., duration of negotiation, protests, etc.), and 
personnel throughout the organization to investigate how organizational 
structure, organizational culture, and personnel staffing processes affect 
efficacy. USSOCOM is then compared to other DOD organizations, the fed-
eral government, and the private sector to identify best practices in orga-
nizational and personnel policies. This section identifies concrete changes 
USSOCOM can implement to ensure a competitive advantage, lead DOD 
efforts, and win the fight of the future. 

Disruptive Technology and Social Manipulation
Chapter 3 examines disruptive technologies in one specific USSOCOM 
priority area—where nascent technology is rapidly evolving in the private 
sector, experience in acquisition is limited, and near-peer competitors are 
developing capabilities. 

With regard to propaganda, for example, the use of disruptive tech-
nologies to manipulate individuals, societies, and politics is analyzed. The 
dissemination of propaganda through social media by state and non-state 
actors and its influence on active conflicts and grey zone operations is now 
well documented. Current USSOCOM acquisition executive, Jim Smith, 
recently stated that “the ability to tell our message in clear text to a popula-
tion … is a core competency for us.”17 As adversaries increasingly develop 
social media capabilities and, in some cases, directly deploy them against the 
U.S., increased reliance on social media for news, updates, interactions, and 
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communication places a security imperative on USSOCOM to understand 
and address online propaganda.18 In this monograph, existing evaluations of 
open-source intelligence are extended by forecasting the technologies neces-
sary to collect, analyze, and implement next-generation messaging in terms 
of profiling algorithms, cloning software, hacking tools, and other innova-
tions in a SOF context. A specific analysis of the potential utility of disruptive 
technologies is then provided to identify how receptive an individual or soci-
ety (sub-group) is to propaganda and messaging based on Thoroughgood’s 
taxonomy of five types of followers.19 Identification of follower types has 
direct mission applications in terms of identifying individuals susceptible 
to different political allegiances, assessing individuals’ willingness to share 
intelligence, and evaluating other operational factors. The monograph then 
analyzes the potential of disruptive technology to incorporate and address 
highly tailored sociocultural adaptations necessary for social media and 
open-source intelligence to be operationally and strategically beneficial.

Methods

Qualitative methods are applied in each section to maximize insights from 
available unclassified sources. Qualitative methods are used to evaluate 
specific policies, rules, and procedures within SOF AT&L-K. Face-to-face 
interviews were conducted in the summer of 2019 with SOF AT&L-K con-
tracting personnel at MacDill Air Force Base. Phone interviews were also 
conducted with Theatre Special Operations Command (TSOC) contract 
officers (KOs). The interviews were conducted using a semi-structured inter-
view guide and analyzed with ethnographic techniques. Semi-structured 
interviews minimize interviewer effects while ethnographic methods allow 
interviewees to identify key concepts and establish the interaction amongst 
those concepts. The combination of qualitative methods and interviewees 
from different positions within the organization generates a cross-cutting 
evaluative approach that distills responses into organizable components of 
information. Interviews focused on current acquisition and procurement 
policies and processes, and analysis of interview responses provides insights 
into future policy opportunities and hurdles.
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Chapter 1. Disruptive Technology and 
SOF

This chapter provides a theoretical framework for understanding how 
competitive advantage can be gained and maintained through disrup-

tive innovation. In the first section, SOF-relevant definitions of key terms, 
which are frequently reduced to mere jargon when adopted outside of their 
original context or haphazardly used, are clarified. With terms clarified, the 
chapter turns to an examination of competitive advantage and disruptive 
technology in the SOF context. In the following section, potential character-
istics of FOE 2035 are contextualized by drawing on military expectations. 
Specifically, this section examines potential capability changes that affect 
multi-domain battlespaces and aspects of societies in which SOF operate. 
Finally, the concluding section analyzes the DOD’s plan to acquire and pro-
cure disruptive innovations, which conditions USSOCOM approaches.

Competitive Advantage 

Why conceptualize and define terms that are commonly used in military 
and civilian contexts? Academic terms often devolve into jargon that is fre-
quently cited but rarely understood or correctly employed to achieve clear 
understanding. The potential danger to USSOCOM, the DOD, and the 
federal government more broadly is that failure to recognize and utilize 
terms consistently impacts policy decisions that ripple into the future. For 
USSOCOM, the terms “competitive advantage” and “disruptive technology” 
must be fitted to SOF-peculiar contexts. Buzzwords, acronyms, and catch 
phrases proliferate around the concept of innovation among acquisition 
and procurement professionals. Nevertheless, definitions and even tech-
nologies may not be clearly or fully understood.20 Limitations in conceptual 
framing have potential negative, long-term effects on policies and military 
capabilities. A conceptually restrictive understanding of “disruption,” for 
example, may contribute to USSOCOM settling for technological, policy, 
and operational improvements that are merely evolutionary, while adver-
saries pursue revolutionary change. Conversely, a correct understanding of 
disruptive innovation can contribute to the prioritization of risk acceptance 
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and capability delivery in the acquisition process. The following section 
reviews DOD criteria for identifying competitive advantage and disruptive 
technologies (innovation), draws inferences from past military innovations, 
and evaluates the consequences of misconceptualizing disruption for mili-
tary and industry collaboration.

Competitive advantage is the translation of technological innovation, 
economic capability, public policy, and military doctrines to achieve military 
objectives. For decades, the U.S. military has enjoyed unparalleled competi-
tive advantages over adversaries.21 The end of the Cold War ushered in a 
period of unrivalled force projection capability and U.S. military dominance. 
Indeed, this combination of force projection and military dominance was 
unrivalled to such a degree that it gave rise to the notion of omnipresence—
the idea that U.S. Forces could confront and defeat any adversary at the time 
and place of its choosing.22 Continuation of this competitive advantage is 
central to the Third Offset doctrine, which focuses on technology develop-
ment to prevent conflict with a great power but to win if a conflict arises.23 
Yet, U.S. competitive advantage is eroding.24

Challenges to U.S. competitive advantage take several forms along two 
dimensions. The first of these pertains to the U.S. domestic environment, 
which conditions competitive advantage through research, development, 
and accessibility of technological innovation. At the macro level, U.S. R&D 
spending as a percentage of global R&D and federally funded research as a 
percentage of gross domestic product continue to decline.25 These declines 
threaten U.S. platform supremacy (e.g., leading technology sectors such as 
AI, synthetic biology, advanced manufacturing, etc.),26 which affects DOD 
and USSOCOM access to technological supremacy. In the absence of coordi-
nated national polices, the period of perpetual U.S. technological advantage 
over peers is now over. 	

The U.S. federal budget process constitutes a hurdle for disruptive inno-
vation at the micro level. The existing budget process does not allow for 
unobligated fund requests to be built into future annual budgets, meaning 
that pursuit of disruptive innovations is difficult to build into the budget-
ing process. The limitations of federal budget planning flexibility constrain 
opportunities for disruptive innovations at the micro level as managers and 
teams must creatively solve budget restrictions. DOD Directive 5000.01 
instructs program managers to accelerate the acquisition process. Incon-
sistent budgets, such as continuing resolutions and sequestration, enact 
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budgetary actions that disrupt research, prototyping, development, acqui-
sition, and procurement and thereby threaten future military capability. For 
existing military capabilities (i.e., personnel, platforms, and technology), 
continued funding through regular and consistent federal budgets is essen-
tial for retaining competitive advantages.27 

U.S. competitive advantages are also conditioned by the international 
environment. Strategic rivals, specifically China and Russia, identified as 
such in the 2018 U.S. national security strategy, represent different chal-
lenges than post-Cold War military interventions that sought to transform 
political and economic systems in areas where American interests were not 
present.28 Peer and near-peer adversaries are more capable of producing con-
tested battlespace across different domains compared to counterinsurgency 
(COIN) efforts of the past decade.29 Additionally, the emergence of gray 
zones (areas of conflict that are below major wars but where war may esca-
late) further challenge U.S. omnipresence as adversaries increasingly pursue 
anti-access, area-denial strategies. Russia’s application of economic tools to 
extract concessions and its limited use of security forces (i.e., Syria), as well 
as China’s militarization of the South China Sea, challenge the U.S. pursuit 
of omnipresence. International challenges directly affect SOF’s competitive 
advantages, even as USSOCOM itself constitutes a competitive advantage 
in near-peer competition for the Joint Force.30

SOF’s competitive advantage is based on persistent engagement, enabling 
partners, and discreet action.31 In each area, USSOCOM’s ability to conduct 
a wide variety of operations as “generalized specialists” and internal policy 
promotion of capability has elevated SOF’s role in U.S. policy over the last 
two decades.32 The comparative advantage of highly capable small units 
in combined action is well established.33 SOF’s comparative advantage in 
support of indigenous forces remains unmatched, though the demand in 
gray-zone conflicts has, at times, outstripped USSOCOM’s ability to provide 
support. This has resulted in ad hoc training by Army and Marine Forces.34 
Direct action missions will likely increase in importance in the future and 
will be increasingly difficult to keep secret. SOF’s comparative advantage 
over conventional forces and its independence are more likely to persist if 
disruptive innovations can be effectively developed, procured, and fielded.35
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Disruptive Innovation

Disruptive innovations are technologies that revolutionize an industry, ser-
vice, or process to such a degree that new forms of measurement are needed 
to capture the change.36 The definition adopted in this monograph captures 
industry, economic, and policy aspects of disruption. Disruptive innovation 
occurs when political will exists to pursue a new capability, economic capac-
ity exists to generate it, and policy adaptation occurs to utilize the capacity. 
Disruption is rare; incremental change is more commonly observed. Distin-
guishing between a potentially disruptive innovation and mere incremental 
change requires recognition that disruptive potential is not contingent upon 
initial success. In a business context, a disruptive innovation may initially 
perform worse than existing models but bring unique value propositions 
to the market.37 For USSOCOM, pursuit of disruption is conditioned by 
high TRLs, and pressure for incremental improvements may unintention-
ally dissuade actors from pursuing—or realizing—truly disruptive innova-
tion. Additionally, unlike business, where establishing market value is an 
innovator’s priority, USSOCOM must conduct acquisition activities based 
on warfighter input and J5 priorities.38 Thus, for USSOCOM, the process 
is inverted from standard models, which means that operators act as the 
market and needs identifier, creating a tautological dynamic when determin-
ing market value. This dynamic affects the operationalization of economic 
feasibility, as delivering capability and not simply achieving the best price, 
is the top priority for SOF AT&L. Weighing the various factors necessary to 
determine market value requires quantification of the disparate characteris-
tics of each capability. Improvements in operationalization of market value 
would improve the entire acquisition process by providing objective clarity.

The broader conceptualization of disruptive innovation that incorporates 
economic and policy aspects is more indicative of the acquisition process 
faced by USSOCOM. The following section defines disruptive innovation 
using DOD standards and applies it to SOF. It details existing limitations 
in the conceptualization of disruptive innovation that may negatively affect 
the long-term acquisition and fielding of innovations.

Disruptive Innovation in the SOF Context

In the SOF context, disruptive innovations (or technologies) are those capa-
bilities that “alter the balance of power on the battlefield.”39 Prominent, 
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modern, U.S. historical examples of disruptive innovations include aircraft 
carrier battlegroups, helicopter warfare, and population-based COIN.40 Each 
of these innovations altered the balance of power on the battlefield, though 
the extent of their short- and long-term contributions to success in the stra-
tegic environment is more open to debate.41 

Disruption as a broad concept is frequently misunderstood and misap-
plied.42 Clayton Christenson’s original conceptualization of disruption was 
specific to business, but the lessons identified in Christenson’s original work 
have implications for the SOF community.43 First, disruption in the busi-
ness context describes “a process whereby a smaller company with fewer 
resources is able to successfully challenge incumbent businesses.”44 Con-
ceptually consistent with USSOCOM’s operations and position within the 
DOD, SOF’s smaller footprint and disproportionate effectiveness parallels 
the characteristics of a disruptive business. Second, disruptive innovations 
in special operations require new measures and categorically distinct effects 
that distinguish these innovations from incremental improvements. Man-
agement processes must adapt to ensure acquisitions personnel are able to 
pursue disruptive innovations.

For Christenson, the disruption of incumbents is due to differences in 
how existing providers focus on incremental improvements while disruptors 
address overlooked market segments and emphasize functionality.45 This is 
an important consideration for SOF because disruption is customizable and 
frequently fills previously unidentified market niches. Operators are already 
encouraged to act as disruptors, and the command pursues top-down and 
bottom-up identification of new requirements. Identification processes (and 
approval) for operator-driven requirements mirror Christenson’s theory if 
SOF operators are seen as new customers for the innovation. Yet, Christen-
son’s theory argues that “disruptive innovations don’t catch on with main-
stream customers until quality catches up to their standards.” The high TRLs 
of SOF AT&L are reflective of Christenson’s adoption expectations. However, 
concentrating on high TRLs may inadvertently diminish USSOCOM’s pur-
suit of disruptive innovation precisely because the uncertainty of low TRLs 
means it could be years before value-added capabilities are fielded. Addition-
ally, for USSOCOM, disruptive innovation requires more than simply gener-
ating new requirements and adapting commercial variants.46 Revolutionary 
change will require completely new categories of requirements that challenge 
existing organizational norms and procurement processes.47
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Acceptance of incremental improvements labeled as disruptive innova-
tions may have long-term negative consequences. The first is concept stretch-
ing, which is the distortion of an existing concept. In academic and medical 
research, concept stretching threatens the ability to build consistent theories 
and test hypotheses. In the SOF context, the concept of disruptive innovation 
is stretched. This is done by applying the label to incremental improvements 
and existing policies when, in fact, the changes referred to still maintain 
the old paradigms, assumptions, and practices. Further, failure to correctly 
identify disruption by misclassifying incremental improvements generates 
constraints on future considerations and opportunities.48 This is similar 
to the problem of the U.S. becoming path dependent once doctrine, poli-
cies, or procedures are established. Within this framework, “threat-based” 
approaches may skew U.S. strategy and policy by failing to identify alterna-
tive approaches.49 Existing efforts to identify disruptive innovations and 
entry points for low TRL development such as innovation foundries events, 
Tech Tuesdays, and other SOFWERX events must ensure conceptual con-
sistency to avoid the trap of incremental improvements misidentified as 
disruptive innovations. In short, the danger of concept stretching is that real 
opportunities for disruption will not be seized because existing incremental 
improvements are lauded as revolutionary changes when they are not. Dis-
ruptive innovation, as seen in technology and business spheres, requires new 
types of measurement.50 In the SOF context, disruptive innovation necessi-
tates verifying requirements and supplying capabilities fast enough to require 
reconceptualization of operational activities. In other contexts, disruptive 
innovation could involve repurposing old requirements but utilizing new 
technology that generates new capabilities, not simply improvements over 
existing methods. Development of metrics to quantify innovation would 
improve differentiation and identification of disruptive innovation versus 
incremental improvements. Identification of disruptive innovations and the 
study of their acquisition process will generate additional insights to support 
the warfighter through capability delivery.

Second, Christensen’s original conceptualization of disruption empha-
sizes business models. In a SOF context, business models are re-conceptual-
ized as economic feasibility. Economic feasibility is composed of two aspects: 
SOF as a new customer who generates demand and the industry’s capacity 
to manufacture or supply the innovation. USSOCOM and global SOF must 
become customers in new industries. Development as a new customer is 
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more than SOF AT&L outreach to new industries or collaborative, joint 
engagement efforts (e.g., Special Operations Forces Industry Conference 
(SOFIC), SOFWERX, or the DOD’s Defense Innovation Unit). USSOCOM 
must embrace a new customer mindset within which innovation takes the 
form of “simple” products at the bottom of markets and then extends to new 
customers.51 Simplicity in this context is reflective of the relationship between 
the disruption and the existing market saturated with expensive, incremental 
improvements that are the hallmark of existing companies’ business models. 
Existing methods for requirement generation require further adaptation to 
ensure pursuit of disruptive innovations.52

For SOF, economic feasibility occurs when suppliers can deliver the 
innovation at sufficient profit rates to expand to additional customers (e.g., 
the Services or international SOF). Failure to recognize and integrate the 
business requirements to sustain disruptive innovation undermines long-
term readiness and capability. For example, one interviewed SOF AT&L 
KO described operator demands for a specific capability above what was 
procured. While the industry supplier was willing to deliver and did in 
fact deliver the capability prior to mission deployment, miscommunication 
and inconsistent processes may inadvertently have hurt short-term business 
sustainability by altering revenue or contracting procedures. This is likely 
an isolated incident, but it captures the strain on the existing procurement 
system to satisfy operational demands. Moreover, although this incident did 
not include disruptive technology per se, it was reflective of the capacity, 
personnel, and funding authorization limitations of the current procure-
ment process.53 Current operational demands remain high, but how much 
higher would they be in the midst of a peer or near-peer conflict? Economic 
feasibility requires balancing operator demands and industry engagement 
to enable sustained delivery of innovation. 

Adoption of disruptive innovation is conditioned by two dimensions. 
First, adoption of disruptive innovations requires political will to initiate 
programs while maintaining the existing force. In eras that predominantly 
focused on sustainment, disruptive innovations were difficult to pursue and, 
even if identified, military advocates frequently cast them as incremental 
improvements to ensure higher-ranking officials would allow program 
continuation.54 Second, militaries (and non-state actors) are likely to adopt 
innovations based on financial and organizational capacity.55 The dynamics 
between finance and organization are such that wealthy countries frequently 
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have advantages in capital investment capability but are less able to adopt 
new organizational approaches. Innovation adoption only occurs when both 
financial and organizational conditions are met. 

Risk aversion is a developing cultural norm that impacts both tactical 
and strategic decision making in pursuit of disruptive innovation.56 The SOF 
community, which empowers operators to make decisions and pushes deci-
sions down the chain of command, is not immune from a culture of adop-
tive risk aversion.57 Tension between the military’s dedication to developing 
disruptive innovation and its commitment to sustaining the Force presents a 
puzzle for military commanders. Fueling risk aversion are concerns that the 
development of disruptive innovations, by definition, takes resources away 
from current funding obligations; innovations are not guaranteed to bear 
fruit and, even if developed, innovations may not contribute to multi-domain 
success. Yet, investment in nascent innovations is a necessary condition for 
future success.

Industry Partners and Disruptive Innovation 

Disruptive innovations emerge from the private sector, academic research, 
and government-funded activities. The U.S. is and will continue to be a global 
leader in innovation generation. That said, the challenge of matching tech-
nological disruptive innovation with effective policies is daunting.58 In short, 
policy limitations are a major hurdle for adoption of technological disruptive 
innovations. This section investigates hurdles in the path of defense-specific 
innovation by examining how innovations are brought to market as well as 
the interaction between new technology and military requirements. It con-
cludes with an analysis of SOF-peculiar challenges in disruptive innovation 
acquisition. 

Disruptive innovations are frequently brought to market by new compa-
nies. An advantage enjoyed by a new company racing to field an innovation 
is that smaller, more nimble companies generally have comparatively shorter 
timelines from product prototyping to market entry.59 Tech-driven innova-
tions are most pertinent for SOF and are less likely to stall after initial phase 
development than other innovation strategies. Pursuit of disruptive innova-
tion has generated numerous DOD and USSOCOM programs, activities, and 
initiatives to engage new partners. The goal of engagement is to integrate 
smaller disruptive companies into the defense marketplace. Yet, examination 
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of the defense marketplace, dominated by a single monopolistic consumer 
(DOD)60 and historically reliant on a relatively small number of major con-
tractors, suggests that efforts to integrate new, smaller companies, even with 
small business offsets, may not reliably produce disruptive innovation. 

The defense market is characterized by political considerations and the 
consistent demand of the DOD for incremental improvement. The ongoing 
necessity for the military to convince political leaders to purchase transfor-
mational capabilities frequently requires engaging the lobbying power of the 
defense industry.61 Development of “transformative weapons and supportive 
technologies will come, with few noteworthy exceptions, from the same 
firms that have been supplying the nation’s military needs since the end of 
the Second World War.”62 This creates a dynamic that advantages larger, 
established firms over younger, innovation-focused firms—a dynamic fre-
quently observed in other market sectors outside defense where innovative 
firms disrupt the market only to be overtaken by established firms that better 
leverage capital and capability.63 Further, in the defense market, established 
firms are more likely to pursue mergers and acquisitions to increase their 
market share when commercial applications (and potential customers) are 
limited.64

Despite scholarly focus primarily on the Services and major acquisi-
tion categories, similar market dynamics apply to USSOCOM. First, major 
defense contractors will likely continue to supply incremental improvements. 
Overlap will continue in technology and capabilities in many areas such as 
platforms, logistics, defensive cyber, and other capabilities. Under the cur-
rent acquisition environment, the focus of USSOCOM and the DOD on force 
sustainment—a focus that elevates incremental improvement—is likely to 
persist, potentially limiting the impact of disruptive innovations through 
lack of investment. Second, barriers to entry remain a primary impediment 
for disruptive innovation to enter the military ecosystem. Barriers to entry 
primarily consist of new firms having limited exposure to the FAR and lim-
ited avenues for developing relationships between industry and the military. 
For disruptive innovation to occur, USSOCOM must better balance engage-
ment with disruptive firms while recognizing that major defense contractors 
will likely continue to provide the majority of innovation at a scale necessary 
for revolutionary change.
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Future Operating Environment

FOE 2035 will be a multi-domain, multi-threat environment where adversar-
ies leverage different capacities to restrict U.S. competitive advantage. Peer 
and near-peer competitors may match U.S. technological sophistication, 
and non-state actors’ disruption of networks will challenge U.S. capacity to 
maintain operational coherence across domains (space, cyber, air, sea, and 
land) and dimensions (physical, cognitive, and virtual).

Drawing on existing DOD, academic, and private sector analyses,65 this 
section identifies three puzzles facing the SOF community related to FOE 
2035. First, the SOF axiom that humans are more important than hard-
ware will be challenged by the changing nature of technology. Humans 
will remain more important than hardware, but the dynamic relationship 
between the two will be fundamentally different and will challenge existing 
conceptualizations. Second, the ability of USSOCOM to modify and utilize 
disruptive innovations developed for service or commercial applications will 
become challenging in new ways—more challenging than the modification 
of platforms and services in the past. Third, disruptive innovations are likely 
to have thorny political implications for the application of SOF capabilities 
with increasing demand for utilization coinciding with the option to reduce 
operator physical presence on the battlefield.66 

First, humans will remain more important than hardware, but USSOCOM 
must consider that operator involvement is likely to look very different than 
it does in today’s operations. The prioritization of autonomous systems and 
standoff capacity are essential aspects of the Third Offset framework. Pri-
oritization of both capabilities challenges SOF operational lessons from the 
last decade of COIN operations where community engagement has been a 
necessity to achieve unilateral and “with and through” objectives. The chal-
lenge of FOE 2035 is the degree to which USSOCOM is willing to allow AI 
to make decisions and remove operators from harm’s way with autonomous 
capabilities. Initially, this is an operational challenge. In the SOF context, 
the bigger challenge to integrating autonomous capabilities is not about the 
next incremental drone or weapons system but instead concerns a doctrinal 
question about decision making. As the deputy secretary of defense work 
stated in 2016, “putting AI and autonomy into the battle network is the most 
important thing [the DOD] can do first.”67 Once command establishes the 
degree to which AI can be applied, the challenge becomes more concrete 
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for acquisitions to deliver capabilities. Most likely, because of the nature of 
SOF—small teams, unique missions, difficult operational environments, 
etc.—their approach to leveraging AI will be distinct from the Services. The 
big question remains the same: is USSOCOM willing to invest in and deploy 
disruptive innovations that reduce the need for humans? 

The HEO concept currently encompasses incremental changes. The HEO 
is a multi-faceted concept in which “technology at the edge helps reduce 
the cognitive load for operators, enhances situational awareness, improves 
communication and coordination with friendly forces, and enables other 
advanced mission capabilities.”68 The priority is on outthinking the enemy 
through advanced capabilities as opposed to the primarily physical aug-
mentation pursued in TALOS.69 HEOs will require extensive technological 
development and customization for SOF’s distinct operational requirements. 
Yet, it would be a mistake to simply assume that the necessary technology 
will eventually become available. USSOCOM may need to tailor capabili-
ties earlier in TRL to ensure that requirement capabilities are developed. 
Open architecture and capa-
bilities customization enhance 
interchangeability and expected 
usage—if these features can be 
achieved. The reality is that these 
features represent improvements, substantial ones at that, of the existing 
operational framework. For HEOs to be disruptive, they must be paired with 
new operational practices distinct from the current environment.

Humans will remain more important than hardware but not equally 
across domains, environments, and adversaries.70 The assumption that SOF 
human presence will always be necessary restricts conceptualization of the 
future battlefield. Further, assuming that near-peer competitors will utilize 
capabilities in the same way is a strategic disadvantage.71 AI and other dis-
ruptive innovations will reflect the culture of the society that produces them. 
AI developed for and by USSOCOM will instill SOF values and cultural 
attributes into the system. Failure to integrate SOF values during the acqui-
sition of disruptive innovation technologies may hinder their effectiveness. 
Thus, differences in priorities and values across competitors will dictate the 
application of disruptive innovation (e.g., with regard to the prioritization of 
SOF operator survival and utilization of AI in kill-chain decision making). 

Yet, it would be a mistake to simply 
assume that the necessary technology 
will eventually become available.
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Disruptive innovation may displace humans in unanticipated ways, and 
USSOCOM must prepare for that contingency.

Second, disruptive innovation in FOE 2035 will challenge USSOCOM’s 
model of relying on Services for some acquisition. The typical model of SOF-
peculiar acquisition of modified and modifiable platforms, logistics, and 
major services will remain and benefit from any improvements designed for 
the Services. The challenge of disruptive innovation is the level of custom-
ization enmeshed in the innovation, some of which is conditioned by SOF-
peculiar operating environments and tactics. USSOCOM has determined 
that data is a resource and collection is paramount for applications of big data 
techniques, ML, and AI.72 USSOCOM’s creation of PEO SOF digital appli-
cations supports the collection, analysis, and leveraging of data across the 
various USSOCOM core activities. This organizational innovation is pivotal 
as the disruptive technologies in one area, such as AI in facial recognition, 
do not necessarily transfer capability into other areas. For example, devel-
opment of autonomous cars does not necessarily translate into autonomous 
support vehicles in the conditions experienced by SOF. Decision making in 
city traffic is clearly distinct from the environmental challenges faced by SOF. 
Similarly, particularly with ML where data input conditions output, there 
will be delays and incompatibilities when applying Service-inspired and 
commercially supplied innovation to SOF contexts. As USSOCOM crafts its 
new AI policy, existing command resources (e.g., the Command Data Office 
and Data Governance Board) should be leveraged to facilitate coordination 
and implementation of policies across the command.73 

Cultural knowledge and engagement capacity are a distinct SOF capabil-
ity and perhaps the most challenging area for disruptive technology adop-
tion and adaptation. In one emerging area, cloud-based real-time language 
translation, the implications (and limitations) for SOF-peculiar applications 
are identifiable.74 Commercially developed real-time language translation 
is rapidly progressing and likely fieldable now for common languages (e.g., 
English, French, Spanish, etc.) when sufficient bandwidth and cloud capac-
ity are available. But for SOF operations, limited commercial engagement 
with the languages and dialects encountered by operators will continue to 
necessitate operator language proficiency. SOF acquisition must continue to 
adapt to the commercial market, including specifically designed contracts to 
provide the AI training for the existing commercial product in the languages 
needed by operators. Existing contract processes can accommodate this 
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specialization despite challenges in pricing, cost of AI training, and human 
language expertise. In this example, identification of fair price, completion 
metrics, sole-sourcing hurdles, and network-integration hurdles can be over-
come through adaptative acquisition models (e.g., other transaction authori-
ties [OTAs] and adapting request-for-information solicitations). Continued 
adaptation of the acquisitions processes to develop and acquire AI without 
commercial applications may pose more challenges. 

Third, disruptive innovations will alter the dynamics between political 
decision making and SOF employment in FOE 2035 such that the SOF usage 
rate is likely to increase. A high SOF usage rate over the past 15 years of 
COIN operations has already strained the Force—personnel, families, and 
resources.75 Disruptive innovation may increase the SOF usage rate as the 
threshold criteria for use of military force are reduced. Disruptive technology 
will likely reduce the human footprint of SOF operations, resulting in an 
increase in the frequency with which SOF are utilized. This is particularly 
likely in gray zones where the U.S. is “confronted with ambiguity on the 
nature of the conflict, the parties involved, and the validity of the legal and 
political claims at stake.”76 Consistent with U.S. policy, near-peer adversar-
ies in gray zones leverage increasingly sophisticated information-gathering, 
cultural, and financial activities.77 

SOF participation in clandestine operations will also likely increase as 
peer and near-peer competitors increasingly employ covert forces and incen-
tives to avoid escalation of conventional conflict.78 According to Carson, 
even when detected, covert activities are often not publicly acknowledged or 
countered, as each major power seeks to limit escalation.79 This is a change 
from clandestine operations that are designed to remain hidden from the 
general public and from the enemy but in which the identities of the forces 
involved are not secret and public acknowledgement may occur. Conduct-
ing gray zone activities backstage, outside any acknowledged government 
policy and outside the realm of public acknowledgement, if not out of the 
headlines, insulates leaders from domestic pressures for escalation. Such 
gray zone interventions—visible yet unacknowledged—can be potentially 
beneficial as a mechanism for communicating the resolve and, at the same 
time, the restraint of the intervening powers.80 Gray zone conflicts and the 
U.S. desire to avoid escalation of conventional conflict increase the likeli-
hood of SOF future deployments to address threats and disputes relevant 
to national security but below the threshold for major conflict escalation. 
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Disruptive technology, particularly open-source, transparent, real-time 
predictive analytics, will increase the number of stakeholders present in gray 
zones. 81 Predicting conflict initiation, social breakdown, political revolutions, 
and other socio-political activities enables groups (e.g., governments, nongov-
ernmental organizations, intergovernmental organizations, and militaries) to 
identify hotspots with increasing accuracy, eroding the information advantage 
once enjoyed by large state intelligence agencies. In short, the FOE 2035 land-
scape will be more cluttered than the current landscape with more opponents 
with roughly equal capabilities. 

In sum, multiple implications of FOE 2035 relate to acquisition challenges, 
existing assumptions, and models of SOF. First, once USSOCOM leadership 
identifies and substantially establishes a framework for disruptive innovation 
(e.g., use of innovations in the kill chain), SOF AT&L will face technical and 
bureaucratic challenges. Acceptance of partial objective completion—such as 
the TALOS program with its goal of reducing danger for the operator who is 
first through the door—may become more necessary over time.82 However, a 
danger for the SOF community lies in not pushing the envelope far enough 
in rethinking its acquisition processes or not developing SOF-peculiar tech-
nical capabilities to address capability needs. Second, FOE 2035 data per-
vades all domains and SOF core responsibilities. USSOCOM may struggle 
to adapt techniques that are not specific to SOF operational conditions, mis-
sions, and decision-making processes (e.g., service-provided AI, ML, and deep 
learning).83 In the areas of logistics, defensive cyber, troop support, HR, and 
law, adaptation of non-SOF specific techniques may be effective. That said, 
SOF AT&L should consider additional resources and capabilities dedicated to 
areas such as enabling data collection and analysis in SOF-specific contexts. 

Summary and Implications

Challenges to U.S. competitive advantage are substantial and likely to accel-
erate in the future. Domestic limitations cascade from inconsistent federal 
budgeting processes, declining national R&D spending as a percentage of 
global spending, and limited, national-level planning to pursue disruptive 
innovations. USSOCOM’s limited R&D capacity ensures that technology 
adaptation, not customized development, will be the norm for acquisition of 
disruptive innovations. Global R&D and capability are increasing, as are grey 
zone competitions, putting operators in more frequent contact with peer and 
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near-peer rivals with similar technological capabilities. The assumption that 
U.S. competitive advantage will persist into the future must be thoroughly 
questioned, and SOF acquisition activities must adjust to fighting a future 
rival with near equal capabilities. 

Disruptive innovations generate new measurement methods to capture 
their effects. Incremental improvements are important but do not constitute 
the revolutionary change that is essential if USSOCOM is to discover and 
invest in the winning capabilities of tomorrow. USSOCOM must act as a new 
customer for firms that have little or no prior experience with defense contract-
ing. Treating incremental changes as revolutionary runs the risk of imped-
ing new thinking about innovation and may result in missed opportunities 
that put SOF behind the innovation curve. In some instances, revolutionary 
changes developed within the Services are treated as incremental changes to 
avoid potential friction with command.84 These instances speak to the diffi-
culty of aligning political will, economic feasibility, and policy management to 
deliver disruptive innovation. Organizational flexibility, creativity, and will-
ingness to adapt—hallmarks of SOF—should define the USSOCOM acquisi-
tion process with a view to maintaining SOF’s superiority over near-peer rivals.

Partnership with technology developers will define USSOCOM access to 
disruptive innovation. The defense industry’s history suggests that incremental 
changes currently witnessed in acquisition will likely continue to be provided 
by major defense contractors. Integration of new partners and capabilities will 
necessitate expanding the industrial base, particularly for commercial-off-
the-shelf items (COTS). USSOCOM’s existing efforts to integrate small busi-
nesses, establish collaborative opportunities, and conduct industry outreach 
are necessary to identify disruptors. The true test of the acquisition process 
will be its track record of investing in innovations when others do not see 
their potential—because conventional forces cannot identify the benefits or 
are unwilling to accept the risk of failure. 

The SOF usage rate will likely remain steady or accelerate in FOE 2035. 
Operators will remain the most important aspect of SOF, but disruptive inno-
vation will augment their capabilities. Customization of disruptive innovations 
for SOF-peculiar environments will face more challenges in the future com-
pared to current and previous modification efforts. USSOCOM will continue 
to benefit from general advances in disruptive innovations that easily transfer 
among large organizations (e.g., in areas such as logistics, management, legal, 
medical, and systems integration, etc.). 
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Chapter 2. Acquisition and Procurement 
of Disruptive Technologies

SOF AT&L is arguably one of the best acquisitions and procurement units 
in the federal government. SOF procurement personnel are individually 

and collectively highly productive when measured by actions per person, 
dollar amounts, and effective competition rates.85 This productivity—coupled 
with substantial differences in budget, personnel, acquisition categories,86 
TRLs, and mission focus—is a comparative advantage the DOD lacks.87 
The reorganization of SOF AT&L over the recent decades of the Global 
War on Terrorism addressed structural weaknesses that existed in funding 
authorities, decision making, and operations.88 SOF AT&L’s excellence in 
sustaining the Force, despite a decade of constantly high usage, burn rates, 
and geographic expansion, is a testament to the organization’s bureaucratic 
strength.89 Adapting the organization to handle challenges posed by disrup-
tive innovations will require the leadership, decision making, and flexibility 
that are hallmarks of the SOF community. The following section concentrates 
on procurement and contracting processes. Disruptive innovation primar-
ily occurs prior to contracting activities as acquisition personnel generate 
solutions for verified requirements. Procurement processes are integral to 
the acquisition ecosystem because they represent a conceptual end point, 
enabling “field to learn” initiatives and capability delivery.90

The following analysis emphasizes the interaction between disruptive 
innovation and the existing bureaucratic acquisition infrastructure. Tracing 
a brief history of SOF AT&L decision making reveals a consistent and con-
stant effort to streamline the organization, elevate and empower individuals, 
and execute mission requirements.91 These characteristics must be employed 
in new ways to modify procedures and processes to enable acquisition of 
disruptive innovations now and in FOE 2035. Procurement of disruptive 
innovation is now a strategic function that will differentiate competing orga-
nizations.92 Acquisition of disruptive technology is not a straightforward 
process. Simply identifying top DOD technical priorities remains elusive, 
causing duplication, funding instability, and inconsistent strategic planning. 
93 One implication from this inconsistency is that the assumption of the Third 
Offset, particularly that the U.S. will retain technological superiority against 
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a peer or near peer, may not hold in the future.94 Failure to adequately pursue, 
develop, and integrate disruptive innovations will impair multiple core SOF 
mission functionalities and substantially reduce effectiveness against peer 
and near-peer rivals.

 The analysis in the following section examines DOD efforts at acquisition 
of disruptive innovation and their implications for SOF. First, SOF AT&L’s 
continued adaptation to the changing workforce personnel requirements 
and application of commercial AI in legal reviews are analyzed. Second, 
currently unavailable alternative business models between the public and 
private sector and their potential compatibility under the FAR are examined 
to identify potential collaborative arrangements that are currently unde-
rutilized. Public-private partnerships (PPPs) are not an option under the 
FAR, but lessons from international examples can contribute to innovative 
acquisition policies. This section concludes with a brief discussion of revo-
lutionary changes occurring within commercial procurement divisions and 
their possible application to SOF acquisition.

Organizational Alterations (Conceptual and Structural)

SOF AT&L is an effective organization, and procurement has a critical role 
in the acquisition process. The following analysis examines procurement 
processes in the context of the larger acquisition activity to identify oppor-
tunities for improvement in conceptualization of performance and procure-
ment’s role in the process. 

Improved conceptualization and measurement of procurement perfor-
mance will accelerate procurement and enable cross-time performance eval-
uation. Existing measures of performance are typically reduced to tallies of 
contracts and contract dollars awarded. These metrics yield a picture of high 
proficiency on the part of SOF AT&L compared to Service organizations. 
The metrics are consistent with the perspective that establishing timelines 
for work completion may emphasize arbitrary deadlines instead of push-
ing personnel to complete tasks as quickly as possible. Indeed, establishing 
“standard” timelines or expectations in SOF environments is likely difficult 
and potentially counterproductive. Instead, SOF-specific metrics that better 
account for contribution to the warfighter must be developed. 

Development of additional metrics to capture procurement personnel 
performance will improve organizational capability. First, performance 



27

Disruptive Technology in SOF-Peculiar Environments

metrics tailored to SOF procurement will provide benchmarks necessary 
for managerial decisions. Standard existing metrics—such as time to comple-
tion, including legal review, billets available, contracts executed, etc.—are 
macro indicators of overall performance. Yet, standard measures may not 
effectively capture the SOF procurement context. For example, one common 
limitation identified by contracting personnel was delays at the point of 
contract completion caused by how an acquisition was structured. While 
the opportunity to attend collaborative meetings on acquisition is available 
and supported by leadership, actual attendance is low. Conceptualizing and 
developing a metric to capture effectiveness at avoiding foreseeable delays 
improves capability delivery. The measure has to capture the absence of 
something (e.g., delays) since dichotomous measures of success are insuf-
ficiently flexible to enable additional analysis.95 

Workforce sustainment is a second incentive to develop improved pro-
curement performance metrics. A common theme from interviews with 
procurement personnel was the simultaneous importance of contributing to 
the mission and the difficulty of measuring their contribution. The individual 
team member’s emphasis on contributing to the mission is endemic of SOF 
culture and indeed a significant factor mentioned by several interviewees 
as they explained their career choice. Conceptualizing operational impact 
beyond simple time to delivery faces several challenges. For example, it is 
difficult to conceptualize and measure what, if anything, a particular ser-
vice, product, or capability may contribute to a specific mission. Addition-
ally, any data collection undertaken in this effort must only minimally add 
additional time constraints to operators. Cumbersome reviews used in the 
private sector are not an option. Using interview data to identify key concepts 
invoked by operators themselves may be an initial step toward developing 
new measurement tools.

Digital media and tools enable management to utilize data more effec-
tively than was possible in prior eras—if performance and impact data are 
in fact identified and collected. SOF AT&L, specifically the procurement 
directorate, must harness contemporary data analytics to ensure that speed 
and relevance are maintained. 
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Reconceptualizing Resource Limitations

Inconsistent conceptualization also contributes to a broader phenomenon: 
interviewees frequently identified significant resource limitations that 
impaired performance while simultaneously voicing their commitment to 
constantly succeed.96 These two points are mutually exclusive: either there 
are sufficient resources to complete the task or there are not. In the broadest 
sense, success for SOF AT&L is the provision of capabilities to SOF war-
fighters. Success in procurement activity, at least currently, is typically mea-
sured in time to completion or some aspect of contracts or dollars awarded. 
In both instances of success, the metric does not fully capture potential 
limitations in the process. Undoubtedly, SOF AT&L-K personnel fill the 
gap between resource limitations and mission requirements through their 
dedication, creativity, and professionalism. The simply dichotomous measure 
of capability delivered or not delivered may miss important features of the 
process and reduce management’s ability to fully understand and improve 
processes. 

It is also important to note that not all interviewees who indicated the 
existence of resource limitations also indicated that resource limitations had 
caused problems or failures. A plausible explanation could be that, often, 
operators are able to leverage their ingenuity and persistence to find solu-
tions. Yet, it would be a mistake not to flag this state of affairs as a potentially 
serious systemic problem. The potential danger for procurement activities is 
that reliance on personnel to fill gaps and find solutions alleviates problems 
in the short term, but a significant uptick in operational tempo may exacer-
bate underlying problems and end up reducing the ability to reliably deliver 
capabilities to the Force. 

Recognition of failure and documenting it as such is a necessary step 
in procurement activity to effectively gauge an organization’s capability.97 
In many instances, acknowledgment of failure in acquisition is focused 
on the technical side: did the product deliver the capability? Along these 
lines, a recent Navy exercise that involved fielding advanced capabilities was 
deemed “successful” despite the exercise’s explicit goal of pushing technical 
envelopes. Indeed, the exercise’s high rate of success was criticized by the 
commanding officer because, in the absence of any instances of capability 
failure, the commanding officer was not confident that technical frontiers 
had in fact been tested.



29

Disruptive Technology in SOF-Peculiar Environments

Another type of failure is related to the procurement process and the 
toll on the workforce to deliver the capability. In the case of procurement 
personnel, evidence of process strain manifests in employee burnout and 
turnover that hurt organizational efficiency and resiliency. Additionally, 
several interviewees articulated that AE assistance in moving procurement 
activities forward is used more frequently than they would expect. To be 
clear, AE involvement is typically reserved for time-sensitive and high-risk 
instances, not everyday workflow-related actions. While additional analysis 
is necessary to establish additional metrics and determine what reasonable 
performance expectations connected to operational outcomes could be, the 
incompatibility of perceived severe resource constraints and a high success 
rate will continue to limit reform and process innovation as long as underly-
ing problems are not identified and addressed.98 

Structural Adjustments

Acquisition of disruptive innovations requires workforce alignment with 
strategic objectives. SOF AT&L’s extensive track record of success demon-
strates consistent delivery of capabilities. Workforce quality and experi-
ence are critical in the acquisition of disruptive innovation because of the 
decentralized decision-making process. Acquisition of disruptive innovation 
requires individuals to implement solutions for verified requirements within 
the existing bureaucratic constraints. Experience, knowledge, and network-
ing are necessary attributes for organizational adaptation. Creativity, such 
as utilizing new technologies that generate a capability that necessitates a 
new type of measurement of its contribution—a critical component of dis-
ruptive innovation—requires adaptability across acquisition processes. The 
critical role of individual personnel within the process elevates workforce 
management as a key component in a long-term strategy to delivery disrup-
tive innovation.

Yet, consistent with USSOCOM as a whole, SOF AT&L organizational 
resiliency is strained from over a decade of high-tempo operations.99 Failure 
to adapt to current and future workplace trends will decrease efficiency, 
diminish surge capacity, and potentially degrade the ability to complete 
duties. This section focuses on the workforce and perceptions of operations 
based on interviews conducted with members of the procurement directorate 
in 2019.100 The interviews capture dynamics in the workforce that challenge 
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longstanding assumptions that govern personnel management. First, human 
resource concerns spanning the federal government are applicable to USSO-
COM.101 The federal workforce is aging rapidly, and millennials and Gen-
eration X have different workplace expectations and loyalty to employers 
than prior generations.102 The assumption that SOF AT&L will be able to 
consistently recruit and retain personnel may be challenged in the future. 
The importance of mission, organizational culture, and other professional 
benefits are draws for candidates and increase retention.103 Yet, it is precisely 
the mix of skills and experience that make SOF AT&L personnel so desirable 
for outside organizations. Failure to adapt to changing work environments 
threatens the continuity of services. 

Second, the trade-off between a flat organizational structure and person-
nel development may change over time. The benefits of a flat organizational 

structure (e.g., pushing down decision 
authority, direct access to personnel 
integration of operators, short deci-
sion chains, etc.104) are essential to the 
speed associated with SOF acquisition. 

The known limitations of this approach versus its benefits may shift over 
time because of constraints in human resource allocation. Limitations in 
promotion opportunities, comparatively few management positions, short 
military rotations, and changing workforce loyalty increase turnover, which 
is already heightened by the demanding environment.105 Third, the demand 
for legal services forms a bottleneck in the contracting process. Legal sup-
port is frequently related to questions on authorities and liabilities compared 
to contract language. Hiring additional lawyers is one option because the 
bottleneck is generated by high demand and low supply of legal expertise. 
Alternatively, this section identifies emerging technologies as another pos-
sible solution. Each of these four areas offer opportunities for minor adjust-
ments in organizational structure that will yield improved capability and 
increased resiliency.

First, human resource concerns affecting the federal government—mass 
baby boomer retirement, millennial management differences, and organi-
zational loyalty—also apply to SOF AT&L. The SOF community has been 
largely insulated from federal employee trends over the last two decades 
because of its elite status, specifically its ability to recruit skilled and moti-
vated operators from the Services through rigorous examination and high 

Failure to adapt to changing 
work environments threatens 
the continuity of services. 
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barriers to entry. Operators have been attracted by the perception of elite 
status found within all areas of the SOF community. The quality of SOF 
AT&L personnel is not in question. What deserves attention is the real-
ity that the combination of elite status and mission importance does not 
insulate SOF AT&L from adapting to contemporary workforce trends and 
preferences.106 The perception that high-quality employees will constantly 
seek opportunities to participate in SOF’s missions should not be taken for 
granted if humans are more important than hardware.

Limitations in workforce adaptation are apparent in two areas: work 
location flexibility and millennial and Generation X employee engagement. 
First, across interviews, the most common KO concern was the lack of tele-
work opportunities in USSOCOM—a concern that already existed under 
certain conditions in other DOD areas and the federal government in clas-
sified and non-classified settings.107 Subsequent to the interviews conducted 
for this monograph, telework was introduced and was in-place prior to the 
2020 SARS-CoV-2 (COVID-19) pandemic. The new telework policies are 
customizable both in terms of days in and out of the office as well as with 
regard to employee output during each day’s activities. 

Addressing the telework situation highlights how measuring an out-
come matters for workforce management. On the one hand, the new tele-
work policy was brought up to DOD and federal standards and provided 
benefits to personnel. If the operationalization of success is simply that a 
policy change occurred, then the policy adaptation was a success. However, 
another measure of success focusing on rate of change suggests SOF AT&L 
was comparatively slow in adopting the new policy relative to other agencies 
that already had the policy.108 Moreover, if a policy’s success is measured in 
terms of its impact, what is to be made of the fact that only about 50 percent 
of procurement personnel eligible for telework accommodations opted to 
utilize the policy? This is a surprisingly low participation rate given the 
much higher rate at which individuals campaigned for the flexibility of a 
telework policy. One possible explanation is that disruptions brought on by 
the COVID-19 pandemic reduced the advantages of working from home.109

The presence or absence of telework should not by itself affect the acquisi-
tion of disruptive innovation. It is highly unlikely that the lack of telework 
caused someone to leave the organization or that the new telework policy was 
sufficient to retain an individual. Instead, the important insight here is that 
telework could easily have been implemented earlier, consistent with DOD 
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policies, had command leadership decided to do so. Millennial, Generation 
X, and future Generation Z workers are distinct from baby boomers; on aver-
age, they demand more flexibility and exhibit less organizational loyalty.110 
USSOCOM is not immune to workforce challenges and limited responses 
to such constraints will negatively impact its workforce.

Second, SOF AT&L’s flat organizational structure delivers at the speed 
of relevance. Consistent access to all levels of the command improves orga-
nizational efficiency in the macro setting. However, the flat organizational 
structure negatively impacts employee retention in contracting personnel. 
Furthermore, outside businesses’ easy access to SOF AT&L personnel, in 
some cases, negatively impacts efficiency. SOF contracting personnel, because 
of the high level of competence required in the high-demand field, are highly 
sought after by other federal government contracting entities. Because of the 
limited number of managerial spots and consistency in the general schedule 
pay scale, there is little room for professional advancement. Consequently, 
talented individuals frequently leave the organization seeking promotion 
and opportunities elsewhere. Multiple interviewees metaphorically described 
SOF AT&L as a farm league system for the DOD and the General Services 
Administration. SOF-related experience is a valuable career credential that 
is frequently maximized outside of the SOF community. Diminished organi-
zational loyalty in the changing workforce will likely exacerbate these reten-
tion issues.111 Because major shifts in organizational structure are unlikely to 
occur, accommodations to improve retention must be considered.

The flat organizational structure enables quick, efficient interaction 
between the SOF community and the private sector but generates nega-
tive externalities for personnel management. The rapid response of SOF 
AT&L personnel is critical in their success, as identified by participants at 
the 2017 SOFIC.112 Yet, the ease-of-access pendulum may have swung too 
far in favor of businesses. Multiple interviewees working at Headquarters 
(HQ) USSOCOM discussed the extensive time commitment required to 
respond to and engage with businesses, with entire workdays sometimes 
devoted to answering basic email queries.113 Commercial innovation should 
not only be pursued for the operator but also implemented for the organiza-
tion. Regarding email, many interviewees estimated that the majority of the 
messages they sent were responses to routine inquiries or clarifications. In 
the private sector, these types of interactions are increasingly automated. 
Advancements in AI power customer service capabilities, and these mature 
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capabilities could be adapted for the SOF environment. Pursuit and integra-
tion of emailed scanning and response capabilities will substantially increase 
personnel time availability. Magnification of benefits occur when identifica-
tion of repeated patterns of waste are addressed through upstream diagnostic 
analysis. For example, in the private sector, Expedia’s upstream diagnostic 
analysis of customer calls yielded substantial savings. The company’s siloed 
structure (i.e., company unit objectives not overlapping and causing deci-
sion implications to be localized to each unit despite company-wide impact) 
generated customer-service inefficiencies. Through an upstream diagnostic 
analysis, Expedia identified that nearly 50 percent of customer calls were 
related to basic reservation information and minor adjustments to initial 
communications. Consequently, automation of certain types of inquires 
saved hundreds of millions of dollars in the first year of implementation.114 
For SOF AT&L-K the financial incentives to address personnel management 
issues are smaller but so too are implementation costs, particularly as com-
mercialization of AI-assisted customer service capabilities advances. Retain-
ing the benefits of the flat organizational structure necessitates adoption of 
innovations or acceptance of growing inefficiencies.

One final aspect of flat organizational structure is the limited resources 
dedicated to developing new measures of individual impact. What is the 
value of acquisition for SOF operations? At one level, leadership and com-
manders acknowledge the crucial importance of acquisition, but at another 
level, contracting personnel typically lack direct measures of their impact.115 
Metrics connecting acquisition activities to operational impact are essential 
to demonstrate and communicate SOF AT&L-K personnel contributions. 
Further, development of metrics may improve acceptance and utilization 
of TSOC and other non-HQ based personnel.

Third, lawyers are essential in any bureaucracy, and SOF AT&L is no 
exception.116 Legal review is one bottleneck in procurement activities where 
commercial AI can be adopted—and, as necessary, adapted—to speed up 
processes to ensure timely procurement of disruptive innovations.117 The 
development of AI-based contract processing is now extending to different 
areas of contract writing and review in the private sector. The following 
section outlines improvements in AI-based legal support and identifies how 
commercially available AI systems could be adapted to the SOF environment 
and prove beneficial.
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Commercial AI is currently applied to contract review in the commercial 
world.118 Contract writing and review are not the duties of the lawyers as 
those duties fall to contracting personnel. Yet, commercial AI may be applied 
to other duties shouldered by the legal team, thereby freeing up time for per-
sonnel to focus on SOF-peculiar activities. For example, existing commercial 
software is applying ML to improve review of non-disclosure agreements 
(NDAs) and other common business contracts.119 Early evidence suggests 
that AI-powered contract reviews are more effective at identifying contract 
anomalies than human lawyers.120 NDAs are necessary for SOF acquisition 
activity, though admittedly, NDAs constitute only a minor percentage of 
all legal services. The potential improvement powered by AI-assisted legal 
services is possible, customizable to SOF environments, and may improve 
efficiency.121 

Trust is the key obstacle to implementing AI-assisted legal analysis. Trust, 
in this context, pertains both to the matter of trusting that an AI legal review 
will be accurate and effective as well as trust by USSOCOM that investing 
in a currently unproven capability will ultimately benefit the organization. 
First, trust in AI capability is the demonstration that AI is more effective 
than humans at the task, which has occurred in other AI applications.122 
Establishing trust among lawyers that commercially adapted AI capabilities 
can effectively review contracts will be a time-consuming and costly process 
given that lawyers will have to review AI decisions and act as coders for the 
ML process. Second, USSOCOM must trust that investments in AI will pro-
duce significant future benefits. Currently there is limited, if any, discussion 
about new requirements or acquisition activity related to legal AI. Yet, SOF 
AT&L must think beyond solving today’s issues with current solutions to 
effectively compete in the future. AI-assisted legal departments will be the 
norm in the future. The SOF community would benefit from early entrance 
into customization and application of AI.

Public-Private Partnerships in Defense

PPPs often involve bundling the development of a new service with the pro-
vision of that service.123 PPP is differentiated from traditional procurement 
because of the government’s ownership stake in the firm. This ownership 
stake changes a firm’s incentives and is the catalyst for utility differences 
between the two approaches.124 Unlike traditional procurement, PPP requires 
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initial contractor investment to gather information about the likely costs, 
revenue, and profit involved in managing the contract. This arrangement 
benefits the government given that it limits the government’s initial fiscal 
commitment. When the service is an infrastructure-related activity, PPP are 
likely to increase a contractor’s cost-reducing investments.125 With regard to 
the development of disruptive technologies, PPP are likely to attract con-
tractors who see the potential application of a new disruptive technology to 
civilian contexts. This scenario expands the ecosystem of potential PPP con-
tractors and contributors and requires USSOCOM to intentionally spin in 
innovation providers.126 In very specific situations where a particular require-
ment is deemed mandatory for future operations and the expectation is that 
the usual acquisition process is unlikely to yield the desired capability, PPP 
offer USSOCOM an avenue to influence technological development from 
the earliest stages.

USSOCOM’s process for identification and approval of new requirements 
remains one of the most efficient in the DOD. Both operator-led identifica-
tion and the J8 (requirements and resources directorate)-generated processes 
ensure a reliable and effective procedure for delivering timely requirements 
for acquisition. At the same time, a focus on current missions and short 
timelines contributes to limitations in the requirement-development pro-
cess including insufficient cross-team collaboration.127 To harness disrup-
tive innovation, the J8 must simultaneously enlarge its vision beyond just 
narrowly supporting today’s missions and invest in capabilities to satisfy 
future requirements. This is a fundamental shift that is only appropriate 
when one or more specific disruptive innovations are so critical to future 
operations that failure to develop them would be catastrophic or when a 
peer or near-peer is on the brink of developing them and thereby gaining a 
decisive advantage. Specific partnerships to deliver desired capabilities are 
one approach to ensure that U.S. SOF maintain their technological edge.

There are several models of PPP that offer insights for USSOCOM. The 
first and least likely to occur is true PPP where the government takes a stake 
in the company. Defense PPPs have a distinctive feature: the government is 
both the main shareholder and the major (sometimes only) customer. The 
government as owner and consumer has distinct consequences for contract-
ing, negotiation, and operation. The government gains leverage over the PPP 
by controlling objectives that reduce conflicts of interest and thereby limit 
opportunistic behavior by the firm. Yet, PPPs are hampered by difficulty 
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renegotiating long-term contracts, and opportunistic behavior may increase 
in the PPP due to the government’s dependence on the PPP and lack of 
additional customers.128 European style PPPs are more limited in the U.S., 
but lessons learned from these types of collaborations remain applicable to 
general acquisition strategies. 

The CIA’s In-Q-Tel is a forward-leaning investment vehicle designed 
to fund, develop, and utilize disruptive innovations. IN-Q-Tel’s founding 
in 1999 was designed to enhance early entrance and influence technology 
development in recognition of the technological advancements made in 
government-sponsored facilities.129 Essential venture-capital funds enable 
the CIA to invest in potentially disruptive technology, specify R&D priori-
ties, and tailor risk-reward and profitability incentives. Early investment also 
helps avoid the scenario in which a firm decides it is hesitant to engage in 
government-related security, espionage, or military business then withdraws 
or restricts its participation.130 The implications for USSOCOM from the 
lessons of In-Q-Tel’s success pertain especially to the importance of early 
entry in technology development. USSOCOM will not be a primary driver 
of R&D in the private sector or act as an agenda setter within the DOD. 
USSOCOM’s budget is simply not sufficient. Instead, the takeaway from In-
Q-Tel is that identification of specific technologies and targeted investment 
in those technologies can influence outputs. Public and private R&D aimed 
at developing disruptive innovations are not designed for SOF-peculiar appli-
cations. Instead, under the current model, disruptions will be tailored to fit 
SOF needs after creation. The difference between influencing innovation 
development and adapting innovations is significant.131 SOF-peculiar require-
ments must be integrated into disruptive innovations at the beginning of 
the process or risk failing to adapt to SOF environments. Unlike the DOD 
or CIA, where funding is comparatively unlimited, if the J8 has identified 
a key disruptive innovation essential to future operations, a private-public 
collaboration is one plausible approach to delivering the capability. 

USSOCOM has not had much experience with early partnerships and 
company investment in the venture capital mold; however, expanding activ-
ity in this area may be necessary if SOF-peculiar disruptive innovations are 
to be developed and procured. USSOCOM spending capacity is simply too 
small to significantly shape technological trajectories. Thus, partnerships 
offer a viable though limited opportunity for influence. The analysis sug-
gests that, without structural changes to acquisition in early technology 
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investments, USSOCOM will be hampered in tailoring disruptive innovation 
to SOF-peculiar applications. However, the structural changes in terms of 
rules, regulations, and dollars will be difficult to implement, and political 
resistance will be difficult to overcome given that return on investment is 
unpredictable. Unfortunately, the two SOF examples of SOF PPPs—SOFW-
ERX and TALOS—do not suggest that existing structures and processes are 
well suited to forging such partnerships with business.

SOFWERX is “a public facing emissary that facilitates collaboration, 
innovation, prototyping and exploration with industry, labs, academia, and 
government stakeholders.”132 The organization is technically a non-profit 
entity that specializes in rapid acquisition to address operator needs. The 
organization uses combinations of challenges, prize competitions, and rapid 
prototyping mechanisms to address operator needs. Broadly effective in its 
directive, the organization’s objectives are to deliver immediate impact by 
tweaking existing equipment or performing additional post-development 
capacities. That said, the organization lacks the funding and authority to 
pursue disruptive innovation at formative steps as identified above. 

The TALOS program instituted a distinct public-private arrangement 
with the government acting as lead integrator. TALOS successfully spun off 
components to support operators.133 Leaving aside the substantial technical 
hurdles of this kind of project, having the government play the role of lead 
integrator of systems is difficult. The government’s ability to play this role 
is generally limited by factors such as lack of government technical capac-
ity, closed (proprietary) systems architecture, and commercial-government 
incentive incapability.134 Still, TALOS improved SOF engagement with busi-
ness and provides an example of a type of PPP that integrates advanced 
technologies within the acquisition process. 

The essential goal of PPPs is to deliver a disruptive innovation as it is 
needed by the SOF community. As the TALOS example illustrates, a program 
that experiments with new technologies and acquisition authorities can be 
devised to deliver capabilities for a clearly defined need (e.g., protecting 
operators that are first through the door). An important lesson from the 
TALOS example is that a clear objective is generally necessary if progress is 
to be made with disruptive innovations. If USSOCOM distills insights and 
experience in any area of disruption into a clear SOF-peculiar objective as 
the TALOS program did, PPPs may become a reliable avenue to develop and 
deliver new capabilities. “SOF-peculiar” is a key qualifier here: what do SOF 
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need that the DOD or industry is unlikely to pursue on its own? If the SOF 
community identifies a unique SOF-peculiar capability, it will have a clear 
basis for pursuing a PPP. The necessary bureaucratic, legal, and congres-
sional action necessary to establish a PPP will require substantial advocacy, 
time, and energy. That being said, if a requirement is identified as critical for 
FOE 2035, failure to pursue it could be rightly portrayed as a decision that 
imperils the future force. 

Insights from Private-Sector Procurement Success

Commercial procurement benefits from the speed of competition. SOF 
AT&L-K must innovate within the FAR and DOD framework, which sets 
some limiting conditions on adaptability. Over the last decades, the Gov-
ernment Accountability Office (GAO) established 12 significant recommen-
dations for the modernization of DOD business systems. DOD business 
systems investments in fiscal year 2020 exceed $8.9 billion, but the DOD has 
implemented only 4 of the 12 suggested reforms.135 Notably for SOF AT&L, 
none of the five recommendations to develop and maintain business and 
information technology (IT) enterprise architecture have been addressed. 
This section focuses on GAO recommendations to improve procurement 
processes and IT capability to improve SOF AT&L’s overall business process-
es.136 The GAO’s recommendations focus on the DOD but provide context 
for the analysis of SOF AT&L-specific areas for improvement.

Recommendations for procurement system improvement include pro-
cure-to-pay (P2P) business processes. P2P encompasses the entire process 
from executing a procurement requirement to closeout. OTAs are one 
method to improve prototyping and potentially accelerate procurement. 
Since the 2016 National Defense Authorization Act, OTAs have become 
increasingly common across the DOD.137 The increasing awareness of and 
praise for OTAs has generated a situation where management is motivated 
to report the use of OTAs without necessarily analyzing their effectiveness. 
Potential incentive incompatibilities between management and workforce—
instances where management benefits from a record of using OTAs while the 
workforce in fact loses time learning and implementing them—do not neces-
sarily mean OTAs are ineffective. However, without an effective system to 
track and evaluate business system performance, a thorough empirical evalu-
ation of OTAs cannot be completed to determine if OTAs are comparatively 
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efficient. If OTAs are used as designed to facilitate creative and targeted 
procurement activities, incentives for management and workforce will align 
over time, resulting in improved organization efficiency.

IT capability is essential for business system integration. SOF AT&L 
cannot maintain its world-class organization status with outdated and incon-
sistent IT capacity. Currently, multiple software programs for P2P operate 
in isolation. This imposes significant time costs on tasks—even relatively 
simple, routine tasks—that involve more than one software.138 If SOF AT&L is 
to adapt to the commercial pace of procurement, integrating and streamlin-
ing all P2P into a single, cloud-based system is necessary. Such integration 
and streamlining will improve acquisition processes across the board and 
at all levels. 

To emulate the commercial pace of procurement, SOF AT&L must adapt 
to new ecosystems. Commercial integrated systems exist that streamline 
decision making, processing, payment, tracking, and contract closure. A 
single-platform system generates two benefits identified by KOs. First, con-
tract handoffs in the current system are ad hoc—some come with extensive 
detail and information while others lack information to quickly spin-up 
the new KO. Second, a single system simplifies contract closeouts.139 Similar 
to other business functions in the commercial sector, procurement activi-
ties are undergoing disruption from innovative start-ups. Start-up compa-
nies are pushing features to improve efficiency including native mobility 
and built-in social collaborations within platforms that insulate all activity 
within firewalls while enhancing employee productivity.140 SOF AT&L has an 
opportunity to revolutionize acquisition processes if it is willing to embrace 
structural innovations.

Disruptive innovation will impact all facets of SOF AT&L activity. The 
question is how quickly those adaptations will occur. SOF AT&L’s ability to 
shift acquisition activity to expedited timelines has been an organizational 
strength. SOF’s acquisition culture of pursuing revolutionary capabilities for 
the warfighter should be generalized to its supporting organizations. Failing 
to pursue adaptation and innovation in acquisition activity undermines SOF 
effectiveness over time. 
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Summary and Implications 

SOF AT&L is one of the best acquisition units in the government. Conse-
quently, research and review efforts have tended to address specific points of 
possible adjustment or alteration to improve efficiency as opposed to inves-
tigating the pros and cons of more extensive structural changes. Yet, minor 
changes can have significant impact on acquisition processes and ultimately 
SOF operations. The military is renowned for extensive operational alterna-
tive planning, but that is distinct from planning for disruptions from global 
events such as the COVID-19 pandemic. The pandemic focused attention on 
the issue of resiliency—or the lack thereof—in civilian and military supply 
chains.141 In organizations under stress, even minor improvements in capa-
bility can greatly improve performance. 

Human resource improvements also offer opportunities to improve orga-
nizational performance. First, continued streamlining of procurement activ-
ity to only essential actions can help consolidate personnel workforce efforts. 
Second, SOF personnel’s dedication to mission and affinity for SOF-peculiar 
support are enhanced by generating metrics that connect contracting activity 
to operational outcomes. Continued identification of advancement opportu-
nities inside of SOF AT&L (though not necessarily within the same unit) will 
also promote talent retention when units have flat organizational structures. 
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Chapter 3. Case Studies: Social Media, 
Artificial Intelligence, and Machine 
Learning 

Disruptive innovations are technologies that so completely change a 
capability, service, or industry that a new system of measurement is 

necessary to capture the affects. In the SOF context, disruptive innovations 
can take many forms. For example, future SOF operating environments 
will harness disruptive innovations to individualize intelligence, messag-
ing, and engagement in disparate cultural, social, and political contexts. 
Acquisition of disruptive innovation in 
social media and open-source intelli-
gence more generally will require more 
nuance, not less, as systems generate 
culturally specific and individualized 
biometric outputs. In this analysis, 
disruptive innovation is considered in 
areas of social engagement where AI/
ML is harnessed to enable adaptive, 
anthropologically tailored information processing in real time to benefit 
operators. The analysis is intentionally slanted to emphasize acquisition and 
procurement processes. 

Extending beyond trend analysis, social media engagement requires the 
“ability to tell our message in clear text to a population … [which] is a core 
competency for us,” according to current USSOCOM acquisition executive 
Jim Smith.142 The scenario analyzed below is an extension of the transfor-
mations SOF Task Force 714 experienced during the Iraq War. According 
to Richard H. Shultz and General Richard D. Clarke, Task Force 714 trans-
formed into an intelligence-driven, big-data producing and consuming 
organization that expedited mission tempo.143 The following section con-
textualizes USSOCOM’s potential role in developing social media and open-
source capabilities. USSOCOM is uniquely positioned to undertake such 
disruptive innovation initiatives because of its acquisition processes that 
emphasize collaboration with the private sector, unique multi-source data 

For example, future SOF 
operating environments will 
harness disruptive innovations 
to individualize intelligence, 
messaging, and engagement in 
disparate cultural, social, and 
political contexts. 
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harvesting suitable for algorithm training, and SOF-peculiar application of 
intelligence capability unlikely to be developed by the Services. The follow-
ing section examines the operational need for such social media capabilities 
before analyzing the acquisition opportunities. 

Operational Imperative

The dissemination of propaganda through social media, either by state or 
non-state actors, and its potential influence on active conflicts and gray zone 
operations is extensive.144 Transformation of collected data into tactically 
and strategically useful intelligence faces obstacles despite DOD prioritiza-
tion. DOD and federal funding levels and engagement suggest that some 
capabilities pioneered for the Services may be available for adaptation to 
SOF-peculiar needs. Existing intelligence tools use countries, regions, cities, 
and neighborhoods as the unit of analysis. This focus makes sense for general 
offense-defense cyber operations, cloning software, hacking tools, and trend-
based intelligence production—instances where the precise geographic loca-
tion of the target is less important. For SOF purposes, however, a disruptive 
innovation would aim to make the individual the unit of analysis. Future 
operations, those prior to FOE 2035, will require cloud-powered analysis of 
individuals within their cultural, political, linguistic, and social ecosystem 
based on internet-of-things activity and biometric measures in real time. 

The national security implications of social media propaganda justify 
accelerating research funding across the DOD and federal government. Pro-
paganda, broadly defined, influences elections, impacts violent extremist 
organization recruitment, and mobilizes society.145 These propaganda efforts 
are taking on new forms and changing the dynamic of involvement in the 
affairs of others.146 The shifting nature of propaganda activity simultaneously 
increases and decreases opportunities for SOF engagement. Social media’s 
ubiquitous presence decreases barriers to entry of the information ecosys-
tem. Yet, social media has degraded social trust in sources, suggesting that 
individuals assign trust and bias labels to messaging based on whether the 
message aligns with their belief system.147 For SOF, offensive applications of 
social media capabilities—attempting to influence society and individuals—
is based on individual or small group engagement. It will require different 
capabilities and requirements to analyze an individual’s digital footprint to 
generate profiles in their holistic context. 
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Individualization of intelligence involves construction of political affin-
ity-enmity profiles regarding a location’s political regime or leader. Indi-
vidualization not only identifies regime loyalty but generates probabilities of 
individual receptiveness to messaging. Existing psychology research suggests 
that political followers of a leader sort into five distinct groupings based on 
how they receive a regime’s messaging.148 One group, “Acolytes,” blindly sup-
ports the regime. The regime’s messaging reinforces their pre-existing views 
and their social identity, which is tied to the regime. In counterterrorism 
parlance, these are the hardliners who are highly resistant to engagement. 
The next two groups are regime conformers. “Lost Souls” are receptive to 
regime messaging because of a fragile sense of self, whereas “Authoritarians” 
are influenced by perceptions of regime legitimacy. Another conforming 
type is the “Bystander,” which is an individual who accepts regime messag-
ing because failure to do so may result in physical harm or social ostracism. 
Finally, “Opportunists” are those individuals who can process and poten-
tially accept contrary messaging, enabling them to adopt different positions 
based on utilitarian calculations instead of emotions. Each follower type 
has distinct personality profiles. Other follower types, including those most 
critical to building effective partnerships, will require disruptive innovations 
in social media AI/ML to identify and engage in real time.

Network-centric individualized identification customizable to culture, 
language, region, and political regime requires neural network analysis of 
online behavior and interaction. The capacity of neural networks to cluster 
and classify data, combined with their ability to integrate algorithms with 
human coding and human perspectives, make them powerful tools for effi-
cient identification of follower types. Disruptive innovations are unlikely to 
occur through hardware alone but instead through the combination of deep 
human understanding of society with cloud-based computational capacity.

Ultimately, intelligence analysis at the individual level is about establish-
ing a probability of trust that can be actionably utilized. Trust is a social 
construct that is extraordinarily difficult to define, conceptualize, operation-
alize, and empirically test. Moreover, trust is contextualized by individual 
societies and changes over time.149 USSOCOM’s disparate experience across 
societies, cultures, and environments should be leveraged when pursuing 
disruptive innovation in social engagement technologies. 

The application of social media-based follower type identification is appli-
cable to the “by, with, and through” doctrine. The by, with, and through 
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collaborative model and SOF’s extensive use and success in building for-
eign partnerships are predicated on engagement. Trust and cooperation are 
essential to timely success. Disruptive innovation in social media intelligence 
capabilities will speed societal engagement, relationship building, and threat 
assessment. Critically, application of social media disruptive innovations will 
augment currently limited civil affair capacity by enhancing operator social 
awareness and engagement.150

Acquisition and Procurement Opportunities 

This section details potential acquisition and procurement actions to equip 
operators with a social media-based follower-type identification platform 
for individualized intelligence. The section examines the SOF-peculiar mis-
sion requirements detailed in a hypothetical scenario and identifies modes 
of public-private collaboration to develop such a capability. The conclusion 
examines how mainstream American norms and SOF values may affect 
development of AI/ML applications. 

Integration of AI/ML applications will necessitate collaborative acquisi-
tion approaches. The most likely approaches involve the government serving 
as lead integrator and a joint interagency task force (JITF). USSOCOM has 
experience with both approaches, each having its own strengths and weak-
nesses. The hypothetical capability outlined in this example—cloud-based 
individualized intelligence analysis in real time—is a difficult technical prob-
lem because it requires extensive human input in sociopolitical conceptu-
alizations of trust, assurance, and confidence, as well as other cultural and 
emotional components. The disruptive innovation of individualized intel-
ligence delivery envisioned in this social media example is SOF-peculiar, at 
least initially. This is critical to the theoretical example because the capability 
is unlikely to be developed by the Services or other areas of the DOD, leaving 
SOF AT&L to acquire the capability.

 The government-as-lead-integrator model is one viable approach to the 
acquisition of disruptive innovations. In this model, the government takes 
on the responsibility of managing and coordinating the program and ensur-
ing that common standards are applied program wide. The government 
is responsible for supplying the technical expertise to create or integrate 
all aspects of the program. Because of the various technical capabilities 
required, the government-as-lead-integrator model assists in establishing 
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compatibility within the system-of-systems architecture needed to process 
vast amounts of social media and internet activity.

The government-as-lead-integrator approach’s major strength is USSO-
COM’s experience from the TALOS program. TALOS demonstrated that 
system-of-systems integration is possible under government management 
as long as the technical problems associated with each component can be 
solved. Additional analysis, including detailed study of the TALOS program’s 
history, is necessary to fully understand the degree to which technical or 
organizational limitations resulted in spinning out subsystems instead of a 
more complete working version of the TALOS suit. Consistent with organi-
zational limitations arguments, the government-as-lead-integrator model 
raises important questions about the government’s ability to recruit and 
retain the technical skills necessary for a complex project. The U.S. economy 
generally faces technical worker shortages across skill types, and it is unclear 
how these trends will translate into government personnel recruitment. 151

The second acquisition approach is to establish a JITF to develop the 
capability. JITFs are not acquisition and procurement collaborations; instead, 
JITFs consolidate whole-of-government efforts to overcome a problem. The 
distinction in this case study requires transforming interagency collabora-
tions into an effort where USSOCOM can acquire and procure the capability 
through establishing acquisition channels once the capability is developed 
with partner input. This represents a change from past JITFs in terms of 
leveraging the intelligence community and industry to develop the necessary 
capability under USSOCOM management.

USSOCOM’s experience in Iraq provides the foundation for envisioning 
how to utilize a JITF to develop new technological capabilities. Task Force 
714 transformed from a surgical capability to an intelligence-centric organi-
zation capable of capturing or killing on “an industrial scale.”152 Shultz and 
Clarke contend that partnerships with intelligence agencies—particularly the 
change from USSOCOM being solely a consumer of intelligence to becoming 
also a producer of intelligence—leveraged tools within the intelligence com-
munity that enabled the success of SOF operations.153 The proposal in this 
case study is to extend the interagency collaboration by having USSOCOM 
handle any aspects necessary for the technical capability in-house through 
the acquisition and procurement process. 

Partnerships with intelligence agencies would provide USSOCOM with 
access to the skills and technical capabilities necessary for follower-type 
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individualized intelligence. Consistent with the data advantages for Project 
Maven, USSOCOM’s extensive, multi-source datasets provide unique algo-
rithm training where socially constructed outcomes such as “trust” can be 
identified. Moreover, USSOCOM application of social media and internet-
based analytical tools affords many “field to learn” experiences necessary 
for algorithm training. The collaboration with intelligence agencies would 
reduce the need for USSOCOM to build out the personnel necessary for 
capability development while ensuring end-user access for its warfighters.

A JIFT with intelligence agencies would further ensure that SOF values 
are integrated into the development of follower-type social media analy-
sis methods. Development of disruptive innovations does not occur in a 
vacuum. AI/ML is frequently treated as a monolithic concept, thereby under-
playing the importance of humans in the creation process. Development 
of follower-type analysis will require massive datasets spanning multiple 
cultures, languages, and societies. This effort will be based on—and will 
both reflect and be guided by—SOF values as well as mainstream U.S. norms 
and values more broadly. These norms and values are different from those 
underpinning and guiding the efforts of adversaries. For example, in the 
U.S. context, new technologies involving basic facial-recognition software 
will be shaped by domestic values and concerns about surveillance applica-
tions.154 Roughly similar technologies developed elsewhere will be shaped 
by different values. In China, for example, massive domestic deployment 
of surveillance technology using facial-recognition software has not been 
controversial. Many experts argue that, as a result, the sophistication of 
Chinese facial-recognition technology will soon surpass that of the U.S. (if 
it has not already done so). The tension between democratic freedoms and 
the widespread use of facial-recognition tracking155 has caused U.S. firms to 
reduce funding, end foreign firm relationships, and redirect R&D efforts.156 
The JIFT concept provides a potential bridge to overcome acquisition and 
procurement limitations by developing the capability through collabora-
tion and engagement with the intelligence community (and those firms that 
provide support services). 

This case study specifically focuses on SOF-peculiar disruptive innovation 
to highlight the role of USSOCOM in acquisition and procurement. Project 
Maven’s full-motion video analysis has a DOD-wide application and will 
transition to Service budget lines at some point. Individualized, culturally 
informed intelligence is likely to remain a SOF-peculiar capability. SOF 
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insights into culture, society, language, and environment will be necessary 
for capability development. Human expertise is necessary to calibrate neural 
networks to the nuances of human society. Existing and future biometric 
scanning technologies extend beyond recognition and tracking to making 
inferences and predicting individual emotions and reactions. The goals of 
these technologies are to achieve tactical, real-time intelligence, such as the 
ability to differentiate between angry and hungry crowds.157 Consistent with 
the history of SOF, humans are more important than hardware in estab-
lishing follower type and generating tactically useful biometric intelligence 
required for SOF-peculiar customization.

Summary and Implications

Disruptive innovation will take new and unimagined forms for SOF activi-
ties. SOF has a distinguished history in conducting and utilizing intelli-
gence effectively, and the changing nature of societies necessitates continued 
adaptation. In many societies, from technologically advanced near peers to 
developing countries, the ability to operate clandestinely, undetected by tech-
nology or social media, is diminishing. Whether SOF presence goes mostly 
unnoticed or whether it is publicly announced, social media-based tools 
offer opportunities to support operations by emphasizing individual levels 
of analysis. Generation of real-time profiles based on biometric recognition 
and combined with internet-activity intelligence offers a disruptive inno-
vation for SOF. The establishment of cooperative relationships, ultimately 
resulting in trust between operators and civilian populations, will remain 
a necessary feature for many core functions. Social media’s encompassing 
capacity to track and document movements, beliefs, and contact networks, 
if leveraged effectively with AI/ML, provides an advantage for operators. 
The continuation of by, with, and through operations would benefit from 
the ability to analyze and sort crowds and individuals based on their threat 
risk and cooperation potential.
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Conclusions

This monograph analyzes USSOCOM’s ability to develop, integrate, 
and benefit from disruptive innovation in the SOF-peculiar context. 

Acquisition and utilization of disruptive innovations—technologies that 
categorically alter how SOF succeed in core activities through revolution-
ary change—are necessary to equip operators to win tomorrow’s fight. The 
conceptualization of disruptive technology is applied to SOF-peculiar envi-
ronments, noting important similarities and differences between SOF, DOD, 
and private-sector innovations. Relying on empirical data and interviews 
with SOF AT&L-K personnel, this research provides a general framework 
to engage current debates around policies and practices while recognizing 
the changing nature of international competition, SOF operational require-
ments, and accelerating technological change. 

General conclusions include the following:

SOF AT&L-K’s history of excellence relies on core SOF characteristics 
of flexibility, creativity, and adaptability. The overriding organizational 
imperative is delivery of capabilities to the warfighter. Organizational 
adaptability is reflected by creation of the PEO for SOF digital applica-
tions, utilization OTAs, and creation of the joint acquisition task force.158 
Specific policies such as monthly spending checks, systematic offloading 
of some contracting activities to the General Services Administration, 
and re-absorption of some contracting duties to ensure service delivery, 
are specific examples of organizational flexibility. Continual adjustment 
of policy, protocols, and organizations is now a constant in the rapidly 
changing operational environment. 
The appropriate comparison category for disruptive innovations com-
prises near-peer adversaries. It is imperative that comparisons between 
SOF and the Services not be accepted as the benchmark for success in 
acquisition of disruptive innovation. Even as they highlight SOF strengths 
regarding both acquired capabilities and organizational capacity, such 
comparisons may incorrectly give the impression that revolutionary 
change is occurring when, in fact, evolutionary, incremental improve-
ments are the norm. Near-peer comparisons will better position SOF 
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AT&L to achieve disruptive innovations in capabilities. Existing metrics 
used to compare acquisition organizations within the DOD (e.g., basic 
statistics on number of actions, dollars spent, DOD awards, etc.) fail to 
accurately capture performance. Development of new metrics and data 
analytics on performance are necessary to ensure organizational capabil-
ity is properly evaluated. 
A persistent difficulty is the definition of what it means for a require-
ment, capability, or condition to be “SOF-peculiar.” The acquisition 
of general-purpose, non-SOF peculiar capabilities occurs and certainly 
improves organizational efficiency. At the same time, the lack of a general 
definition of SOF-peculiarity necessitates that USSOCOM step up to 
provide the capability, absorbing time and funding. Moreover, because 
a consistent definition of SOF-peculiarity is not available, it is difficult to 
estimate the consequences of this conceptual difficulty beyond qualita-
tive identification. 
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Acronyms

AI		  artificial intelligence

COIN		  counterinsurgency

COTS		  commercial off the shelf

DOD		  Department of Defense 

FAR 		  Federal Acquisition Regulation

FOE 		  future operating environment

GAO 		  Government Accountability Office

HEO 		  hyper-enabled operator 

HQ		  headquarters

IT 		  information technology

JITF		  joint interagency task force

KO 		  contract officer

ML		  machine learning

NDA 		  non-disclosure agreement

OTA 		  other transaction authorities

P2P 		  procure-to-pay

PEO 		  Program Executive Office 

PPP 		  public-private partnership

R&D 		  research and development

SOF		  Special Operations Forces

SOF AT&L	 Special Operations Forces Acquisition, Technology, 
		  and Logistics
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SOF AT&L-K 	 Special Operations Forces Acquisition, Technology, 
		  Logistics, and Contracting

SOFIC		  Special Operations Forces Industry Conference

TALOS		  Tactical Assault Light Operator Suit

TRL 		  technology readiness level 

TSOC 		  Theatre Special Operations Command 

USSOCOM 	 U.S. Special Operations Command 
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